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H—2  Shiro faj/

3

&

iy

;
Apache Shiro /& Java [t —/ N2 HE4E . HT, 1] Apache Shiro AR Z , PRI EAH
LB, WL Spring Security, R fEREAT Spring Security MK T BESRA, H AR S bR AR
A REHA T ZI AT A ARG, FrLME /N fai 54 Shiro B2 7o 6816 B 2R
UF, XA, e T R A W B T .

ABFE A IR Shiro T, A&t 2 Wriiisss, FAAMH.

Shiro I LAARH 7 5 T R 2 g ar N, AT BUAE JavaSE 3485, thn] DL
JavaEE 5. Shiro i A BN FATTE . NIE. #AL I, SiRE L, 5 Web Sk, 4%
F755 o XA TA VAL W, 170 H. Shiro ) APl 2 AR 1oL, FHIEATIRE sl T &P
IR

Authentication Authorization

Primary Concerns

Session Cryptography

Management

v
Web Support Caching

(2 B
Concurrency | Testing | "Run As” RE“}::'“ET

Supporting Features

Authentication: S UMAUE S, B0UEFH FORASE I MR 5 45

Authorization: 80, EIBFREGIUE, S0AFREA COAE R S A S A BRs  RiTA)7 H

FURT RN, WL I UE A SO S A A . B AR S AN

JOOF HEAS G PR H AT SRR

Session Manager: < B, RIHPEREHE —Ratl, AR, ERERE

SRS, 2T DL Y38 JavaSE PR, 4t mT DU i Web A5

Cryptography: JN#, (R EE 1Ak, s n e 476 28R, AN S B SO i

Web Support: Web 35, AJ LR 2 5 (AR R Web FRES;

Caching: 27, WL & sk, JLHPE R A A AR LR 2, IXFERTLL
5
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PemE,

Concurrency: shiro SCRFZZFEN I RIGUE, BRQIfE—NEREP IS 7 — N fe, B
TR A B AL ki 2

Testing:  H AR S

RunAs: i AH PR T3 ANH P CUnsRAAT v i G dE AT vs il

Remember Me: 103k, XAMEARE W WLMDIGE, Bl G, NIRFRIIEAH &5
T

iBHE— &, Shiro AEEREFH P $PRR; XEFERMNE CZHAREE: KREEIT
AH R 82 O NS Shiro BIW] .

PR RIATIr M NS EBRA FKR A Shiro HOZEK, 01— MFRIHESE, MAMASRE V1%
HAARF T 0 5 TR AP HL AP AT WNHREIIE, JUVAZA Ry
(R, RIEES 2 S NP 8 SCSEEL, R AT HE B AN R il /2 1 K

G, BATIAMEBAKS Shiro WE, RIS FIRER fi L AR MG AT AL AT Shiro e A, Wi
<R

Application

Code ithe current 'user’)

]
aﬁ]az

Shiro

SecurityManager (manages all Subjects)

(access your security data)

A LA 3 AR B 48 T4 5 42 Subject, ol /2 15 Shiro i 40 API %0l /& Subject;
HAFA AP 5 3

Subject: FAk, RETH4ET 7, EAMHPA—ER—ANEANN, H5XUEiN A
AT AR PG #E Subject, anpZgedy, HlLag N5 Bl— N HGMES; Frf Subject #i8E
#I| SecurityManager, 1 Subject )T A8 HL#i 23 Z 645 SecurityManager; 1] LA Subject 1A
R — 1T SecurityManager A & 52 br FRIHAT

SecurityManager: ‘A EREs; BRI 5 %20 RREEH &Y SecurityManager A2 H.;
H e A Subject; 7 LA HI'E & Shiro MIKL.Ly, ‘& ot JEil /i i ot 240 4 64T
EH, WA 2] SpringMVC, R R] LS i DispatcherServlet | i il 45 ;

Realm: 1%, Shiro M Realm R 224 $s Canfi - fta. BERD , 52 it SecurityManager
BLIOUE By, 848 7522 Realm SRICH SR = 04T B A LA 2 P B e 1 5

6
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7N Realm 73 21 FH - AH N (1) A CLA R BEA T30 UE P 2 A5 BEREA T4 s nT LA Realm &
ik DataSource, B[z EHEIR

WE R T AT E, S5 &1 Shiro N H:

1. N HARSE T Subject SKIFATIAUEFIFZAL, 1 Subject X Z4E45 SecurityManager;

2. IRAIFEELS Shiro [f) SecurityManager 1\ Realm, MIfiil: SecurityManager GE75 2451k
(R P B A SRR A T A o

MU EBTTEIF Y, Shiro AMRBEEES R /AUR, TRER Realm ibJFA AR B EEA.
PRI Shiro WHEKRE T Shiro 284, W1 FEIFrs:

oy i e | Standalone
4 Ruby Silverlight i ki dalo

NET Python Swing | Application
Eibied) Gubject) Guoiee) ) | Gubies) Subject

VM / Network Boundary- _ Local / In-Process

.‘

Security Manager

Authenticator . Session
Authorizer
: Stratagy Cache
Pluggable Realms (1 or more) . Manager

Session
DAOD

=3
Flan'n_ Raalm ﬂﬁh" Realm

e —

Subject: FA%, FTLLE B EAAT LUSAEAT AT DL A TR “H P

SecurityManager : #H X4 T- SpringMVC ' [f] DispatcherServiet = & Struts2 1 ]

FilterDispatcher; & Shiro [F.0E; B BAKRAS B ARE S SecurityManager EAT4#5H; &%

HEE T Subject. H 7 STMTIMNIERRZEL. il A,

Authenticator: NIERY, 158 EARVAER, &M A, W53 Shiro BRIAK

AU, wTLLE E S AR EHAUE SRS (Authentication Strategy) , BIAFA ML & 7

INIEEE T

Authrizer: #AUEE, BCFE VT RPEHIAS, HIRYUE T A ARSI T A A s BRI

5 H P BV ) N H i e T g

Realm: "JLIf 1 kA Realm, A LLIAY & 224 SEAREC U, R T 3R 42 SEAR 1) 5

AFLLAE IDBC S, T LLJE LDAP SEIL, B53 A7 SEILARSE; M P44t 4. Shiro
7
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ANFIIE YR B AL SR A At £ 08 B CUART A XA it s BT DAFRATT— M/ B A A 258 B &
] Realm;

SessonManager: U151t Serviet itV i 511 Session I, Session We 7y 27 N 245 B
R R R, XA 2 SessionManager; 1 Shiro HAMA AT LLHIE Web 3353,
A DURAE 3@ 1) JavaSE 455, EIB SFFAEE; FrfWe, Shiro i % T—ANH ¥ Session
KA B ARSI B B XA, EnIRATE Web 3R, WITFH & —&
Web fIR55 %% #6517 & BB RS 2% XA & IR %S 4 S iE S i) — ANy,
ANt nT LS B S A Uil (il 752 Memcached Ik 2545
SessionDAO: DAO KZHHI, vl xi %, M T2l CRUD, HunfiIA84 Session
TRAF IR R, T84T LASEEE H CL SessionDAO, JiE il JDBC 5 2% 1 thlnAdde
Session Ji %] Memcached 7, 7] LSZHL H 2.1 Memcached SessionDAO; 73 4h SessionDAO
] LA H] Cache #HT28 47, LA miTkfRE;

CacheManager: ZZAF&HI%E, RE B M. BERSEMSAFR];: Py Lo s FaA
AR R, TR G A S R LA ST ) R e

Cryptography: # R, Shiro $&m 7 L85 WL LA - L85 5 in 2 1 2% 1 .

F It Shiro 2 KILAPERININGE T, 8 N RIRAE % 2] shiro 4L
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FHOFE S riE

SIAE, RILE R H AR fEREUE B b st 2 AN o — AR A AIARAT TR 5 4 1D —SE bR UE Bk
UMM AN, WAL e, - Al RuE i .

7E shiro 1, 7 B principals (5 43) Fl credentials (IER) %5 shiro, Mt i fig
BOUE I B

principals: &4y, BEFEARRERUENE, nTUOR TR, w4, s, R,
—ANFEARTT LIS 2 principals, H 2> Primary principals, — &M 1 4 15 TFHLS
credentials: UFBAMATIE, B RAT FEARMIE ) 2 A2AH, WESACAIE B,

I DL principals H1 credentials 21 & il JH P 4413505 1 o 2 R Se AT AN EEATH S 3 TA
iE.

AN SIS 2 2 AT R 2R Subject K Realm, 435l & 35 44 K2 B 5 44 PR B3 U5

B R

ATCAEH] Maven #45E,  DAIERR 2 i1 Maven FIiR. B SGHER PR HOR -

<dependencies>
<dependency>
<groupld>junit</groupld>
<artifactld>junit</artifactld>
<version>4.9</version>
</dependency>
<dependency>
<groupld>commons-logging</groupl d>
<artifactld>commons-logging</artifactid>
<version>1.1.3</version>
</dependency>
<dependency>
<groupld>org.apache.shiro</groupl d>
<artifactld>shiro-core</artifactld>
<version>1.2.2</version>
</dependency>
</dependencies>

7NN junit. common-logging A shiro-core i R ]


http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

Bk R
1. woeHkes L S/ dE (shiro.ini)
[users]
zhang=123
wang=123

BEAMSEH] ini BCE SCfF, i [users|fg T AN 34k zhang/123. wang/123.

2. MBI (com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest)

@Test

public void testHelloworld() {
11, 3R SecurityManager T.), JtAMMETA] Ini BiC & SCA-HI4R 1L SecurityManager
Factory<org.apache.shiro.mgt.SecurityM anager> factory =

new |ni SecurityManagerFactory("classpath:shiro.ini");

112, #3%| SecurityManager 5245 J-45 4 SecurityUtils
org.apache.shiro.mgt.SecurityManager securityManager = factory.getlnstance();
SecurityUtils.setSecurityM anager (securityM anager);
113, 135 Subject & B /7 44 /55 £ 43 B0IE Token CBIUT ™ B4/ FEIED
Subject subject = SecurityUtils.getSubject();
UsernamePasswordToken token = new UsernamePasswordToken("zhang", "123");

try {
N4, &3, B S5
subject.login(token);

} catch (AuthenticationException €) {
N L i SATIRN

Assert.assertEqual s(true, subject.isAuthenticated()); /i &5 1 /' © 4% 5k

6. Bt
subject.logout();

}

21, HGiE new IniSecurityManagerFactory Jf 45 & — A ini Bt & SCAF kG A
SecurityManager 1.) ;

10
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2.2, HEH3REL SecurityManager J£4 5 £ SecurityUtils, iX4E N4 Rk E, #E kI,
2.3, 13T SecurityUtils 7521 Subject, H.2x A0 E B AT WIRAE web FREE7ETE K45
WINTFFEMBRIRE s ARG SR Y 50 UL Token, W H] - 44 /%A

2.4, subject.login J7 LT 5%, Hos B3 ZHT45 SecurityManager.login J7 AT % 5% ;
25, W B 5 4y 56 4F O WO # 38 AuthenticationException B¢ 2%, H WL A Q.
DisabledAccountException (4% F (k%5 ) . LockedAccountException (45 Ik 5 ) .
UnknownA ccountException CHFifIKS ) . ExcessiveAttemptsException (&S AR Bt
%) . IncorrectCredentialsException (i[5 EUE)  ExpiredCredentialsException Cik HA[T
R 4, BARTE AR AOCR: X T U maE R R, i “H P 44500
BT MiAE “H P AAERGET | CRRER Y, B bS] P A RE K

2.6, I ) AT LA H subject.logout iR i, 2y F3hZE+64T SecurityManager.logout J7723R i

Mt AR T S5 B B IR D IR

1. W P SR, RIn T f 441450

2. VM Subject.login EAT% 5k, AR MO A3 I AH N Y AuthenticationException 5%, i
R PR E B ST

3. IJr i Subject.logout HATIE H AT .

B JLAS ) AL
1. P A4 P A A ini O SO, DU T 28 e A, LR ol S0 3 A7 i
2. M/ B4y Token ATREAMXA S P A4 /%0, AT Red A7 HAB R, Gog sk save i f 44/
MR BT R ok

11
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S IR

Aulhentication
Strategy

Pluggable Realms (1 or more)

AW

1. ELIHH Subject.login(token) AT 8 5%, H4s HEIZFT4T Security Manager, i FH 2 Tl 4
il 1 SecurityUtils. setSecurityManager() i & ;

2. SecurityManager i 5T ELIE SR RUERHE; & 2264y Authenticator JE4T 5 3 5 E ;
3. Authenticator 7 & FCIE [ S Ay 46 UE#, Shiro API HAZO G B UGAIEAN 1 A5, BEAb AT LA
7E AR H OIS

4. Authenticator 1] it 2xZFE 45 I [ AuthenticationStrategy #4174 Redlm G432 5E, BRIk
M odul arRealmA uthenticator 231 ] AuthenticationStrategy #4172 Realm G473 5 11F ;

5. Authenticator 2341 W.(1) token £ A\ Realm, M Realm $EHUS (A6 IEEE, W R EATIR
R/ S R S A S R T o AL P AR 22/ Realm, 42 BEURH I3 (1) 0 B Sk mes 13t
AT Vil

Realm

Realm: &k, Shiro MM Realm FRE 224 $cdls CnH] ™ s At BURD 5t 2 Ui SecurityManager
LEOUEH T 5 43, A8 T2\ Realm FRIBUAH I () FH P BEAT EEBC LA & L 7 B J2 15 ik
W7 EE M Realm £3 21 H] A1 . ) A (O BUREAT 96 UE ] 7 A2 15 REREAT #R4F; TTLAE Redlm &
J& DataSource , BRIl 2¢ 4 H ¥ W . w T AT Z W ini BE 7 K AEH
org.apache.shiro.realm.text.IniRealm.

org.apache.shiro.realm.Realm $Z 1 U1 1
12
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String getName(); //i& [A]—™MifE— 1) Realm 447
boolean supports(AuthenticationToken token); /347t Realm /& 75 32 #7711t Token
Authenticationlnfo getA uthenti cationlnfo(A uthenticationT oken token)

throws AuthenticationException;  //H4f& Token SKEGAIESE L

¥ Realm Bt &

1. HE X Realm 528 (com.github.zhangkaitao.shiro.chapter2.realm.MyReaml) :

public class MyRealm1 implements Realm {
@Override
public String getName() {
return "myrealml”;
}
@Override
public boolean supports(A uthenticationToken token) {
I 7 Ff UsernamePasswordToken 2571 1] Token
return token instanceof UsernamePasswordToken,;
}
@Override
public Authenticationinfo getAuthenticationInfo(AuthenticationToken token) throws
AuthenticationException {
String username = (String)token.getPrincipal (); /#5274
String password = new String((char[])token.getCredentia ()); /15 21| %15
if(1"zhang".equals(username)) {
throw new UnknownA ccountException(); /1 5 7 44 4835
}
if(1"123".equal s(password)) {
throw new IncorrectCredential sException(); /1 F & hd iz
}
1N R A UERHIE ), 32 [F]—4> Authenticationinfo SEH;
return new SimpleA uthenticationlnfo(username, password, getName());

2. ini FCE SR E E 2 X Realm SZH(shiro-realm.ini)

13
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#75 B> realm

myReal m1=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1
#f5 %€ securityManager ) realms s3]
securityManager.realms=$myRealm1

i ik $name K 5| AN Z R i realm & X

3. WX M Bl i 2 % com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest  ff]
testCustomRealm Mk 7775, H A E4E 2 Fi i) shiro.ini Bl & A2 shiro-realmuini BIAT

£ Ream LB

1. ini BE CfF (shiro-multi-realm.ini)

#5 B> realm

myReal m1=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1
myReal m2=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm2
#i5 & securityManager Y realms =23

securityM anager.real ms=$myReal m1,$myRealm2

securityManager £31% [ realms 45 5€ WU EAT 5 4 IAUE . AR TRATIME H] s i i@ WU (1) 77
AABE T Ream K, WM “securityManager.realms=$myRealm1,$myRealm2” , i
2, securityManager 23 1% realm 75 B P b AT A H (RPOETR S rems J& 4, A 3)
RID) . BEATE RIEE redm J5, L& A€ redm ¥ 2 wg,
“securityManager.realms=$myRealm1” , 4 myReam2 A2 4 H 8 &8k %,

2 . R B 3 & % com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest [
testCustomM ultiRealm PR J7v% o

Shiro BRIAFREEH) Realm

14


http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

¢ CachingRealm

o

&) puthenti catingRealm

T

"’C_ futherizingRealm

R
| |

C SimplepccountBealm C JdbaRealm € IndiLdapRealm £ AbstractldapRealm
C TextConfigurationBealm £ ActivelirectoryRealm

C IniKealm

C ' PropertiesRealm

PLfE— 4k 7 AuthorizingRealm (#2450 BIA] s Ho4kz% 1 AuthenticatingRealm CEF B 47 38 11F )
1 HAB A $24k K T CachingRealm CHAAG 247528 o Horp FEERIA IR T
org.apacheshiro.realm.text.IniRealm: [users|#7>fi& & FH J* 44 /%05 S L €55 [roles] i 745
SE A TR AT KB s

org.apache.shiro.realm.text.PropertiesRealm: user.username=password,rolel,role2 & & H
1545 J Hffta; rolerolel=permissionl,permission2 5 5& £ 4 S A RS &L ;
org.apacheshiro.realm.jdbc.JdbcRealm: i i sl £ i AH N 1117 &, 41“ select password from
users where username = ?” SR 7 %1,  “select password, password_salt from users where
username = ?” FREUH %08 Je £h s “select role_name from user_roles where username = ?”
SREUH P th;  “select permission from roles_permissions where role_name = ?” 3R (4%
PR R A L AR AT LA AR N api 2647 7€ X sl s

JDBC Realm f#
1. ol e KAk

15
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<dependency>
<groupld>mysgl</groupld>
<artifactld>mysgl-connector-java</artifactld>
<version>5.1.25</version>

</dependency>

<dependency>
<groupld>com.alibaba</groupld>
<artifactld>druid</artifactld>
<version>0.2.23</version>

</dependency>

ASCRAE ] mysql 2o 2 & druid 3

2. BE E shiro N =7k : usersCH P 44 /%19 L user_rolesCH] F/#f£5) « roles_permissions
R, BARiZIR shiro-example-chapter2/sal/shiro.sal; JFshn— i,

A4 IE Ry zhang/123;

3. ini it (shiro-jdbc-ream.ini)

jdbcRealm=org.apache.shiro.realm.jdbc.JdbcRealm
dataSource=com.alibaba.druid.pool.DruidDataSource
dataSource.driverClassName=com.mysql.jdbc.Driver
dataSource.url=jdbc:mysql://localhost:3306/shiro
dataSource.username=root

#dataSource.password=

jdbcRea m.dataSource=$dataSource
securityManager.realms=$jdbcRealm

1. RRA=2IERY <BEE L]
2, A JEME=E ASRNARNK setter J7vAREATIRE
3. SR SIHZATH XRS5

4, AL 2 [ com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest (] test]DBCRealm
J5i%, MR RBEAT A X

Authenticator /& AuthenticationStrategy
Authenticator [FH ST RE T ik 5, J& Shiro APL 5 BRI IER% O I N 11 24

16
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public Authenticationlnfo authenticate(A uthenticationT oken authenticationToken)
throws A uthenticationException;

W BIE T, iR [E] Authenticationinfo 363EAE 5L S BV AL T B S SEIE: dn SRS
E 2R e v A 2 - Authenti cationException 523

SecurityManager #% 1 4k7& T Authenticator, 73 4h&4 > ModularReal mA uthenticator SZI1,
HEH 2 A Realm B TIRAE, IUEANIE L AuthenticationStrategy 42 455, BRIAHRIL
(152 H:

FirstSuccessfulStrategy: L ZEA7—A> Realm KiE R AT, JUR[EZE—> Realm EH7 50 11F
BT HRIIEAS B, HAth ) 2008

AtL eastOneSuccessfulStrategy: H 2454~ Realm K iE & Th BI AT, A FirstSuccessful Strategy
AN, IRIFHTA Realm B S0AIE I GRS & 5

AllSuccessfulStrategy: Frf1 Realm 4Gk DA el , HIR[FFr41 Realm S 473 5 s 2 i)
WIS R, WA AR R T .

ModularRealmAuthenticator £\ FH| AtLeastOneSuccessful Strategy T i .

AT = realm:

myRealml: Jil J" 44/% 5k zhang/123 I e, HLIR A1 5 434554 b zhang/123;
myRealm2:  Fl ' 4415 k) wang/123 I i3y, - HLR 1 5 43 /e85 4 wang/123;

myRealm3:  JII " 44 /% 150 zhang/123 IN &2, HIR B[54/ 74504 zhang@163.com/123,
F myRealm1 A [ 2 IR [FT I R S48 T

1. ini fit & 34 (shiro-authenticator-all-success.ini)

#45 7€ securityManager 1) authenticator 53
authenticator=org.apache.shiro.authc.pam.M odularReal mA uthenti cator
securityM anager.authenti cator=$authenti cator

#47 %& securityManager.authenticator ) authenticationStrategy
all Successful Strategy=org.apache.shiro.authc.pam.All Successful Strategy
securityManager.authenti cator.authenti cationStrategy=%al | Successful Strategy

myReal m1=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1
myReal m2=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm2
myReal m3=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm3
securityM anager.realms=$myRealm1,$myRealm3

17
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2. AR (com.github.zhangkaitao.shiro.chapter2. AuthenticatorTest)
2.1, SR

private void login(String configFile) {
11, 3R SecurityManager T.) , BAMEH] Ini id & SCAHT4R 16 SecurityManager
Factory<org.apache.shiro.mgt.SecurityM anager> factory =
new |ni SecurityManagerFactory(configFile);

112, 131 SecurityManager S5 JF 4 & 45 SecurityUtils
org.apache.shiro.mgt.SecurityManager securityManager = factory.getinstance();
SecurityUtils.setSecurityM anager(securityM anager);

113+ 1351 Subject S F* 44 /%05 B A3 BiE Token CEIHI P B4/ AELUED
Subject subject = SecurityUtils.getSubject();
UsernamePasswordToken token = new UsernamePasswordToken("zhang”, "123");

subject.login(token);

2.2, ik AllSuccessful Strateqy Ji%.1) :

@Test

public void testAll Successful StrategyWithSuccess() {
login("classpath:shiro-authenticator-all-success.ini™);
Subject subject = SecurityUtils.getSubject();

I3 AB S, HAE T Realm Bk & 635 &
Principal Collection principal Collection = subject.getPrincipa s();
Assert.assertEquals(2, principal Collection.asList().size());

}

Bl Principal Collection £ & T zhang 1 zhang@163.com & 1/} &

2.3. ik AllSuccessful Strategy 7<% -

@Test(expected = UnknownA ccountException.class)

public void testAll Successful StrategyWithFail () {
login("classpath:shiro-authenticator-all-fail.ini");
Subject subject = SecurityUtils.getSubject();

18
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shiro-authenticator-all-fail.ini 5 shiro-authenticator-all-success.ini A~ [a] 14 lid & & FH T
securityManager.realms=$myRealm1,$myRealm2; Rl myRealm i & M o

Xf T AtLeastOneSuccessfulStrategy F1  FirstSuccessfulStrategy 1 X 7l , 1§ &
testAtL eastOneSuccessful StrategyWithSuccess H testFirstOneSuccessful Strategy WithSuccess il
RV ME—AN[A] ANk [0 P AT ek s D) () Realm (JGIEAS B 57— ANt JUR[E] 28—
ANIUE I I Realm ESS B .

H & X AuthenticationStrategy SZHL, & /GE H API:

IHEFT A Realm B6iE 2 1 i H

Authenticationlnfo beforeAll Attempts(
Collection<? extends Realm> realms, AuthenticationToken token)
throws A uthenticationException;

II7E5E Realm 2 Hiif H

Authenticationlnfo beforeAttempt(
Realm realm, AuthenticationToken token, Authenticationinfo aggregate)
throws A uthenticationException;

IHEREA™ Realm 2 )5 1

Authenticationlnfo afterAttempt(
Realm realm, AuthenticationToken token,
AuthenticationInfo singleRealminfo, Authenticationlnfo aggregatelnfo, Throwable t)
throws A uthenticationException;

IHEFT A Realm 2 )5 1

Authenticationlnfo afterAll Attempts(
AuthenticationToken token, Authenticationlnfo aggregate)
throws A uthenticationException;

%R AuthenticationStrategy S5 A8 F& TEARAS (1, T A3 REDCHIHE 145 1R AH N R A IE SR
SMEN T U RE; JERL b5 ] DABEAT Qi R AR [ 5 AN R D K AR B

H e LI — 4k 2K org.apache.shiro.authc.pam.AbstractA uthenticationStrategy Hin], H oA
al L & % {8 1 com.github.zhangkaitao.shiro.chapter2.authenticator.strategy £
OnlyOneA uthenticatorStrategy i1 AtLeastTwoA uthenticatorStrategy

BRI S A iR € T, 4T AuthenticationToken . Authenticationinfo i1 Realm [
VEAIALE H] J5 25T b e A 4

19
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FEE A

TR, Y7 i, RIEE N rhas i R U7 I WSS B IR (A vl BT T/ 2 A O T A
S o AEFRUR T TR LA e % 4K (Subject) - % (Resource) « KPR (Permission)
it (Role)

Fk

FAk, RGN I, AE Shiro HE ] Subject fAFRZH . P EBRAUG A Revrvi
ER VAR

IR

LEN FH A P A LA 1) (AT 450G, Ledn v in) ISP U A G /g 45 SR Le s . U in) Al
70 FTENSCARSE SRR B P R ERAUG A R Vi il .

BURR

LA M TR IR T BB, S AR FRATT AT AR R TE N b P A e B AN B
By o RIS RERZRAE R A P e AN e U il AN BER, - s

A E L RRIE )

PR LG MG UM s (EIR 2 i #E CRUD G Aot BRI

FIED SRS S o o o

i ERTRAE Y, BORARE TP AT BeAT R A A SR AORCR, RIS A2 AS DU A R4
SOV, ANRMHEEPATIXAN A PTEL A Sd w5 EHERRIR 45 11, BIE SO
FURVILEREA IR AT 248 OB 5 Shiro A2 U ARdits, i tisz B g ft.

Shiro SZHRFRURIEEBURR Cln i P B R B A SRR ) AARE FEAS B R 58 P R BCRR, B
SKBIHMED 5 JRBHR 4.

g3

AR T ARG, W LLBOUBUR IOEE 7, MRS DL R IRATIR T F - A G A2 AL
B, BRI Ay A 4B, PR B (e SRt TRH 2B, BOR G
Hi. CTO. JFATRIMAEHGE M, AFK A OE AR R .

Rkt BB I A ORI AE L AT BAT AR, e Al h CTOL HoR B, JF
R TRENT ] AT AT EDHL, BB RAS SEVFIT A TR IT BIAL, e o ZE AN H] Hh il
ERAHNACHS; FHEN T CTOL SR E AT AR AR RRA KAV
BRBMER ) BEERIR T, 5 EAEAR AU SE B S A 0 A W2 5 o I e
BIVREFEE A2 BLA (00 BT EAT U il P2 I, RSB s W R b AT B e ml e i 1l 22 AU B T
B AR B RERIHERE DT M A, MORG AIBIRES: KRB
WA EOANRE VT T2 BE, Har ZEAA OACRIBUREE S PR BRED AT Je2ife ez 44X
f; BIDRERE A LRSS A LR s R R AR o
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i google #&% “RBAC” 1 “RBAC fifit” 73 T “HeT vy ad]”  “ 2T 5
117 In) # il (Resource-Based Access Control)” .

FARUTT 3\

Shiro S5 = Fi7 RO
G WS iffelse BRI FEE S

Subject subject = SecurityUtils.getSubject();
if (subject.hasRole(*“admin”)) {
11 BLRR
} else{
T RLR
1

A R AEAT I Java 7V b JRCE A I PRV A 56

@RequiresRoles("admin”)
public void hello() {
TR

}

BEAT LR H A Y ) S
JSPIGSP #1525 1+ JSPIGSP L [l 1L AH Y A AR 25 58 1k«

<shiro:hasRole name="admin">

<l— AR —>
</shiro:hasRole>

R ST TR
AL

EFAARRER (BXNAE)
1. 7E ini BCESCHFRCE M P A R A (shiro-roleini)

[users]
zhang=123,rolel,role2
wang=123,rolel

21
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BB “H =gt a1, Mt 27, WERTEAENH] I P AT AN A
U EAEAHN ) Realm HaR Al A (045 &, g2 Bt Shiro Aoty [P - fi &, %
W FHPERE,  Shiro JUZSEHEARN (18 L5 G, RS2 A Wi sh &5 3RIBUT - At

2. MBI (com.github.zhangkaitao.shiro.chapter3.RoleTest)

@Test
public void testHasRol&() {
login("classpath:shiro-role.ini”, "zhang", "123");
AW f (4 rolel
Assert.assertTrue(subject().hasRole("rolel"));
I WA f €4 rolel and role2
Assert.assertTrue(subject().hasAllRoles(Arrays.asList("rolel”, "role2")));
IFAIWHIA 4. rolel and role2 and !role3
boolean[] result = subject().hasRoles(Arrays.asList("rolel", "role2", "role3"));
Assert.assertEquals(true, result[0]);
Assert.assertEquals(true, result[1]);
Assert.assertEquals(false, result[2)]);

}

Shiro $2fit T hasRole/hasRole - H /= J& 14 AT A A (A Lo IR s HE AT S fit
hashAnyRole F -7 & 75 47 S LeA R TP i 24~

@Test(expected = UnauthorizedException.class)
public void testCheckRole() {
login("classpath:shiro-role.ini*, "zhang", "123");
11T S04 f (e rolel
subject().checkRole("rolel");
IS 304 1 (: rolel and role3 Ze el H 4
subject().checkRoles("rolel”, "role3");

}

Shiro #4111 checkRole/checkRoles il hasRole/hasAllRoles A [A] [t 7 42 & 78 Wt A AR 115
R4 H Unauthori zedException 54 .

BT RN mtsei T, IR AR it W RAR 2 3ty it
17 7AW, (EIEAT— RANTHTZE T IR 2 it G o AR AE AT AH G (1 7 HEA TINS5
S DAL 3 B ) ) 7L

ETFHERRER (BrAe)
1. 7E ini BCESCHFECE H A WA LA AR IC R (shiro-permission.ini)
22



http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

[users]
zhang=123,rolel,role2
wang=123,rolel

[roled]
rolel=user:create,user:update
role2=user:create,user:delete

M. R a=E, M0l M 2”

B, RJEARIE A O EREIBR B R RURE
LPRATE L Realm & [F]AH W AR B -

“H=RUR 1, AR 27, B Jeads P Ak
Shiro [AFEAEATRUR N 4ES, s
A B 4ey “ P ——mth” ZK R,

2. MBI (com.github.zhangkaitao.shiro.chapter3.PermissionTest)

@Test
public void testlsPermitted() {
login("classpath:shiro-permission.ini”, “zhang", "123");
WA AR : user:create
Assert.assertTrue(subject().isPermitted(" user:create"));
KR AR . user:update and user:delete
Assert.assertTrue(subject().isPermittedAll ("user:update”, "user:delete™));
BT AU : - user:view
Assert.assertFal se(subject().isPermitted(" user:view"));
}

Shiro #2flt T isPermitted Al isPermittedAll J /W HI P 2 i 2 AR BT A AR,
B A isPermittedAny HI I MBURRI#L E .

@Test(expected = UnauthorizedException.class)

public void testCheckPermission () {
login("classpath:shiro-permission.ini”, “zhang", "123");
W S5 AR user:create
subject().checkPermission("user:create”);
I = A AR . user:delete and user:update
subject().checkPermissions(*user:delete”, "user:update™);
ISR : user:view RIS H 54
subject().checkPermissions(*user:view");

}

PR, HE R IR &L T 24l i UnauthorizedException 573

BUILF BEIR VT ] CloR ) soe s 17y Bl A SE AR A U5 ) 2], XAy
23
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U BRI “ BRIAR AT AR, BIUZ BRSO AORLRE s IRy AU G Ak it 2 o R
SUBBEAH L — ARG B, Ao HABASTH AR ™ A5, R/ e EE S
KA RERIMR 2% s, T Bl “ I P —— e, AO—RUR Bl 3841 7 2
KHo

Permission

PR BB B BCAT AR

T “BIEARIREE: B RS 1D RIHIRAS B SR WA S5 ] DAEA T AT 24584
HERN SRR B P AF e, 7 FRORBHRIERARISEBI R B« B R s
7 RORE R IR

1. BAFREAR

subject().checkPermissions(" system:user:update’");

P A 980 “systemiuser” (1) “update” AR .

2. BARIRZ AR
ini it & S

role41=system:user:update,system:user:delete

SR T G K b

subject().checkPermissions(* system:user:update”, "system:user:delete”);

304 20 “systemiuser” [ “update” F1 “delete” BUFR. i b n] DA 5
ini Bt GRS 4 4 systemiuser %35 1) update Fi1 delete FLFR)

role42="system:user:update,del ete”

FAE T LUOE I A

subject().checkPermissions(" system:user:update,del ete™);

Wil “system:user:update,delete” I ill"system:user:update, system:user:delete” /& % ) /1),
B Sad She s AN AT
24
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3. HABRIEETAR
ini fic &

role51="system:user:create,update,del ete,view"

SR I T AR S

subject().checkPermissions(" system:user:create,del ete,update:view");

P HA %I “systemiuser” 1) “create” . “update” . “delete” 1 “view” Fr K.,
LUNSEIEYN IS
ini BB SO GRS TD 53T systemzuser (1 FT A AR D

role52=system:user:*

Wrar AR5 (e B SI5)

role53=system:user

SR I T AR

subject().checkPermissions(" system:user:*");
subject().checkPermissions(" system:user");

Wit “systemiuser:*” BiE “ system:user:create,delete,update:view” T LL, {HJE [ i Sk AEAS
AT o

4, FiERFEETHR
ini fic &

role6l=*:view

SR T I T AR 4

subject().checkPermissions("user:view");

F P BT 526 “view” FTAACR . BRI R & “"system:user:view” , JEA T
L “roleb=*:*:view” XHEE A 4T,

25
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5. SEBIZAI IR
5.1, BASEH AR
ini fic &

role71=user:view:1

XHBEIR user (1 1 SEBIAT view LR
SRR n A )

subject().checkPermissions("user:view:1");

5.2, BASEH AR
ini it &

role72="user:update,delete:1"

B user 1) 1 ST update. delete AR .
SR e T I G ARAD S

subject().checkPermissions(* user:delete,update: 1");
subject().checkPermissions("user:update: 1", "user:delete:1");

5.3, BASEBIFTENR
ini fic &

role73=user:*:1

XFBEIR user (1 1 SEBIHAT FTATALRR
SR I T AR S

subject().checkPermissions(*" user:update: 1", "user:delete: 1", "user:view:1");

5.4, B B B R
ini it &

role74=user:auth:*

XFBEIR user (1 1 SEBIHAT AT AR
SR 3 I T AR

subject().checkPermissions(" user:auth: 1", "user:auth:2");

55, FrELHIHEBR

26
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ini fic &

role75=user:*:*

XFBEIR user (19 1 SEBIHAT AT AR
SRR T I A

subject().checkPermissions("user:view:1", "user:auth:2");

6 Shiro XA PR FFF 5 BT AL 2

U1 “userview” 5T “useriview:* 7 5 1] “organization” Z5EMr T “organization:* 7 B
“organization:*:*” . AT LUK ABEAE, KBTS T RTZRUCHL .

FANE “user*” ATLLVCHCGN “user:delete” . “user:delete” W LIVCHC AN “user:deleterl” .
“user:*:1” AILAJLEC N “userview:l” . “user” AILLJLAC “user:view” Y “user:view:1”
o WA DLUCE T A, ASn*nl LLEAT AT 4 UL BT s (R & “ *view ” A g UL AT
“system:user:view” , FEALH] “*oview” , HSZIULECLAEE ERTE (A E S
ZAFKILED .

7~ WildcardPermission

R PR AR SR -

subject().checkPermission("menu:view:1");
subject().checkPermission(new WildcardPermission("menu:view:1"));

DAL AT 2 s 2 PR R A ] 55 e B

8. PEREH &

IERCAT UL RC T 3CLE 75 H A AR DL R Ui BRI, PRI AT e B I (8], (H2 R
GINBUIRA KL, ool AR & 27 RS IV RE, I AUXHEEREICTA A B R IA AT LA
ST HR AT SR SR RESE A IO BR VL IC o 5 0S8 25 ) RS PR 6 Uk 2 SR Ky B AR AN
A, n] eI AR S UL RCAR S . AT LA RE LE e sql Eifiimh N EAUR 45 3 2
I 5 A AE AW A e 1 T BLBR UL »

27
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PR

@ w IsPermitted*/hasRole*
(2)

Security Manager

LDAR ActiveDirectony

MREWR

1. 45 Subject.isPermitted* /hasRole* ¥ 11, FH2sZ:4E45 SecurityManager, 1fij
SecurityManager #:45 s Z4E45 Authorizer;

2. Authorizer £ ITIEFHZEEE, WS BATTIH H W isPermitted(“user:view”), 55tk
PermissionResol ver 154 f 4 4 i AH MY ) Permission S5 441 ;

3. FEBMTIRACZ AT, FLA T FIAH N Y Realm FREX Subject AH N [ £ (/BB A T DT EC A2 N 1)
IR

4. Authorizer 23 W Realm ¥ £ (/AR A& 5 AE N ULHL, WA 24 Ream, SZHT4
ModularRealmAuthorizer #EATIRIAFINT, G RULACHN isPermitted* /hasRoler 2 ik [1] true, 5
IR (A false FRRFZALRI .

ModularRealmAuthorizer #17% Ream VLACHiFE:

1. HEAAEMN Realm &5 5EHL 75580 T Authorizer;

2. WARSZHLT Authorizer, FB-A4:35 I FLAHM (Y isPermitted* /hasRole* # 134T ILAL ;
3. WA —A Realm ULRCHR 2 K532 (7] true, 503k [A] falses

W Ream BHATHALIIE, Naixgk& AuthorizingReam, JLyifEse:

1.1, 4% hasRole*, )15 423KEL Authorizationlnfo.getRoles() 5% A 1) # (0 b4 R AT
120 B AW R E A U isPermitted(“user:view™), 1 5GIE L PermissionResolver KA R4 H
B AT VK Permission sS4, BRIAE T WildcardPermissionResolver,  RJ1E% i Ay 3 Be 45 ()
WildcardPermission;
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2. il if  Authorizationinfo.getObjectPermissions() £+ | Permission SZ % % &5 1 i
Authorizationlnfo. getStringPermissions()43 21|11 Hi 455 Jf ik PermissionResolver fi# T 4
Permission S24; AR5 3RHUH R ffi €4, FFidid RolePermissionResolver fif# AT i (255 B AL
MRS CBRABRA S, TRLE SR EE

3. ##1 H Permission. implies(Permission p)iZ ™5 % A AR L, i SRAG T EE 1 D) iz (=]
true, 77 false,

Authorizer. PermissionResolver &
RolePermissionResolver

Authorizer IR TR TIAL (Vik#s) , & Shiro AP HIZEUZ O T 5, AR T
FEN. PR £ C AU BRI g2 11, HLAAE 2% 3 Javadoc. SecurityManager 4k7K T Authorizer 4%
1, Hi2ft T ModularRealmAuthorizer Tl -2 Realm I ({4724 JCHL . PermissionResolver fi
TARATAUR 775 21| Permission 52491, 1 RolePermissionResolver T4k £ @A AH I ()
BRRAES

AT LB A ini B E 5 2 Authorizer SE31:

authorizer=org.apache.shiro.authz.M odularRealmA uthorizer
securityM anager.authori zer=$authori zer

%tF ModularRealmAuthorizer, #H ) AuthorizingSecurityManager 2371 #1484k 5¢ i H 5
FEAHDNI realm BE s, AL T LU I setRealms() 75 AT & . XT3l H
L1 authorizer T LA 2% ModularRealmAuthorizer SZELEI W], 7E it AR A=) T .

% & ModularRealmAuthorizer ] permissionResolver, 4 A% & FIAI N1 Realm L (3
SEPL T PermissionResolverAware #:11) , 1l:

permissionResol ver=org.apache.shiro.authz.permission.WildcardPermissionResolver
authorizer.permissionResol ver=$permissionResol ver

P # ModularRealmAuthorizer ) rolePermissionResolver, 12> [ #hi% 5 24N ) Ream |
(H ST RolePermissionResolverAware 3#:11) , 1l:

rolePermissionResol ver=com.github.zhangkaitao.shiro.chapter3.permission.MyRolePermission
Resolver
authorizer.rolePermissionResol ver=$rol ePermissionResol ver
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7~
1. ini B2 & (shiro-authorizer.ini)

[main]

#H 5 X authorizer

authorizer=org.apache.shiro.authz.Modul arReal mA uthorizer

#H 5 X permissionResolver
#permissionResolver=org.apache.shiro.authz.permission.WildcardPermissionResol ver
permissionResol ver=com.github.zhangkaitao.shiro.chapter3.permission.BitAndwWildPermission
Resolver

authorizer.permissionResolver=$permissionResol ver

#H 5 X rolePermissionResolver

rolePermissionResol ver=com.github.zhangkaitao.shiro.chapter3.permission.MyRolePermission
Resolver

authorizer.rolePermissi onResol ver=$rol ePermissionResol ver

securityM anager.authorizer=$authorizer

#H € X redm — & EHAE securityManager.authorizer T4 5 (X 4] setRealms 2544
realms 1 & 5 authorizer, 3145 751> Realm 1% permissionResolver £/l rolePermissionResol ver)
realm=com.github.zhangkaitao.shiro.chapter3.realm.MyReam

securityManager.realms=$realm

W'E securityManager ) realms — & E 3 5, K 7E A H SecurityManager.setRealms I+
2 ¥ redms W E 4 authorizer , JF 4 % 4~ Ream % H permissionResolver Fll
rolePermissionResolver. 34k, AGELE ] IniSecurityManagerFactory €% ) IniRealm, [
SLAUEARNU (1) 1) 25 AT R i J e 42 (1] 4640 Permission i 51 o

2. &YX BitAndWildPer missionResolver X BitPermission

BitPermission FH TS IA 4% 77 sUIABL PR, dn k0] 2 -

BURFAF g + AR B+ BR A +5E61 IDs Lh+IFsk il +or%); AUPR: 0 KoR
A AR 1B (3l 0001) « 2 &k (k. 0010) . 4 fHER (. 0100) .
8 WE (—HEH: 1000) ; Ul +user+10 F X% Ui user PE B KU EALIR .

public class BitPermission implements Permission {
private String resourcel dentify;
private int permissionBit;
private String instanceld;
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public BitPermission(String permissionString) {
String[] array = permissionString.split("\\+");
if(array.length > 1) {
resourceldentify = array[1];
}
if(StringUtils.isEmpty(resourcel dentify)) {
resourceldentify = "*";
}
if(array.length > 2) {
permissionBit = Integer.valueOf (array[2]);
}
if(array.length > 3) {
instanceld = array[3];

}
if(StringUtils.isEmpty(instancel d)) {
instanceld = "*";
}
}
@Override

public boolean implies(Permission p) {

if(!(p instanceof BitPermission)) {
return false;

}

BitPermission other = (BitPermission) p;

if(1("*".equal s(this.resourcel dentify)

this.resourcel dentify.equal s(other.resourcel dentify))) {

return false;

}

if(!(this.permissionBit ==0 || (this.permissionBit & other.permissionBit) !=0)) {
return false;

}

if(1("*".equal s(this.instancel d) || this.instanceld.equal s(other.instancel d))) {
return false;

}

return true;

31



http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

Permission #% 1 #24L T boolean implies(Permission p) 5 14 1 TS i A B UG IE F) 5

public class BitAndwWildPermissionResolver implements PermissionResolver {
@Override
public Permission resol vePermission(String permissionString) {
if(permissionString.startswith("+")) {
return new BitPermission(permissionString);

}

return new WildcardPermission(permissionString);

}

BitAndWildPermissionResolver Ll T PermissionResolver #2171, FFHRIEA PR F A7 275 LA
“7 TSR R F £ H A BitPermission 5 WildcardPermission.

3. & X MyRolePer missionResolver
RolePermissionResolver H -4k 1 4545 i R il i 43 BIALIR S 5

public class MyRolePermissionResolver implements RolePermissionResol ver {
@Override
public Collection<Permission> resolvePermissionsinRole(String roleString) {
if("rolel".equals(roleString)) {
return Arrays.asList((Permission)new WildcardPermission("menu:*"));

}

return null;

BEAL R SEAR T 5, A SR 04T roled, IS4 mhik[al—A> “menuz*” A

4, B X Ream

public class MyRealm extends AuthorizingRealm {

@Override

protected Authorizationlnfo doGetA uthorizationlnfo(Principal Collection principals) {
SimpleA uthorizationlnfo authorizationlinfo = new SimpleAuthorizationlnfo();
authorizationlnfo.addRole("rolel™);
authorizationlnfo.addRole("role2");
authorizationl nfo.addObjectPermission(new BitPermission("+user1+10"));
authorizationl nfo.addObjectPermission(new WildcardPermission(“userl:*"));
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authorizationlnfo.addStringPermission("+user2+10");
authorizationlnfo.addStringPermission("user2:*");
return authorizationinfo;
}
@0Override
protected Authenticationinfo doGetA uthenticationlnfo(A uthenticationToken token) throws
AuthenticationException {
/I 1 com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1. getA uthenticationinfo
RS, A%
}
}

IEI FRAT 14k 4 AuthorizingRealm 1 AN 553 Realm #2111 #EX# ] AuthorizingRealm,
7]‘3 :

Authenticationlnfo doGetA uthenti cationl nfo(A uthenticationToken token): &7~ 3REUS 43 56 E 5
S¥

Authorizationinfo doGetA uthorizationlnfo(Principal Collection principals): &£ ~R#H 7 & 47
RIFBUE B -

XA Ty 2RI Akt 2 T Sy B I 7 BRI B 3 B0 R A5 R AN 7 BRI AU
%}F Authenticationlnfo 1 Authorizationlnfo i % H: Javadoc FREUH 54 1145 .

FHNERATAT LML JdbcRealm, 5 B HRAE LT T

1. 447 solf shiro-init-data.sol i AAH < KIBLBR B ;

2. fiiH] shiro-jdbc-authorizer.ini F & 31, 7 £ & jdbcReal m.permissionslookupEnabled
N true SKIT AR A it .

PO VR B Bt S AN REHE IR AT E 2 U “+user1+10” FE B INI B 'S S, ENfEA
IniRealm ¢ )&, K4 IniRealm {& new 58 BiJm w25 il AT IX LE R IR A 47 H3 , BRINAEHH T
WildcardPermissionResolver 568, R AL & — AN Ao AR, an sk i 2B L Candsi 4]
Gl %) 177 AT gl nT AR PR AT i€ X permissionResolver [ ] .

5. WA H

public class AuthorizerTest extends BaseTest {

@Test

public void testlsPermitted() {
login("classpath:shiro-authorizer.ini”, “zhang", "123");
IFIBARA R . user:create
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Assert.assertTrue(subject().isPermitted("userl:update”));
Assert.assertTrue(subject().isPermitted("user2:update”));

1138 i — A7 1 77 R
Assert.assertTrue(subject().isPermitted(" +user1+2"));//35 B AL fi
Assert.assertTrue(subject().isPermitted(" +user1+8"));// 75 & AL fi
Assert.assert True(subject().isPermitted("+user2+10"));// 5 14 J A &

Assert.assertFal se(subject().isPermitted("+user1+4")):/& 47 HERAL R

Assert.assertTrue(subject().isPermitted(" menu:view"));// i |
MyRolePermissionResolver il 77331 (AL i

}

o

}

Tk bR AT DLSEI 2 XABREGE T o /MK AN S EE hasAnyRolelisPermittedAny iX
PO RFEAL, ATLLS T —hs (A1 shiro 37 JE 528 NOT. AND. OR RFREGIE ) HF
AT TR R SE XA TR, AEIX R SCF il S AuthorizingRealm L (1) 46 11F 12 4 S
o
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FPUEOIND ECE

ZHIEATRATC Al — 28 INLECERN T, A RO i i Spring 22 21 1oC/DI
L, Shiro FRALAH INIFCE oA SR, BT LLEEfE 4 /2 — 4 10C/DI % ds, {HEIX
BAE T B —MHRXS G securityManager JT4f -

MXT % SecurityManager

MZHITHT Shiro 54 [T A H 5 Shiro s AR SecurityManager 34T 5 47 46 UEFIAL
Wl T AR AETTIRI, XA G E e 224 HEA N R A5 2T, it
Shiro #&}t T SecurityUtils ik 3AIG0E E AR, Tl a8,

PRI A Shiro [FZEHS & POJO 1, [RILESIR 7% 5 T EMTAA 10C 252857 3 . (H S F—M 1) 10C 7%
RHIXALET, Shiro MRS securityManager JT46-5i1:  Shiro SRR RIMHEE A : public
TSGR G setter KA

1. 2l Javafti3 5k (com.github.zhangkaitao.shiro.chapter4.NonConfigurationCreateTest) :

DefaultSecurityManager securityManager = new DefaultSecurityManager();

/17 & authenticator

M odularReal mA uthenticator authenticator = new ModularRealmA uthenticator();
authenticator.setAuthenticationStrategy(new AtL eastOneSuccessful Strategy());
securityM anager.setA uthenticator(authenticator);

/1% & authorizer

M odularRealmA uthorizer authorizer = new ModularRealmA uthorizer();
authorizer.setPermissionResol ver(new WildcardPermissionResolver());
securityM anager.setA uthorizer(authorizer);

1% & Realm

DruidDataSource ds = new DruidDataSource();
ds.setDriverClassName("com.mysgl.jdbc.Driver");
ds.setUrl ("jdbc:mysqgl://1ocal host:3306/shira");
ds.setUsername("'root™");

ds.setPassword("");
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JdbcRealm jdbcRealm = new JdbcRealm();
jdbcRealm.setDataSource(ds);

jdbcRealm. setPermissionsL ookupEnabled(true);
securityManager.setRealms(Arrays.asList((Realm) jdbcRealm));

I SecurityManager ¥ %1 SecurityUtils 5 i 4% JR i
SecurityUtils.setSecurityM anager (securityM anager);

Subject subject = SecurityUtils.getSubject();

UsernamePasswordToken token = new UsernamePasswordToken("zhang", "123");
subject.login(token);

Assert.assertTrue(subject.isAuthenticated());

2.1, S INI BCE (shiro-config.ini)

[main]

#authenticator

authenticator=org.apache.shiro.authc.pam.M odul arReal mA uthenticator
authenticationStrategy=org.apache.shiro.authc.pam.AtL eastOneSuccessful Strategy
authenti cator.authenticationStrategy=$authenticationStrategy
securityManager.authenti cator=%authenticator

#authorizer

authorizer=org.apache.shiro.authz.M odularRealmA uthorizer

permissionResol ver=org.apache.shiro.authz.permission.WildcardPermissionResolver
authorizer.permissionResol ver=$permissionResol ver
securityManager.authorizer=%authorizer

#realm
dataSource=com.alibaba.druid.pool.DruidDataSource
dataSource.driverClassName=com.mysgl.jdbc.Driver
dataSource.url=jdbc:mysql://local host: 3306/shiro
dataSource.username=root

#dataSource.password=
jdbcRealm=org.apache.shiro.realm.jdbc.JdbcRealm
jdbcRealm.dataSource=$dataSource
jdbcRealm.permissionsL ookupEnabled=true
securityM anager.realms=$jdbcRealm
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B eefiid 10C A as A9 %HTN, i F G &t AR 2 5 BRI -

1. WHZA4=WERY A TR public T2 hid as QIR 5

2. WHyJEEA=E ST setter TR R R

3. WA JEEA=SZR G M TR setter JVAREXTZSIH]

2.2, Javaftiy (com.github.zhangkaitao.shiro.chapter4.ConfigurationCreateTest)

Factory<org.apache.shiro.mgt.SecurityManager> factory =
new |niSecurityM anagerFactory("classpath:shiro-config.ini");

org.apache.shiro.mgt.SecurityManager securityManager = factory.getlnstance();

I SecurityManager ¥ %1 SecurityUtils 5 i 4% R i
SecurityUtils.setSecurityM anager (securityM anager);

Subject subject = SecurityUtils.getSubject();

UsernamePasswordToken token = new UsernamePasswordToken("zhang", "123");
subject.login(token);

Assert.assert True(subject.isAuthenticated());

n FARAS A& A Shiro INIFE & HH SRR W (1) securityM anager 5241 -

1. BN fE Mo o# — A% P N securityManager . KO R
org.apache.shiro.mgt.DefaultSecurityManager [*JERIA¥) SecurityManager, 4niRAR e X, H
TELAE ini BCE SCh IR “ securityManager=SecurityManager SR BT, 44 70 gi
securityManager, ‘&SR an AR ;

2. IniSecurityM anagerFactory & fill i securityManager 1), JFH2E—A ini f & %42,
HSZHF “classpath:” (B o “file” CGUHFERZD  “url:” (W4 =Rk,
BRIAAE S R G

3. HAE R SecuriyManager SEH,  JE S BRFIZ T —Hf.

t

M ER L Shiro INDRCE T7 ARG 248 T AN 51K 1oC/DI HLHIT 7R & ST
B, {HESE M securityManager iX MR X% T U5 S0 .

INT Fic &

ini B FCARKAL T Java 1) properties (key=value) , ARid#fk T ¥ keyivalue 5K
key AR RESLEIAT, AR R BUE SO o 1 R INE B2
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[main]
HRAL T R X% securityManager Az AR i i g
securityM anager=org.apache.shiro.mgt.DefaultSecurityM anager

oooooooooooo

securityManager.realms=$jdbcRealm

[users]
#RAL TR P S LA RIICE, T A4=500, A1, A2

username=password,rolel,role2

[roleg]
#HRGE T OSBRI RRIBCE, MAE=RR 1, BUR 2

rolel=permissionl,permission2

[urlg]

#1177 web, $RME T 0] web url FLEAHKHACE, ul=FAREE[S8], £
/index.html = anon

fadmin/** = authc, roleg{admin], permg["permission1”]

[main] &85
AL T M % securityManager A ARG % (I
BN

securityM anager=org.apache.shiro.mgt.Defaul tSecurityM anager

FOR3E A5 2N public S SRt , AL S SR G A Y iR S 451

HEE =tter A

dataSource.driverClassName=com.mysgl.jdbc.Driver
jdbcReal m.permissionsl ookupEnabled=true

25 jdbcReal m.setPermissionsLookupEnabled(true), % 13X fi i f (8 23 [ 8 2 8 i
o

W55 A setter YEA

authenticator=org.apache.shiro.authc.pam.M odularReal mA uthenti cator
authenticationStrategy=org.apache.shiro.authc.pam.AtL eastOneSuccessful Strategy
authenti cator.authenti cationStrategy=$authenti cationStrategy

securityM anager.authenti cator=$authenti cator

iy


http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

2 B 3hil it securityManager.setA uthenticator(authenticator)y: A 51 FH K # .

BEBM setter A

securityM anager.authenti cator.authenti cationStrategy=%authenti cationStrategy

SRR IR i 5 A setter TEA.

byte $i4H setter JEA

#base64 byte]]
authenticator.bytes=aGV shG8=
#hex byte]]
authenticator.bytes=0x68656c6¢6f

BN 24U ] Base6d FEATHMAY, tHRTLAAEA] Ox + N2t

Array/Set/List setter yEA

authenticator.array=1,2,3
authenticator.set=$jdbcRealm,$jdbcRealm

A ¢, 7 rEl

Map setter ¥EA

authenti cator.map=$jdbcRealm:$jdbcRealm,1:1,key:abc

BIA% g map=key: vaue, key: value, T LN &SI HIE, & EE 25
(R R 2 A B AD .

SEBIALRE N

realm=Realml
realm=Realm12

authenticator.bytes=aGV shG8=
authenticator.bytes=0x68656c6C6f

J 12 7 5 BT RN o
M HI91 38 2 2% I ST shiro-config-main.ini .
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[user S| &R 43
BeE A e, #a: “HP4=%, M1, M2, Moo ans.
-

[users]
zhang=123,rolel,role2
wang=123

F A — BRI N A, SRS

[roles] &4
LB AEMBIRZ MR R, A “AE=AE 1, BR27 5 .

[roleg]

rolel=user:create,user:update

role2=*

W AT BT R, v DUASEL roles,  BARMIINIE 2 2% 3R T .
[urls]ER4

O url SAHN AR 2 O R, M “url=£aaR [ 24, #2580, .

[urlg]
ladmin/** = authc, rolesadmin], permg"permission1"]

HARRINZ: W, web AHICH
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BLE gmhd/ N

TRV S BV RSAE A R b, AN A i A T AR A, A RAFRE W SO . Ltz i
X1 600w csdn ik 5 itk 8 7 ] e AR A0 5% DRI R s 1A R AN o) 398 ) il 27 XA A o

P ih /4

Shiro #2{}t T base64 1 16 HEHI 74 th i A/ A 1K) AP SZRF, 5 {8 — 224 il i i %41 . Shiro
N R K] — LE R At R R AEHT T base64 A1 16 B 775 3

String str = "hello”;

String base64Encoded = Base64.encodeT oString(str.getBytes());
String str2 = Base64.decodeT oString(base64Encoded);
Assert.assertEqual s(str, str2);

gt By T AHEAT base64 4t/ h%#EAE, B2 AP 1275 1L Javadoc.

String str = "hello”;

String base64Encoded = Hex.encodeT oString(str.getBytes());
String str2 = new String(Hex.decode(base64Encoded.getBytes()));
Assert.assertEqual s(str, str2);

ML BT 0] BLEAT 16 HE 47 g4 /E, BE 2 API 15225 1 Javadoc.

B — AW REL W H 2K CodecSupport, #2fitT toBytes(str, "utf-8") / toString(bytes,
"utf-8") H T7£ byte £41/String 2 W) #: 46

CLEJILCRR

L — I T AR A I 2205 S, RN R, — & S A B S 2 2R
B, WIEE W MD5, SHA 5. — T HUY I S dr e it — > salt (b, b
e =g “admin” , PAAERECYIME L “21232f297a57a5a743894a0e4a801fc3” , 1l LLF]—
b md5 i 2 S R 28 5 B S A B %0 “admin RIS E A S A AT 8 AR
XA AR ST 25 Sy, RIS FRATT T LN — 28 KA R &G0 A3 1) et , Wil F 44 IDCRI#RD
XPEBGI 0T G “BFRG+H] 1 44+ID 7, SXAY A 5 PRI 81 B AF T A 158 5 M AR A o
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String str = "hello”;
String salt = "123";
String md5 = new MdSHash(str, salt).toString();//id 1] A4 toBase64()/toHex()

o EACHHIERE AR “123” MD5 51 “hello” o F3 ARSI IN b T LASR € B EL I 2 IR
7~: md5(mds(str)):  “new Md5Hash(str, salt, 2).toString()” »

String str = "hello";
String salt = "123";
String shal = new Sha256Hash(str, salt).toString();

] SHA256 SFyk Az oA Y. T 8l /b an SHAL, SHAB12 9%,

Shiro i AL T I H (K ELS SCF -

String str = "hello";

String salt = "123";

1A% ] MessageDigest

String simpleHash = new SimpleHash("SHA-1", str, salt).toString();

JE L SimpleHash i 45 5 Sy &k, HAEMH T Java ) MessageDigest SZH1L .

KT I, Shiro 32t T HashService, BRiA#ifit T DefaultHashService SZHL.

DefaultHashService hashService = new DefaultHashService(); //ER A 5775 SHA-512
hashService.setHashA lgorithmName("SHA-512");

hashService.setPrivateSalt(new SimpleByteSource("123"); /IFA%E, BRINTG
hashService.setGeneratePublicSalt(true);//4& 75 4 A £, BRIA false
hashService.setRandomNumberGenerator(new SecureRandomNumberGenerator());//F T 42 Ji%,
Adho BROIAIZA

hashService.setHashlterations(1); //2E % Hash {8 (113548 %

HashRequest request = new HashRequest.Builder()
.SetAlgorithmName("MD5").setSource(ByteSource.Util.bytes("hello™))
.SetSalt(ByteSource.Util .bytes("123")).setlterations(2).build();

String hex = hashService.computeHash(request).toHex();

1. H2e6)8 > DefaultHashService, R\ SHA-512 £i:;
2. A LLE T hashAlgorithmName J& A5 i v
3. AJLAIE i privateSalt g ML, HAEESIN B 35 AN A R G AN
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4, WA generatePublicSalt J& 1 71 FH F % A A AN ERIF IO B S 15 A B s
5. AL E randomNumberGenerator [ T4 a3 £h

6. W LLE'E hashlterations J& ' K A& ORI 2 AR IR AL

7. ity ZERE> HashRequest, NS, Hidle. il IXAQKAL.

SecureRandomNumberGenerator 1 T4 % —ANBEAL 2K -

SecureRandomNumberGenerator randomNumberGenerator =
new SecureRandomNumberGenerator();

randomNumberGenerator.setSeed("123".getBytes());

String hex = randomNumberGenerator.nextBytes().toHex();

Shiro iR A FRA D Ml % HIRHISCRF, 41 AES. Blowfish &5 ; 2Tk B FE RS
PRI M SRy, ARRRCA ] BEFE AL

AES H552 0

AesCipherService aesCipherService = new AesCipherService();
aesCipherService.setKeySize(128); /1% & key K J&
114 1% key
Key key = aesCipherService.generateNewKey();
String text = "hello";
kS
String encrptText =
aesCipherService.encrypt(text.getBytes(), key.getEncoded()).toHex();
11
String text2 =
new String(aesCipherService.decrypt(Hex.decode(encrptText), key.getEncoded()).getBytes());

Assert.assertEqual s(text, text2);

W2 515055 % /5] com.github.zhangkaitao.shiro.chapters.hash.CodecAndCryptoTest.
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PasswordService/CredentialsMatcher

Shiro $#2it 7 PasswordService A CredentialsMatcher FH T4t hn 25 25 6 Kz 3630F 2505 R 45

public interface PasswordService {
I N W S8 A 1) SO
String encryptPassword(Object plaintextPassword) throws Illegal ArgumentException;

public interface CredentialsMatcher {
HUCHECH P A1) token FIAEIE CRINE) 5 RGERALFEIE (S %)
boolean doCredential sMatch(A uthenticationT oken token, Authenticationinfo info);

Shiro ZRiAFEfL T PasswordService 52F) DefaultPasswordService; CredentialsMatcher SiZ3f
PasswordMatcher & HashedCredentialsMatcher (TR A)

DefaultPasswor dSer vice Bt & Passwor dM atcher SZBR R B 2585 i 35 5 00 UF iR 4%
1. & X Ream (com.github.zhangkaitao.shiro.chapter5.hash.realm.MyRealm)

public class MyRealm extends AuthorizingRealm {
private PasswordService passwordService;
public void setPasswordService(PasswordService passwordService) {
this.passwordService = passwordService;

}
11451 doGetAuthorizationinfo, FAAH LY
@Override
protected Authenticationinfo doGetA uthenticationlnfo(AuthenticationToken token) throws
AuthenticationException {
return new SimpleA uthenticationinfo(

"wu",
passwordService.encryptPassword("123"),
getName());

}

}

J T E, HEEE N passwordService K EE &Y, SRl N T EAE Service JE AT
passwordService JIN# 4 i A7 2 E 4k 14 o
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2. ini it & (shiro-passwordservice.ini)

[main]

passwordService=org.apache.shiro.authc.credential .DefaultPasswordService
hashService=org.apache.shiro.crypto.hash.DefaultHashService
passwordService.hashService=$hashService
hashFormat=org.apache.shiro.crypto.hash.format.Shiro1CryptFormat
passwordService.hashFormat=$hashFormat
hashFormatFactory=org.apache.shiro.crypto.hash.format. DefaultHashFormatFactory
passwordService.hashFormatFactory=$hashFormatFactory

passwordM atcher=org.apache.shiro.authc.credential.PasswordM atcher
passwordMatcher. passwordService=$passwordService

myReal m=com.github.zhangkaitao.shiro.chapter5.hash.realm.MyRealm
myReal m.passwordService=$passwordService

myReal m.credential sMatcher=$passwordMatcher
securityManager.realms=$myRealm

2.1. passwordService {§ /1] DefaultPasswordService, WA LA Zh ] L & X;

2.2. hashService & S HIA| % %% FH (¥ HashService, BRiLflIH] DefaultHashService (ERiA
SHA-256 &%)

2.3 hashFormat H -0 H I E REAT #6204k, BRIAEAH ShirolCryptFormat, F4MEfE T
Base64Format Fll HexFormat, XJ 147 salt ¥ 51 H & L3I ParsableHashFormat 44 )i 4t
salt % AL B

2.4, hashFormatFactory H -4k i IE 15 2 Hy1) (1) 2 A A salts PRIA an SRAs F Gn SHA 53092,
A4S salt, I salt T ZE0RAF BIECH i R DU 2 5 5 A8 N IR 2 R L I A
ERINE ] DefaultHashFormatFactory;

2.5, passwordMatcher 1 ff} PasswordMatcher, H.;&— CredentialsMatcher SZHi;

2.6. ¥ credentialsMatcher it {14 myRealm, myRealm [ii]#%4%7& T AuthenticatingRealm, I
76 i H  getAuthenticationinfo 77 % 3k I #| Authenticationinfo {5 & 5 , & ff H
credentialsMatcher k50 UE AR 2 VLA, WERAVCHCEA H IncorrectCredential SException

T o
3. MR #1E 2% com.github.zhangkaitao.shiro.chapter5.hash.PasswordTest..

FANATLAS H L E shiro-jdbe-passwordservice.ini, #2445 T JdocRealm FIIAR F51, SR A i
S5 1 sgl/shiro-init-data.sql #1440 7 5k .

W By A2 salt BRAFAERIIIE s AT S B s i Sl BB A o
45
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HashedCredentialsM atcher SEBL LI IR 45

Shiro #& fit T CredentialsMatcher [1J #} 41 5 J HashedCredentialsMatcher , 11 2 Tij 1
PasswordMatcher A [FIf#E, & K250 UE, Haf D4t | gk, miAsEpyLAE sk,
HAERZEMBEIENAEETEACS, Rt A Cm .

1. AERFEEBEE
BEAL AT MD5 53k, “#t+ih G A +BENED 7 75 R BRI -

String algorithmName = "md5";

String username = "liu";

String password = "123";

String saltl = username;

String salt2 = new SecureRandomNumberGenerator().nextBytes().toHex();
int hashlterations = 2;

SimpleHash hash = new SimpleHash(algorithmName, password, saltl + salt2, hashlterations);

U R P R, A P R R I A SRR AR R, A I i B
salt2 fE N B (RO AT ELS 5030 - mdS(md5(# i +username+salt2))) .

2. 4 Ream (com.github.zhangkaitao.shiro.chapter5.hash.realm.MyRealm2)

protected Authenticationinfo doGetA uthenticationInfo(AuthenticationToken token) throws
AuthenticationException {
String username = "liu"; [/ J* 4 & saltl
String password = "202cb962ac59075b964b071520234b70"; /111145 )i 1 45 i
String salt2 = "202ch962ac59075b964b07152d234b70";
SimpleAuthenticationinfo ai =
new SimpleA uthenticationlnfo(username, password, getName());
ai.setCredential sSalt(ByteSource.Util .bytes(username+salt2)); //&h & F 7 44 +BEALEL
return ai;

}

I A At U P BRSO 1 AR R B9 A Y 24 41 2% 08 SimpleAuthenticationinfo , i it
SimpleAuthenticationinfo [¥] credentialsSalt ¥ & £k, HashedCredentialsMatcher 2= H 2/iR 511X
/I\Jj]::ll;.o

Wi AE ] JdbcRealm, 75 28 SGREUH 5 S CEHE 5D sl - “ select password, password_salt
from users where username = ?” , 1M F&AI I #h72 H username+password_salt 2, JiT LA %
RN ini fiE (shiro-jdbc-hashedCredentialsMatcher.ini) 154
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jdbcRealm.saltStyle=COLUMN

jdbcRealm.authenticationQuery=select password, concat(username,password_salt) from users
where username = ?

jdbcReal m.credential sMatcher=$credentialsMatcher

1. saltStyle For Al ML+ EE LA, authenticationQuery & —F1E%0, 25 4124k,
2. Il authenticationQuery F5 i 15 J £k 2 ) SQL;

AN IE T T 7 Shiro ZRAE ] T apache commons BeanUtils, ERAEA#E(T Enum 28445 7Y

we, o oW W% = o 2 oW oM — A Enum ¥ e
“ BeanUtilsBean.getlnstance().getConvertUtil().register(new EnumConverter(),
JdbcRealm.SaltStyle.class); 7 A EN T % = ZN i

“com.github.zhangkaitao.shiro.chapters.hash.PasswordTest” 1 (#) 4G

FANAT LIS H L E shiro-jdbe-passwordservice.ini, #2447 JdocRealm FIIAR F51, IR A i
S5 1 sgl/shiro-init-data.sql #1446 7 5k .

3. ini fid’® (shiro-hashedCredentialsMatcher.ini)

[main]

credential sMatcher=org.apache.shiro.authc.credential .HashedCredential sM atcher
credentialsMatcher.hashAlgorithmName=md5

credentialsM atcher.hashlterations=2

credentialsM atcher.storedCredential sHexEncoded=true

myReal m=com.github.zhangkaitao.shiro.chapter5.hash.realm.MyRealm2

myReal m.credential sMatcher=$credential sMatcher

securityM anager.realms=$myRealm

1. i#id credentialsMatcher.hashAlgorithmName=md5 15 5E BXFI 550 mds, T B4 Rl
TN PR —F: 5

2. credentialsMatcher.hashiterations=2, HFIERIREL, 7 ZERNAE R I 1R 7 35

3. credentialsMatcher.storedCredential sHexEncoded=true % 7 /& 5 47 it U I 3565 0 16 3t
i, TR AR I A, BRI S baseb4s

I A J5 5 B 2 (1wt /2 HashedCredential sMatcher [R 803 5 B AL il S5 i INF R B —FE . 5
4k HashedCredentialsMatcher < H 35 8 #& Authenticationinfo f) 28 # 2 &/ 2
SaltedA uthenticationinfo K3k HX credentialsSalt .

4. MRA 122 com.github.zhangkaitao.shiro.chapter5.hash.PasswordTest .
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AR IR B R

WfE L AVNN WM i 2 IR 5 I, R ZRIKEGE IS 5 YOmBiE L /ey, 1 /NS a]
WER, R R TR, PO 1K, CAR2RHE, Bk sgad i, -8
1 4k 7 HashedCredentialsMatcher, H. A ] Ehcache ic 3% B i/ ZCHER I IS (7]

com.github.zhangkaitao.shiro.chapter5.hash.credentials.RetryL imitHashedCredential sM atcher :

}

public boolean doCredential sM atch(A uthenticationToken token, Authenticationlnfo info) {

String username = (String)token.getPrincipal ();
[lretry count + 1
Element element = passwordRetryCache.get(username);
if(element == null) {
element = new Element(username , new Atomiclnteger(0));
passwordRetryCache.put(element);
}
Atomiclnteger retryCount = (Atomiclnteger)element.getObjectV alue();
if(retryCount.incrementAndGet() > 5) {
//if retry count > 5 throw
throw new ExcessiveAttemptsException();

boolean matches = super.doCredential sMatch(token, info);
if(matches) {
//clear retry count
passwordRetryCache.remove(username);

}

return matches;

U EACRSIZ LA Ry, R 4 A IEAF R cache HRIRACSR; A5 0 cache H 1 HEAIX
H+1, WAGE L 5 TR 75 &l AR R T .
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¥t Realm MAH W %

Realm
[25 Ream] & [3.5 Authorizer] #r# & TEA N4t Realm T, 5 FRFRE— T —
FEEECSEIAEE T 11 Realm 4] SE3.
1. & X SEfRRRER
Hp s ————— B

B -t ot 2 X 2 R R, ME-BIRZ B2 2 KR HIH P AR 2 13 1 £
BHNIR AR AERGTRAEN B BRGAE, e EBRES, PSS rsme, L
AR AZA MBI BEUE (IS, URL. BUHZHL. Java J5EAE) 1, RIVNGZRABR 745
FAEAE BB SEAR T, (B HAT ) TR A, RS RURER, (4G 7RH1] Hn e
i e B R G5 o

ﬁﬁ)ﬂiﬂ‘@% %5 (id). JT1)" 4% (username). #fid(password). #hi(salt). & 7581 (locked);
BE T2 PG, SR G ] Enum FBAEGE, T LUSEIEE 53 2R T P UORAS

7@7

FAESEARETE: | i (id). AERIRAT (role) | A (description) . Tﬁﬁ(a\/allable)

For M bR IR TAERE e AT R s T T”Jéﬁﬁ?u}:ﬁ HIREENITETFNIIN

5 T FH 2 A 10 2 i A O

KPR SEAARALFE - 25 CGid) AR AR IRST (permission) « 14 (description) . 4245 1] JT] Cavailable) ;

B SURI AR G SIEARSALUAS P 0

TANERT A KRR AR FP sk P, mtds, HASARET 5 i
-RERSR Fatadi s BERS S, HAGAREETH .

sl M SzARiE S 2 A ) sgl\shiro.sgl AT com.github.zhangkaitao.shiro.chapter6.entity X
TP SEAA

2. EHER
T T EEE PR, T “org.springframework: spring-jdbc: 4.0.0.RELEASE” i,
HARSE springd A, {EA48 ] _EAT springd JEIX 5. HARAK A 2 AL ) pom.xml .
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3. X Service & Dao
H T SEPLR TR R, SRR ThRE, AR RTBL E S SE BRI AT .

PermissionService

public interface PermissionService {

}

public Permission createPermission(Permission permission);
public void deletePermission(Long permissionld);

SCHLFEA T G M ERALBR o

RoleService

public interface RoleService {

}

public Role createRole(Rolerole);

public void deleteRole(Long roleld);

IS I A - B R T 5% 3%

public void correlationPermissions(Long roleld, Long... permissionlds);
IS B A - B RZ TH) 56 %

public void uncorrelationPermissions(Long roleld, Long... permissionlds);//

FHXS T PermissionService £ 1 G B S A T - D RE -

User Service

}

public interface UserService {

public User createUser(User user); //f1] LK /

public void changePassword(Long userld, String newPassword);//1& 2% i

public void correlationRoles(Long userld, Long... rolelds); /7 i F -t o &
public void uncorrelationRoles(Long userld, Long... rolelds);// 13 H F-fathk &
public User findByUsername(String username):// H34is [l )7 4 2 4k 11

public Set<String> findRoles(String username);// 4 F* 4 £ $k H A €4

public Set<String> findPermissions(String username); //H4E i /7 42 15 HABR

At ] findByUsername. findRoles /% findPermissions 7 $k ] )7 42 % R ik 5. i £6 52
BRAE B . ZJ5 11 Realm sl HI3X 2577 ok 2k AH G AE B

User Servicel mpl
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public User createUser(User user) {
I e
passwordHel per.encryptPassword(user);
return userDao.createUser(user);

}

public void changePassword(Long userld, String newPassword) {
User user =userDao.findOne(userld);
user.setPassword(newPassword);
passwordHel per.encryptPassword(user);
userDao.updateUser (user);

}

T A 7 BB AU T I P A A 1 R 4 A 25945 PasswordHel per.

Passwor dHelper

public class PasswordHel per {
private RandomNumberGenerator randomNumberGenerator =
new SecureRandomNumberGenerator();
private String algorithmName = "md5";
private final int hashlterations = 2;
public void encryptPassword(User user) {
user.setSalt(randomNumberGenerator.nextBytes().toHex());
String newPassword = new SimpleHash(
algorithmName,
user.getPassword(),
ByteSource.Util.bytes(user.getCredential sSalt()),
hashlterations).toHex();
user.setPassword(newPassword);

}

2 J5H) CredentialsMatcher 7 ZEF1I AL N (1) 55325 FF o user.getCredential sSalt()4ii 1) /7 v
[F] username+salt.

HNT WA WE, X T DAO/Service ) K sz I, H K iE & % UG
com.github.zhangkaitao.shiro.chapter6 . 55 4F 1§ 2 %  Service J2 [ Wl & H 4l
com.github.zhangkaitao.shiro.chapter6.service.ServiceT est,
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4. &N Realm

RetryLimitHashedCredentialsM atcher

MO R OK — M, M AP RS T WS EE W
com.github.zhangkaitao.shiro.chapter6.credential s.RetryLimitHashedCredentialsM atcher .

UserRealm

public class UserRealm extends AuthorizingRealm {
private UserService userService = new UserServicel mpl();
protected Authorizationinfo doGetA uthorizationlnfo(Principal Collection principals) {
String username = (String)principal s.getPrimaryPrincipal ();
SimpleA uthorizationlnfo authorizationinfo = new SimpleAuthorizationlnfo();
authorizationlnfo.setRol es(user Service.findRoles(username));
authorizationlnfo.setStringPermissions(user Service.findPermissions(username));
return authorizationinfo;
}
protected Authenticationinfo doGetA uthenticationlnfo(A uthenticationToken token) throws
AuthenticationException {
String username = (String)token.getPrincipal ();
User user = userService.findByUsername(username);
if(user == null) {
throw new UnknownA ccountException(); /7% $k 2|k 5
}
if (Boolean. TRUE.equal s(user.getL ocked())) {
throw new LockedA ccountException(); /K54 12
}
113545 AuthenticatingRealm 1 /1] CredentialsMatcher HE{ T2 R VLHL, WHR G AN FK
AN G n] AR I sl B s OS2
SimpleA uthenti cationlnfo authenticationlnfo = new SimpleA uthenticationl nfo(
user.getUsername(), //H] )" 4
user.getPassword(), /4 it
ByteSource.Util.bytes(user.getCredential sSalt()),//salt=username+salt
getName() //realm name
);

return authenticationlnfo;

}

1. UserRealm &2 AuthorizingRealm #3KEX Subject HHXAE BB HHCS 4 30F
52
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i (doGetAuthenticationinfo) K #ZAUf5 B (doGetAuthorizationinfo) ;

2. doGetAuthenticationl nfo JREX BHA I UEAESRAE B 1 e NI P 44 3R User {5
B REWE user Ao, AP R EIK S 7% UnknownAccountException; 4 user
FRBMEAUE T AE 25 LockedAccountException; %5 42k Authenticationinfo 15 &,
A4 4252 2% AuthenticatingRealm i i CredentialsMatcher 3E47 1] K45 i J&: A5 VLT, WA
DCFCHE I L 25 A 42 58 IncorrectCredential SException; 7 A i 5 fith 7k s Adk K 22 K il
i FEIR B R ExcessiveAttemptsException;  7E41%% SimpleAuthenticationlnfo 15 B,
TR RN BOME R CH 40 (Sl CGEC#9) | # (usernametsalt) , CredentialsMatcher
A FH R0 A T N 1) B S 0 I AL 1) 2 SO S A T U R

3. doGetAuthorizationlnfo FREIZAUE B: PrincipalCollection J& — NS85, RIAEAT
IAE A Realm, FTLLEL#21RF getPrimaryPrincipal 1522 BiiAE N F 4 BT, AR5 AR
P 11 24 UserService £ U 3RIUA 8 SRR B o

5. B

H T AR, WS com.github.zhangkaitao.shiro.chapter6.realm.UserRealmTest.
BE T BRI P A0 SaR . B ERR . BIRE fn. GREN
B 13k o

AuthenticationToken

I AuthenticationToken

T

I HosthuthenticationT oken

I BememberMefuthenticationloken

C UsernameFaz=wordloken

AuthenticationToken H TS H 848 I S CUnH 440 R AGHs (i) -

public interface AuthenticationToken extends Serializable {
Object getPrincipal (); /5 1
Object getCredential(); /5%

}

¥ REE: RememberMeAuthenticationToken: $2it 7 “boolean isRememberMe()” I “ic ¥
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B e
¥ EH:11JE HostAuthenticationToken: #2411 “String getHost()” 57 H T 3REUH 7 “ 3417
(R D) 6E

Shiro $#24L T —ANE &k FH 1) UsernamePasswordToken, FH1-S28H 2 44 /%265 Token 41,
FANHSZIL T RememberM eA uthenticationToken #11 HostAuthenticationToken, #] LLSZHLic AT
Fe S EHVIAE S K

AuthenticationlInfo

I AuthenticationInfo

I Account ‘ I MergzablehuthenticationInfo I SaltedhuthenticationInfo
& A s A
| | e e e : f |
[ r— ———— d——d p——l
i i i i i
i i i i i
C Simplehceount C SimplefuthenticationInfo

Authenticationinfo A ¥ /M H -

1. W% Redm 2 AuthenticatingRealm %%, JIHZ{4: AuthenticatingRealm P #3111 1y
CredentialsMatcher JE1T SEHEIAIE s (U SR BT 4k K S T8 575 [ UK Realm 1 [ CLS2BLEAF )
2. L4 SecurityManager KAl 4 Subject (FRAEES 435 ED

MergableAuthenticationinfo H T #¢it7E £ Realm I 4 3 Authenticationinfo g, FE4A
JIf Principal . W1 552 AR U credentialsSalt, <3 H 5 4 A5 7 o5 BT

tt 1 HashedCredentialsMatcher , 1F ¥ UF B 4% A Wy Authenticationinfo /& 15 &
SaltedAuthenticationinfo 2%, SKIRELERZ HL.

Account AH24 T34 12 B i User, SimpleAccount /& H—MS23; 7F IniRealm. PropertiesRealm
KR AR S B s, X4 Ream HE4E& T SimpleAccountRealm, iy
SimpleAccountRealm 24 T A SCHK) APl k5h&4Ed SimpleAccount; Bl af LU i ix st API
KA LM LA SimpleAccount; 34 A A CUARURRTE B o S SRR TRIIK -5 AN S 45 1)
Z, LM R, HARIEZS% SimpleAccountRealm Javadoc.

HoAth 50— R 1] SimpleAuthenticationlnfo B A,
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PrincipalCollection

I Serializable I Tterable

]

I PrincipalCeollection

H

L MutablePrincipalCollection | I PrincipalMap
|
| |
| |
| |
| |
C'SimplePrincipalColleaction | C SimplePrincipalMap

BRI A FRAT 10T LAYE Shiro RIS C B 24 Realm, T LAWR & 6315 B T BE G 24 s DRt 3t
T PrincipalCollection H 12 &ix 26 & 35 5«

public interface Principal Collection extends Iterable, Serializable {
Object getPrimaryPrincipal (); //#5 31| 3 21 5
<T> T oneByType(Class<T> type); //H 15 5 1 S B FREUE — A
<T> Collection<T> by Type(Class<T> type); /4 5 1 23R H—2H
List asList(); /%4 h List
Set asSet(); /155 Set
Collection fromRealm(String realmName); /A 45 Realm 4“7 351
Set<String> getRealmNames(); /3R HUIT A 5 43 B Uk 38 5 1) Realm 44
boolean isEmpty(); /4] W /& 15 4 4%

}

[A 2% PrincipalCollection & T 24, AL 77 2273 2 1 2 getPrimaryPrincipal, W15 H A5 —
A~ Principal 84 HERBIRI ], 4045 24 Principal, TR FIZE— (R4 N E84EFH Map
24t FrLLa LA R EER—A) ; oneByType / byType H4 FE 3 (12 78 3 [B] A R 1)
Principal; fromRealm 4§ Realm # (54> Principal #545—A> Realm JCI) FREUAHM (1)
Principal

M utabl ePrincipal Collection +&—NAJ 4% 1] Principal Collection £ 11, RI$4E T 40 N Al 48 J5 vk

55



http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

public interface MutablePrincipal Collection extends Principal Collection {
void add(Object principal, String realmName); /% il Realm-Principal 1)<k
void addAll(Collection principals, String reAlmName); /¥ ill—#41 Realm-Principal 1] 5< 5k
void addAll(Principal Collection principals);//#s il Principal Collection
void clear();//i5 =

}

H i Shiro H4RAL T AN sz SimplePrincipal Collection, 412 45 2 1l ) AuthenticationStrategy
SEHLWR, T AE 2 Realm A W& AW 2 KA, AERZELI D (4K T
AbstractAuthenticationStrategy ) afterAttempt 5 % 4 #E 1T Authenticationinfo (52 3 T
MergableAuthenticationinfo) ) merge, Lt SimpleAuthenticationinfo 2x 4 £ 4™ Principal
Jy—A~ Principa Collection.

XJF PrincipalMap 42 Shiro 1.2 i —/NSEie i, BIEH, BARn] 2% I Javadoc. #: K
K@it 79K % 7 Principal Collection.

1, #E& =1 Ream
MyRealm1

public class MyRealm1 implements Realm {
@Override
public String getName() {
return"a"; //lrealmname 3 “a”
}
11481 supports 777k,  HARTE WY
@Override
public Authenticationinfo getAuthenticationInfo(AuthenticationToken token) throws
AuthenticationException {
return new SimpleA uthenticationinfo(
"zhang", Il St FRFHI I
"123", IR
getName() //Realm Name

MyRealm2
Fl MyRealml 564—#Ff, HJ& Ream %474 b,
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MyRealm3

public class MyReam3 implements Realm {
@0Override
public String getName() {
return"c"; //realmname & “c”
}
1178 1 supports J5v%,  HLAAKE WLIRS
@0Override
public Authenticationinfo getAuthenticationlnfo(AuthenticationToken token) throws
AuthenticationException {
User user = new User("zhang", "123");
return new SimpleA uthenticationlnfo(
user, /154y User 2574
"123", /IS
getName() //Realm Name

}

A MyRealm1 [7] 44, {HIR[A]f¢] Principal & User 252,

2, ini BiE (shiro-multirealm.ini)

[main]
realml=com.github.zhangkaitao.shiro.chapter6.realm.MyRealm1
realm2=com.github.zhangkaitao.shiro.chapter6.realm.MyRealm2
realm3=com.github.zhangkaitao.shiro.chapter6.realm.MyRealm3
securityManager.realms=$realm1,$realm2,$realm3

3. JWRAH (com.github.zhangkaitao.shiro.chapter 6.realm.PrincialCollectionTest)
PR A BRATT ) Realm A AT B0 S A HREGAIE, T LUAH T S B0 AE A0 2 ah 1), Ak
[F]:

Object primaryPrincipal 1 = subject.getPrincipal ();
Principal Collection princial Collection = subject.getPrincipal ();
Object primaryPrincipal 2 = princia Collection.getPrimaryPrincipal ();

BATAT LA EFE A A subject.getPrincipal 3KHX PrimaryPrincipal CHEFTIERISE—A) 5 i@t
getPrincipals 31X Principal Collection; #A Ji5 18 it H: getPrimaryPrincipal 31X PrimaryPrincipal .

Set<String> realmNames = princial Collection.getRealmNames();
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SREUITA S 5E )1 Realm 44 .

Set<Object> principals = princial Collection.asSet(); //asList Fll asSet 1145 K- 4f

e 05 B Set/List, RIUERAHOY List, W2kl Set P58 /Ko

Collection<User> users = princialCollection.fromRealm("c");

MR Realm & 73R 43, o4 Relm 7 af LIS, Bl ge2 M54, % Redm 4
FRENEREL,

Authorizationinfo

I dathorizationInfe

==

I Account | S SimplefuthorizationInfa

A

S Simplefccount |

Authorizationlnfo [T} -5 &R AUE B :

public interface Authorizationlnfo extends Serializable {
Collection<String> getRoles(); /3Bl A {0 5445 S 435 L
Collection<String> getStringPermissions(); //3} BB P 745 Hi 5 &L
Collection<Permission> getObjectPermissions(); /35 Permission %} %15 &
}

M A AE A AuthorizingRealm B, 40 B & 4 56 UF Bk B, A 3F AT = BCKS ol i
doGetA uthorizationlnfo 77 723K A (A RAT B T AU

Shiro #2447 —AN5281 SimpleAuthorizationinfo, k22 B FH X AN BRI AT,

X+ Account A SimpleAccount, 2 Hiff) [6.3 Authenticationinfol & NAHIL T, HT
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SimpleAccountRealm 125, SZHLENZS A B R4EY 117

Subject

I Subject

4

C DelegatingSubject ‘

Subject 7 Shiro [FZ 00X %, FEARFTH G0 IAE. B &L Subject 58K
1. BHE BIREL

Object getPrincipal (); //Primary Principal
Principal Collection getPrincipals(); // Principal Collection

2. SHHHIIE

void login(AuthenticationToken token) throws AuthenticationException;
boolean isAuthenticated();
boolean isRemembered();

JHi login &%, ﬁﬂ% 56 SR I TBORs A AH Y. () Authenti cationException, 4 58 5% Bl B i
|sAuthent|cated 2RI true, E 4 IE S IGE; 41 % isRemembered iR 1] true, o2

Hid AR ae S K m A2 A login 77755 %11 . isAuthenticated/isRemembered & H.J5
E‘J, R R A — AN iR [A] true, 5 —ANIR A false.

3. AEEBRIE

boolean hasRole(String roleldentifier);

boolean[] hasRoles(List<String> roleldentifiers);

boolean hasAllRoles(Collection<String> roleldentifiers);

void checkRole(String roleldentifier) throws AuthorizationException;

void checkRoles(Collection<String> roleldentifiers) throws AuthorizationException;
void checkRoles(String... roleldentifiers) throws AuthorizationException;

hasRole* JEAT M (i AlE, B0k 5 iR 7] trueffalse; M checkRole* % i SR Ui i Hy
AduthorizationException 5
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4, PUREZAIIE

boolean isPermitted(String permission);

boolean isPermitted(Permission permission);

boolean[] isPermitted(String... permissions);

boolean[] isPermitted(List<Permission> permissions);

boolean isPermittedAll(String... permissions);

boolean isPermittedAll (Coll ection<Permission> permissions);

void checkPermission(String permission) throws AuthorizationException;

void checkPermission(Permission permission) throws AuthorizationException;

void checkPermissions(String... permissions) throws AuthorizationException;

void checkPermissions(Collection<Permission> permissions) throws AuthorizationException;

isPermitted* JHEATALBREGAE, ¥ UE )5 R[] trueffalse; 1 checkPermission* 46 iiF 2 Ui il
AuthorizationException.

5, &if

Session getSession(); //4H>4 T getSession(true)
Session getSession(boolean create);

KT Web 216 WSS ST 24 TS T 21, $#E 0T LU getSession 3RHL
R create=true 41 K% 215K A null, 1M create=true 41 R A 2 if e smibil 4.

6. BH

void logout();

7~ RunAs

void runAs(Principal Collection principals) throws NullPointerException, Illegal StateException;
boolean isRunAS();

Principal Collection getPreviousPrincipal s();

Principal Collection releaseRunAs();

RunAs BISZHL “ foiF A il B ST vim” ¢ i i subject.runAs(b)iEAT ) ; %
WA subject.getPrincipals ¥ 3K H 2] B (15435 LI A isRunAs # iR (7] true; 1T a [t £
¥y T Z4E R subject. getPreviousPrincipals 3R 4R AT 2 RunAs T i H subject.
releaseRunAs Bl J .

8. ZL&RE
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<V>V execute(Callable<V> callable) throws ExecutionException;
void execute(Runnable runnable);

<V> Callable<V> associateWith(Callable<V> callable);

Runnable associateWith(Runnable runnable);

SEILERFE 2 [A11¥) Subject 144%, K Subject J& 2R P20 1¥);  PRILAE 2 e FE AT P 5 AL %
FIFH DY (P LEFEA BESRHCEIAH Y. (1) Subject. 5 il B (1) F M2t /2 i i execute(runnable/callable
S B B associateWith(runnable/callable S 45) 45 21— ANk 5 i sl &
a1, AT Subject 46 it 255 2. FEEREHAT 45 G B 3BT

Subject H CAS SEHUAH N B B kA2 AGZ 12 ifid DelegatingSubject ZEHE4
SecurityManager SZ8; S ] DLEEf# 4 Subject &M .

XF1 Subject MR B HRATZ B i SecurityUtils.getSubject() 3K -

public static Subject getSubject() {
Subject subject = ThreadContext.getSubject();
if (subject == null) {
subject = (new Subject.Builder()).buildSubject();
ThreadContext.bind(subject);
}

return subject;

}

Bl e & B Y e fi 2 A Y02 T Subject, W1 EAT L Subject.Builder #%—MR 5 465¢
B M),

I RAR A U, TR

new Subject.Builder().principal (4 {/}).authenticated(true/fal se).buil dSubject()

XA LA AR ¥ Subject SEBI T, AR5 H OGP BIZFERIAT . 78 new Builder() i S
11\ SecurityManager, 5] SecurityUtils.getSecurityManager 35 AT L cAE A
—NEH

X} T Subject AT —MEX A -
1. BHEUE (login)
2. M (hasRole*/isPer mitted* B checkRole* /checkPer mission* )
3. KN BEFERISE (Session)
4, Y54 (RunAs) 12 &G MERE
5. JBH
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AT IRER A 1. 24 5o B H AT L FATH AT LUE I Shiro 2E47 W AR (%2 4 4%
77, AR B D e Web $0iE . Java 77 V56 UESE 1) Lo fRi AL SE .
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FHtmE 5 Web £k

Shiro $24it T 5 Web S0 Ff, Holid—A> ShiroFilter A\ P44 Rs 22 49 11 URL,
SR JGHEAT AN (2561, ShiroFilter 28140 Strut2/SpringMV C X Ff web AE 22 [ Fif v 45 il 2
JOR AT A, ARSI Canini BLE& SO . SRS AT URL &1 5 2%
SRR AE T AE .

HER AL

1. BEt webapp M

AL FATIAEH T jetty-maven-plugin 1 tomcat7-maven-plugin s X n] DLEHAE A “mvn
jetty:run 7 BG “ mvn tomcat7run ¥ B #: iz 1T webapp T . A 5 #
URLhttp://local host:8080/chapter7/1; 7] E[1 7]

2. it

Servlet3

<dependency>
<groupld>javax.servlet</groupl d>
<artifactld>javax.servlet-api</artifact! d>
<version>3.0.1</version>
<scope>provided</scope>
</dependency>

Servlet3 [A1IR ] LA https.//github.com/zhangkaitao/servlet3-showcase 2 Serviet3 #ijG
http://www.iteye.com/bl ogs/subjects/Serviet-3-1.

shiro-web

<dependency>
<groupld>org.apache.shiro</groupl d>
<artifactld>shiro-web</artifactl d>
<version>1.2.2</version>
</dependency>

A A 2 25 P55 ¥ pom.xml .
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ShiroFilter A

1. Shiro 1.1 X ETIRAR E R

<filter>
<filter-name>ini ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.Ini ShiroFilter</filter-class>
<init-param>
<param-name>configPath</param-name>
<param-value>classpath:shiro.ini</param-value>
</init-param>
<ffilter>
<filter-mapping>
<filter-name>ini ShiroFilter</filter-name>
<url-pattern>/*</url-pattern>
<[filter-mapping>

1. ] IniShiroFilter {4 Shiro 24 HIFIN 1D &, T8 url-pattern §5 € 75 2% 42 ) URL;
2, it configPath 45 5€ ini BUE SCIFAE, BRIAAEJEM/WEB-INF/shiro.ini Ingk, wiksfy
RERA N2 classpath:shiro.ini, BIERIAAEXS T web WV H - F SO ER AL

3. ATk U7 AUE B AR ini BB SR 23] web.xml

<init-param>
<param-name>config</param-name>
<param-value>
ini fic & SCPFIM/EX
</param-value>
</init-param>

2, Shiro 1.2 X UAERAKIECE 730
M Shiro 1.2 FF44 51N T Environment/WebEnvironment (K852, B HE AT SZERER AL A IV (1)
SecurityManager S HAH N R4 #  ShiroFilter 25 H 34k 21 Environment 88 Ji S8 HURH 3 (1) 4648t -

<listener>
<listener-class>org.apache.shiro.web.env.EnvironmentL oaderL i stener</listener-class>
</listener>

1l i EnvironmentLoaderListener >k ) & #H NV ) WebEnvironment , Jf H ) 46 & 3
ServletContext, ERIAMF ] IniWebEnvironment SZE .
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A DATE L G P A8 e B A S R FL N 28 ) TG B S AR

<context-param>
<param-name>shiroEnvironmentClass</param-name>
<param-value>org.apache.shiro.web.env.IniWebEnvironment</param-val ue>
</context-param>
<context-param>
<param-name>shiroConfigL ocations</param-name>
<param-value>classpath:shiro.ini</param-value>
</context-param>

shiroConfigLocations %k ik & “ /WEB-INF/shiro.ini ” , IniWebEnvironment 2k A /& 5% M
/WEB-INF/shiro.ini Ik, nH & sER AN, classpath:shiro.ini.

3. 5 Spring &8k

<filter>
<filter-name>shiroFilter</filter-name>
<filter-class>org.springframework.web.filter.Del egatingFilterProxy</filter-class>
<init-param>
<param-name>targetFilterLifecycle</param-name>
<param-value>true</param-value>
</init-param>
</[filter>
<filter-mapping>
<filter-name>shiroFilter</filter-name>
<url-pattern>/* </url-pattern>
</filter-mapping>

DelegatingFilterProxy 11 H & H 23] spring 25 #% & #6445 0 shiroFilter (filter-name) 1] bean
JHEITA Filter WHRAERATL S . SR)544 ShiroFilter FiL & 31 spring 28 #5 HIV AT -

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<|—Zmg A, 7EW5 Spring LRG> -->

</bean>

WG ANER T org.springframework.web.context.ContextLoaderListener fin#&ix/> spring
B B SRS
DAL R BAT TIRAE 1) shiro hiiAS 2 1.2 1, DRI JE MR A2 1.2 (L E
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Web INI fic &

ini fCE F 23 M BT A EORE 22 S url FR 2 B

[main]

#ER A2 /login.jsp
authc.loginUrl=/login
roles.unauthorizedUrl=/unauthorized
perms.unauthorizedUrl=/unauthorized
[users]

zhang=123,admin

wang=123

[roleg]

admin=user:*,menu:*

[urlg]

/login=anon

/unauthorized=anon

[static/**=anon

fauthenticated=authc

[role=authc,roles admin]
/permission=authc,permg]"user:create]

Forb o BB [url S G, A o “url =P [SH], HEER[SE]7
B0 M mrE SR 16 url DCEC[url ]3840 F A url 85X, K $ T HiC & 1 £4 k88 . Lk anon
PRESRAORE AU (RUATRZEESKRI R 5 authe 8 KR 7 22 S ikl i Ja 4
BeVil); roleadmin) 44k 2% £on T A admin M OIZEAREV R 1 perms]"user:create”]
PR R R TR “user:create” B A BEVT ) o

url R Ant KU BER,

Ant BEARTRELATSCRER. %L *r, TERGERCAT ISR IS H S B

?: CR—AFRF, W7ladmin? K ULd/admind, {HRPCHL/admin 5k/admin2;

*: LRBAESAFRE, W/admin® ¥R /admin, /admin123, {HALE/admin/1;
*x, JLEEEAEFRITANARENEERE, W/admin/**¥ ITEL/admin/a 5/admin/alb.

url B LR

url A5 UG R i 4 FRAE TG B P A P WU UL S, BOACSKIT AR T 45— ML EC T url 525X
PRPVAINEST s IE
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/bb/**=filterl
/bb/aa=filter2
[**=filter3

USRI url S “fbolaa” TR e BT AT UL, TR AR filterl AT
PARBREAE T VAN . B AR TS OV I . SRSt web TP Sz

1. SHEIE (&)
11, HARBREFESHEAER url

fauthenticated=authc
[role=authc,roleg admin]
/permission=authc,permg]"user:create"]

B 1) 3 et ik Iy 2% S AT T A B s, WEREAT sk BRI HE 218 i, B
selloginjsp, 1] LU 7 [main] i 43 i i~ il e A 0L

authc.loginUrl=/login

1.2, &3 Servlet (com.github.zhangkaitao.shiro.chapter 7.web.servlet.L oginServiet )

@WebServlet(name = "loginServlet”, urlPatterns = "/login")
public class LoginServlet extends HttpServlet {
@0Override
protected void doGet(HttpServletRequest req, HttpServletResponse resp)
throws ServletException, IOException {
reg.getRequestDispatcher("/WEB-INF/jsp/login.jsp").forward(req, resp);
}
@0Override
protected void doPost(HttpServletRequest req, HttpServletResponse resp)
throws ServletException, IOException {
String error = null;
String username = req.getParameter("username’);
String password = req.getParameter (" password");
Subject subject = SecurityUtils.getSubject();
UsernamePasswordToken token =
new UsernamePasswordToken(username, password);
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try {
subject.login(token);
} catch (UnknownA ccountException €) {
error =" [l J1 A4 BRI,
} catch (IncorrectCredential sException €) {
error = " [ J1 A4 B I DR
} catch (AuthenticationException €) {
IFAWRERE, LIE , i SRAR AR B 3 g catch AbIE
error = "JLABAEIR: " + e.getMessage();
}
if(error = null) {//H 45 7, IR[F1E % U
reg.setAttribute("error”, error);
reg.getRequestDispatcher ("/WEB-INF/jsp/login.jsp").forward(req, resp);
} else {17 kTh
reg.getRegquestDispatcher("/WEB-INF/jsp/loginSuccess.jsp").forward(req, resp);

}

1. doGet i3RI Jig 7% 8 3% UL i 5

2. doPost I HEAT & 5%, &4 username/password Z4k, K544 Subject $H1T & 5% .
LT RAT R TR [ RS S T s 75 Bk A 38036 i i D i (oA 323 [R] 8137 ] %65 5% 0 [
ZHTIRAN U, B WA BB Ny A D .

3. JSP WiHZH Y.

1.3, ik
T 4G % N\ http://local host:8080/chapter7/login 3k 47 % s, % s ik Ih J5 4 4 7] LA G )
http://local host:8080/chapter 7/authenticated > /i< 24 Fi & s 1 H )

${ subject.principal} & 3 5 UF S i

ARSI AN, A IR PR [FASEI E CRRUE i, AESEBRI H v Ee
ST U SR BAT SRS 2SR U, SR I D m PRk Rl 2SR w6 FX Al Th g
X ] DAAE G SR INAE H TR O A7 oK, SRR SR a5 € 1) B R B A]

Shiro W& T4k (HHIGIED MSEEl: T RPMAMIET Basic MKIE, HIHR £ HESL
e

2. #T Basic KB 5 A KIE
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2.1, shiro-basicfilterlogin.ini B¢ &

[main]
authcBasic.applicationName=please login

[urlg]
/role=authcBasic,rolesfadmin]

1. authcBasic s org.apache.shiro.web.filter.authc.BasicHttpAuthenticationFilter 271 [y 5451,
T2 BIE T Basic G4 51E; applicationName F Tt Hi 0 8 e o B,
K

i mmsmanRir 2

582 htt :f{localhost 8030 EHRRAFEA AR SRS
b, fFEESE34RT  please logine

Apg: |
8

|
-

g% HiiH
mmear v—a S—
2. [urls|#523Bc B T frole ikl 7527 authcBasic £:4k4%, BNt i al/role I ity it &
B E S 2 Rt b R TR RE AT S, B sk e R ] 1 ]

2.2 web.xml
8 shiroConfigLocations t§ >4 shiro-basicfilterlogin.ini B 7],

2.3, WA

i\ http://localhost:8080/chapter7/role, 43 ifith 2 Hi 1) Basic S iF X iHHEH A “zhang/123”
BV Ry 8 s B Lk AT Vg 1)

3. ETRANLES SRR

BT RIS SO TR AN (1) S0, (HR SR, AL S T KR o o2 4
FAVAHT LR E GG 55 RIMUR DA AT oy iy kBT

3.1, shiro-formfilterlogin.ini
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[main]

authc.loginUrl=/formfilterlogin
authc.usernameParam~=username
authc.passwordParam=password
authc.successUrl=/
authc.failureKeyAttribute=shiroL oginFailure

[urlg]
[role=authc.rolesladminl

1. authc /& org.apache.shiro.web.filter.authc.FormAuthenticationFilter 274 ()52, 5K
I TR A AR B0 s I loginUrl $8 78 24 50 56 UF I 1R 55k 3R 55 usernameParam 45 5&
B R PRSI T J 44 2 804 ; passwordParam F5 5 & s 6 SLHRAT 1) %5 15 2 34 ; successUrl
i 8 B sk ) EE M R HEE CERIAE “17 ) CunsRA b — ANk 2 B 3 5 e i
Hosib) 5 failureKeyAdttribute $i5 i 6 5 2R MU ) request J& 7 key (ERIA shiroLoginFailure) ;
EFEA] LA 6 s 3R AT A U8 key 7 AH MY R 10 5L+

3.2, web.xml
8 shiroConfigLocations £ 4 shiro- formfilterlogin.ini B 7]

3.3, B3 Servlet

@WebServlet(name = "formFilterLoginServlet", urlPatterns = "/formfilterlogin™)
public class FormFilterLoginServlet extends HttpServlet {
@Override
protected void doGet(HttpServletRequest reg, HttpServletResponse resp)
throws ServletException, |OException {
doPost(req, resp);
}
@Override
protected void doPost(HttpServletRequest req, HttpServletResponse resp)
throws ServletException, |OException {
String errorClassName = (String)req.getAttribute("shiroLoginFailure™);
if(UnknownA ccountException.class.getName().equal s(errorClassName)) {
req.setAttribute("error”, " H F' 44 /5 AR,
} elseif(IncorrectCredential sException.class.getName().equal s(errorClassName)) {
req.setAttribute("error”, " F 1 A4 E RS HT IR,
} elseif(errorClassName !'= null) {
reg.setAttribute("error", " AR J141%: " + errorClassName);
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}
reg.getRequestDispatcher("/WEB-INF/jsp/formfilterlogin.jsp").forward(req, resp);

}

7E% 5% Servlet Fidiid shiroLoginFailure 15 21 authc & s I 1F i R 44, AR5 HR s UL
T A RYGE WA AR

4, Pk

f1 N\ http://localhost:8080/chapter7/role, 4Bk %1 “/formfilterlogin” k&, AR 0
R authc $LEAE G RN, S HHEEE W A “/role” o RN HE Vi i
“Iformfilterlogin” {1l & 55 e U 1 4% 2B WA ) successUrl

4y B CFARBUFREBHE)

4.1, shiro.ini

[main]

roles.unauthorizedUrl=/unauthorized

perms.unauthorizedUrl=/unauthorized
[urlg]

/role=authc,roleg[admin]

/permission=authc,permg|"user:create"]

3 unauthorizedUrl J& P 45 & i AR B2 ALK WO I E [a) B ) M Bk . roles g2
org.apache.shiro.web.filter.authz.RolesA uthori zationFilter 257 () 52451, 3 3 2 8036 52 Vi 10 N 75
B, W “[admin]” , WA ZAMER ¢, 7 4E, HIGERE hasAllRole $1F, H
HJR %A . Perms J& org.apache.shiro.web.filter.authz.PermissionsA uthorizationFilter 257 {51
i, Froles KL, OB U PR TR

4.2, web.xml
8 shiroConfigLocations 54 shiro.ini ],

4.3, RoleServlet/Per missionServlet

@WebServlet(name = "permissionServlet”, urlPatterns = "/permission")
public class PermissionServlet extends HttpServiet {
@Override
protected void doGet(HttpServletRequest reg, HttpServletResponse resp)
throws ServletException, |OException {
Subject subject = SecurityUtils.getSubject();
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subject.checkPermission("user:create");
reg.getRequestDispatcher("/WEB-INF/jsp/hasPermission.jsp”).forward(req, resp);

@WebServlet(name = "roleServlet", urlPatterns = "/role")
public class RoleServlet extends HttpServlet {
@Override
protected void doGet(HttpServletRequest reg, HttpServletResponse resp)
throws ServletException, |OException {
Subject subject = SecurityUtils.getSubject();
subject.checkRole("admin™);
reg.getRequestDispatcher ("/WEB-INF/jsp/hasRole.jsp").forward(req, resp);

4.4, PR

156 Viin) http://localhost:8080/chapter7/login, IS “zhang/123” BT &%, i /role
oli/permission i 2Bk SRS T AR T 5 WA K-S “wang/123” &
S U RIX PR A Mok 2 Bk 21 “Junauthorized” B AEAT FAX LM

5. IBH

5.1. shiro.ini

[urlg]
/logout=anon

fi2 € Nlogout 1 ] anon s RVl RIANTE ZEE S B m] 5 ) o

5.2, LogoutServlet

@WebServlet(name = "logoutServlet”, urlPatterns = "/logout")
public class LogoutServiet extends HttpServlet {
protected void doGet(HttpServletRequest reg, HttpServletResponse resp)
throws ServletException, |OException {
SecurityUtils.getSubject().logout();
reg.getRequestDispatcher ("/WEB-INF/jsp/logoutSuccess.jsp”) .forward(req, resp);
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11438 1] Subject logout BITT, 3t H Iy 5 /I 2 ) BT 5T

5.3, JA
Vil http://localhost:8080/chapter7/login, K5 “zhang/123” AT 8=k, E M)
J&i Vi el logout BV ATEE HY .

Shiro 4L T logout $2 4% F THE i, H:J& org.apache.shiro.web.filter.authc.LogoutFilter 2
R s, FATTAT ALE shiro.ini Fit ' SCRE e B ic e B H -

[main]
logout.redirectUrl=/login

[urlg]
/logout2=logout

it logout.redirectUrl $i& 5 18 t 5 52 il i bk ; il i /logout2=logout 5Bt url &
llogout2. X P 16 5l ) Ja 4R Ja U [l llogout2 B AT 3R HY
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5 \FE s AL

A

Shiro ffH T5 Servlet —#F£1) Filter $ OB TY &, FrPAWRXS Flter AR LLS%
(Servlet3.1 #y) http://mww.iteye.com/blogs/subjects/Serviet-3-1 T fi#t Filter [ TAEJEEE,
55 K& Shiro $E8 s SRR

I Filter A & fAbstractFilter .o £ HameahleFilter

I

%) e ePerRegquestFilter

B pdviceFilter ) AbstractShireFilter

”C PathMatchingFilter B chizoFiltes

%) hecessControlFilter

1. NameableFilter

NameableFilter 25 Filter &2~ 44 7, W R %A 5 BRI 2 FilterName; 14 id 75 2 /i (1) 41 authc
Wb 2 FRAT T R A B I 2 AR IX A 44 7 R B AR B P22 A S 4915

2. OncePerRequestFilter

OncePerRequestFilter F] T 12 AT Filter 1 WAk & Ut — U sk H 2wl —IRReak et
TIHMEME enabled JETE, s I A A ERER L], BRIA enabled=true X7x T /E, WIHA
REAEFEA A TAE, W LLBE N fase BT,

3. ShiroFilter

ShiroFilter J& A Shiro A AT, I FHEET E e Hrng kT A8, XA its
HiLT.

4, AdviceFilter

AdviceFilter 24t 7 AOP XU 52 £5, 284LLT SpringMV C H 1) Interceptor:

boolean preHandle(ServletRequest request, ServletResponse response) throws Exception

void postHandle(ServletRequest request, ServletResponse response) throws Exception

void afterCompletion(ServlietRequest request, ServletResponse response, Exception exception)
throws Excention:
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preHandler: JSMLLT- AOP H AT B 0858 FESLARARBEDAT Z APt 4 2RiIR 1A true M2k 4
PRARGEEE: 10 P S SRR RE AT ELEGR ] BEAT TR FE CAnE TR S 5
ik A0

postHandle: BT AOP H i i B IR M4 5t s £ F AR A HEAT 58 i m $hAT s AT A3 Cn
SR PAT I Z 2R )

afterCompletion: 25MLLT- AOP ) Jo Bl o BIAE A %A e #ahAT: nTRLEAT
THEL YR Candfi Subject 5RFEMYRE 2 KT

5. PathMatchingFilter

PathMatchingFilter $2{1t 731 Ant XU 355 SR A2 UL G Th RE A 2248 2 B b (1 T g,
“rolesladmin,user]” HZIIRTE “, 7 rHEIRENTE] A ERAR S E I IR E BIAH DY R AL

boolean pathsMatch(String path, ServletReguest request)
boolean onPreHandle(ServletRequest request, ServletResponse response, Object mappedV alue)
throws Exception

pathsMatch: 1% 77751 path 51K EATHATULEC ) T WRULHECIR [H] true;
onPreHandle: 7F preHandle 1, 4 pathsMatch VLAt — AN %4%2)5, 251 opPreHandler J7v4:
A ERATGE 8 S H B AL % mappedValue; 285 HT LATEX AN 7 hilb AT — 280 0E Clnf ¢
TR0 5 W FEAE R AT Lk [H] false T IBTiite s BRINIR[E] true; i 50128 0] LU SEEL
onPreHandle BRI AT, JEZi 5Bl preHandle, U&7 path 5 sk AR ULHE, ERU 2 1) (R
preHandle i [A] true) .

6. AccessControlFilter

AccessControl Filter #2415 [ 5l (R BERE DI RE : L AR 75 SOVEDT 1)/ 2417 ) 45 24 I 4 4oy 4 341

faray
S

abstract boolean isAccessAllowed(ServietRequest request, ServietResponse response, Object
mappedV aue) throws Exception;

boolean onAccessDenied(ServietRequest request, ServlietResponse response, Object
mappedV aue) throws Exception;

abstract boolean onAccessDenied(ServietRequest request, ServletResponse response) throws
Exception;

isAccessAllowed: F7RET ALUFVT i) mappedValue wi&[urls] it & rh 82 S50y, W
R AV IR true, 750 false;

onAccessDenied: Ko j AL e H DA T WIRA] true KR E4R S b3
W HIR [ false RN ZFAH A SEB D LA B T, K B PRI AT,

onPreHandle £ H 2 i X AN 775 1 58 A 75 gk 2z A P .
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boolean onPreHandle(ServletRequest request, ServletResponse response, Object mappedV alue)
throws Exception {

return isAccessAllowed(request, response, mappedValue) || onAccessDenied(request,
response, mappedValue);
}

F14h AccessControlFilter IS H AL T 4R 7 v FH - AR 3 4n 8 Sk il D /80 e o) 31 _E— AN K

void setLoginUrl(String loginUrl) // & 43 BAE A, BRiAogin.jsp

String getL oginUrl()

Subject getSubject(ServletRequest request, ServletResponse response) //35HX Subject SEZ 4]
boolean isLoginRequest(ServletRequest request, ServletResponse response)// > Hij i =K & 157 /&
R

void saveRequestAndRedirectToLogin(ServietRequest request, ServletResponse response)
throws |OException /14 >4 i 7 K R A7 L SR I H 5 r) 216 5% 0L [f

void saveRequest(ServletRequest request) /FEH 15 K ERAFRE R, W18 5 il 2 I 73 7508 ) [P T
BN

void redirectToL ogin(ServletRequest request, ServletResponse response) // 5 5 i) £1) %2 5% 7 i

PR S T3 1) S B0 LR AL T A I L8 T R

B0 B A B £ A AR 58 S T, I R IRATT AR BE AT U i) U5 i) R0 42 et T L 4k K
AccessControlFilter; U1 5T L N -— L8 F £ s FeAT T AT LA 424k 7 PathMatchingFilter

A

Shiro X} Servlet 2251 FilterChain #E47 7 4CHE, B[l ShiroFilter fE4k4: Serviet 2825 Filter
BERPAT 20T, 1EId ProxiedFilterChain X} Servlet 5451 FilterChain #E4T T4CEL, Btk
Shiro B CL Filter (AR, SRIGASZATL Serviet 78441 FilterChain #1417 Serviet 7% #54¢J))
(1) Filter 553447 Shiro 1) ProxiedFilterChain $i47ifE: 1. Je#hdT Shiro H LI Filter #%; 2.
TEHAT Serviet 752511 Filter 88 (BIJRLG Filter)

il ProxiedFilterChain J&ifid FilterChainResolver HR ¥ fit & A4 A [urls] 74 70 42 75 5 i R 1)
URL J2& 75 VL AL AT 43 211

FilterChain getChain(ServietRequest request, ServletResponse response, FilterChain
originalChain);

B N U461 chain £33 —AMUEEK) chain.
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Shiro P % #% ft T — A B # Ut & 1Y FilteChainResolver 52 Tj .
PathMatchingFilterChainResolver, AR [urls]*FAECE 1) url 18 CERIA Ant XU ) =F24a%
BEFITE SR I url 275 D PC R AR BT 15 20 & 1 FE R BE 1Y s 1 PathM atchingFilterChainResol ver
P FilterChainManager 44 & #2425 55, LL U DefaultFilterChainManager SEIL4Ed &
url B PR B G R . A FRATT AT LU FilterChainManager 3E1T3hA2hA&840 url
R S PR EE T G R

DefaultFilterChainManager 2 EkiA¥s I org.apache.shiro.web.filter.mgt.DefaultFilter H 7 BH ]
P

public enum DefaultFilter {
anon(Anonymouskilter.class),
authc(FormA uthenticationFilter.class),
authcBasic(Basi cHttpAuthenticationFilter.class),
logout(LogoutFilter.class),
noSessionCreation(NoSessionCreationFilter.class),
perms(PermissionsA uthorizationFilter.class),
port(PortFilter.class),
rest(HttpM ethodPermissionFilter.class),
roles(RolesAuthorizationFilter.class),
sdl(SdlFilter.class),
user(UserFilter.class);

}

TSGR A A

L A s AR, Ini SecurityM anagerFactory/Webl ni SecurityM anagerFactory 7t )i 51
B2 A 3 R i BB S P [filters)/[main] 3B 4 JF M IX 48 28 F
DefaultFilterChainManager; HLEIEAH N ) url B AR 0C REE. WA Spring J&
SRS AN RN B e A

L RAH B 52 X FilterChainResolver, 7] LU i 523, WebEnvironment 4 11 5¢ i«

public class MylniWebEnvironment extends IniWebEnvironment {
@0Override
protected FilterChainResolver createFilterChainResolver() {
IHEIEAR Y J# H CU) FilterChainResolver
return super.createFilterChainResolver();
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WM E & T IniWebEnvironment 2RIA [ FilterChainResolver, % H O KMk 5
FilterChain Z M [\1 ¢ &R . W ARSI A SZHL url-£28R 28 10 vE 0, o nT DL i 92 30 0 A 1)
FilterChainResolver k52, L.

/11, 4% FilterChainResolver
PathM atchingFilterChainResolver filterChainResolver =
new PathM atchingFilterChainResolver();
112, )% FilterChainManager
DefaultFilterChainManager filterChainM anager = new DefaultFilterChainManager();
113, W} Filter
for(DefaultFilter filter : DefaultFilter.vaues()) {
filterChainM anager.addFilter(
filter.name(), (Filter) ClassUtils.newlnstance(filter.getFilterClass()));
}
/4. FEM URL-Filter [ 56 &
filterChainM anager.addToChain("/login.jsp", "authc");
filterChainM anager.addToChain("/unauthorized.jsp", "anon");
filterChainM anager.addToChain("/**", "authc");
filterChainManager.addToChain("/**", "roles’, "admin");

115, BEE Filter (181
FormA uthenticationFilter authcFilter =
(FormA uthenticationFilter)filterChainM anager.getFilter("authc");
authcFilter.setLoginUrl("/login.jsp");
RolesAuthorizationFilter rolesFilter =
(RolesAuthorizationFilter)filterChainManager.getFilter("roles");
rolesFilter.setUnauthorizedUrl (*/unauthorized.jsp”);

filterChainResolver.setFilterChainM anager(filterChainM anager);
return filterChainResolver;

oAb B LM filter, Kourl X5 filter Z B WS OC &R o nT BLIE ik e ol
FilterChainResolver &¥, FilterChainManager > 5¢ i insh & URL VCHC ) 5230

ARG webxml i A7 a0 R ECE Environment::

<context-param>
<param-name>shiroEnvironmentClass</param-name>
<param-value>com.github.zhangkaitao.shiro.chapter8.web.env.MylniWebEnvironment</para
m-value>

</context-param>
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FE s

S 5 S LIRS T L LT, WERIENES ol R IR R R 9L S
it Subject B35 SRIUN 1145 (14555 Request (EPBBEMAIA) . Mgt 712k
P B RAZ S, Rl A T — A Filters 97 b1 Filter RIS AEAEAL.

X1 Filter A iES2% (Serviet FIVE) 1Y Filter #5755
http://www.iteye.com/blogs/subjects/Serviet-3-1.

1. § R& OncePer RequestFilter
OncePerRequestFilter fRiE— i =k 2 F—1X doFilterinternal, R[4 iy 5511 forward AN 23 B
ZHAT—IK doFilterinternal :

public class MyOncePerRequestFilter extends OncePerReguestFilter {
@0Override
protected void doFilterInternal(ServlietRequest request, ServlietResponse response,
FilterChain chain) throws ServletException, |OException {
System.out.printIn("=========once per request filter");
chain.doFilter(request, response);

SR 5 i shiro.ini & SO

[main]

myFilter1=com.github.zhangkaitao.shiro.chapter8.web.filter. MyOncePerRequestFilter
#{filters]

#myFilter1=com.github.zhangkaitao.shiro.chapter8.web.filter. MyOncePerRequestFilter
[urlg]

[**=myFilterl

Filter v LAfE[main] sk [filters] & /- M, AR JELE[url S8 /AL url 55 filter (UM ¢ RRI]

2. ¥ & AdviceFilter

AdviceFilter #2417 AOP [ hfig, H:SHA SpringMVC H1 1) Interceptor AR—#f: FHAARS
Z I SpringMV C ZURE ) AL B g 4248 2 00
http://www.iteye.com/blogs/subjects/kaitao-springmvc
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public class MyAdviceFilter extends AdviceFilter {
@0Override
protected boolean preHandle(ServlietRequest request, ServlietResponse response) throws
Exception {
System.out.println("====THAb#/Fi & A BE");
return true;//i% [ fal se ¥ 1 W7 5 SE4 B AR HE I AT
}
@0Override
protected void postHandle(ServietRequest request, ServietResponse response) throws
Exception {
System.out.println("====/5 &b/ 5 & & [A] b H#E");
}
@0Override
public void afterCompletion(ServlietRequest request, ServletResponse response, Exception
exception) throws Exception {
System.out.printIn("===="5¢ WAL Bl 5 B f5 4 AL BE");

}

preHandle: AT R AFALEE, SR JEHLHE IR [FME P GEAREE (true: GRS JEAREE)
A LA T S I R A

postHandle: AT e A HE 2 ) 1E W IR [ 5 AT

afterCompletion: N I Jr g A A4, afterCompletion #AAT, 58 i P IR T BE .

SRJGAE shiro.ini FEAT 4 R fid -

[filterd]

myFilter1=com.github.zhangkaitao.shiro.chapter8.web.filter. M yOncePerRequestFilter
myFilter2=com.github.zhangkaitao.shiro.chapter8.web.filter. MyAdviceFilter

[urlg]

[**=myFilterl,myFilter2

P e B EAAGE I v 22 B SpringMV C #0RE 1 A BE 2R FE AR AR 40

3. PathMatchingFilter

PathMatchingFilter 4k 7k T AdviceFilter, #2417 url HAUUERITIRE, W R 75 ZENH5E Mg
SRIHTACHE, WL & PathMatchingFilter:
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public class MyPathMatchingFilter extends PathM atchingFilter {
@Override
protected boolean onPreHandle(ServlietRequest request, ServletResponse response, Object
mappedV alue) throws Exception {
System.out.println("url matches,configis" + Arrays.toString((String[])mappedV aue));
return true;

}

preHandle: AT url B 538K url ZEATUCHS, WRICEC A onPreHandle; Wity
Pic s url B0 url BECUCES,  BRIA BRI true

onPreHandle: W14 url BizC 51K url TSRS, FBASHAT onPreHandle, 44 i as fL &
MZEAEN . BRI A A B 2R A trues

SRJGAE shiro.ini FHEAT 40 F Hid E

[filters]

myFilter3=com.github.zhangkaitao.shiro.chapter8.web.filter. MyPathM atchingFilter
[urlg]

[**=myFilter3[config]

1> 52 E TS PathMatchingFilter ¥ url £525X, config Bt & H4 A AL E 4L, A2 Al
5930, onPreHandle f# ] mappedValue #:10S 5

4. F & AccessControlFilter
AccessControlFilter 4k7& | PathMatchingFilter, 147 & 7 T W/

public boolean onPreHandle(ServietRequest request, ServlietResponse response, Object
mappedV alue) throws Exception {
return isAccessAllowed(request, response, mappedV aue)
|| onA ccessDenied(request, response, mappedVaue);
}

isAccessAllowed: HIJE45 A iFiiin), &[] true Fom fOVF;
onAccessDenied: K /s Ui FELaI 215 H CACEE, WSR[E] true £on H O EE H 4k 424
BT, R0 fase Fn H O OLAH T (bt E w2 S — D) .
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public class MyA ccessControl Filter extends AccessControl Filter {
protected boolean isAccessAllowed(ServietRequest request, ServlietResponse response,
Object mappedV alue) throws Exception {
System.out.println("access allowed");
return true;
}
protected boolean onAccessDenied(ServietRequest request, ServletResponse response)
throws Exception {
System.out.printin(" Vi [ fEZE A { CALH,  gREEFEES BE I HATY);
return true;

SRIGAE shiro.ini FPHEAT U R G E -

[filters]

myFilter4=com.github.zhangkaitao.shiro.chapter8.web.filter. MyA ccessControl Filter
[urlg]

[**=myFilter4

5. ETRAERLEER
ZHIHATCLMMIL Shiro J B 3T BN T, AL 11O RE
RGN

public class FormLoginFilter extends PathMatchingFilter {
private String loginUrl = "/login.jsp”;
private String successUrl ="/";
@Override
protected boolean onPreHandle(ServlietRequest request, ServletResponse response, Object
mappedV alue) throws Exception {
if (SecurityUtils.getSubject().isA uthenticated()) {
return true;// £\ £ 5 sk ik
}
HttpServletRequest req = (HttpServletRequest) request;
HttpServletResponse resp = (HttpServletResponse) response;
if(isLoginRequest(req)) {
if("post".equal slgnoreCase(reg.getMethod())) {//form 3 AT
boolean loginSuccess = login(req); //% 5%
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if(loginSuccess) {
return redirectToSuccessUrl (req, resp);

}
return true;// 4k £ i 5B

} else {/IERAF i Mk I3 5E [n) 216 5% ST
saveRequestAndRedirectTolL ogin(req, resp);
return false;

}
private boolean redirectToSuccessUrl (HttpServietRequest req, HttpServlietResponse resp)

throws |OException {
WebUtils.redirectToSavedRequest(req, resp, successUrl);
return false;
}
private void saveRequestAndRedirectToL ogin(HttpServletRequest reg,
HttpServletResponse resp) throws IOEXception {
WebUtils.saveRequest(req);
WebUtils.issueRedirect(req, resp, loginUrl);

private boolean login(HttpServietRequest req) {
String username = req.getParameter (" username’);
String password = reg.getParameter("password");
try {
SecurityUtils.getSubject().login(new UsernamePasswordToken(username,
password));
} catch (Exception €) {
reg.setAttribute(" shiroLoginFailure”, e.getClass());
return false;

}

return true;

}
private boolean isLoginRequest(HttpServletRequest req) {

return pathsMatch(loginUrl, WebUtils.getPathWithinApplication(req));

}

onPreHandle 3= i i
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1. ESCHWOER DB T, RO E TSP aE R T

2. WRBAESR, BRI EEFRIENR, WHRE get LG IUE R, Wgkstyi ey
B (GRRESRUCED , R EIE get J7vE I HAR U SR ORAE T SR I E e ) B %
DT 5

3. Wikt post TV S IR ARATTE K, WIWCER FH P A4 P i G s BT, SRR T
{RAFAR R B3 “shiroLoginFailure” & [F] 51 & 55 1 ;

4, WARGEFMI T, HZHAARAERE SR, 0EE ) B2 BT ANE K, 75 020 BRI )
5T

shiro.ini it &

[filters]

formL ogin=com.github.zhangkaitao.shiro.chapter8.web.filter.FormLoginFil ter
[urlg]

test.jsp=formLogin

/login.jsp=formLogin

Ja k45 %4\ hitp:/localhost:8080/chapter8/test.jsp MR, <% F ShBkiE 216 % vl if, &
JEI i 32 kIR 2 test.jsp T -

AL AT LA I 4k 2k AuthenticatingFilter SEIL, A TR 2 8 s A0 Q) BERIAAS o 53 FhAT LA
%2 Shiro N %) FormAuthenticationFilter frUsifid, JEEK & HFE.

6. EBABCEINEER
Shiro #2fit roles i, JCHUEF P HIA M (6, BOATHRGLI LI A (LR A0 (L 04
-

public class AnyRolesFilter extends AccessControlFilter {
private String unauthorizedUrl = "/unauthorized.jsp”;
private String loginUrl = "/login.jsp”;
protected boolean isAccessAllowed(ServietRequest request, ServlietResponse response,
Object mappedV alue) throws Exception {
String[] roles = (String[])mappedV alue;
if(roles==null) {
return true;// QR BAT BECE M (VS HL BRIAELL)
}
for(String role: roles) {
if (getSubject(request, response).hasRole(role)) {
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return true;
}
}
return false;//iPk £ onAccessDenied 4b £
}
@0Override

protected boolean onAccessDenied(ServietRequest request, ServlietResponse response)
throws Exception {

Subject subject = getSubject(request, response);

if (subject.getPrincipal () == null) {//Z /R AT G, HE M) 2SSk Ui
saveReguest(request);
WebUtils.issueRedirect(request, response, loginUrl);

} else{
if (StringUtils.hasText(unauthorizedUrl)) { /41 54T A F A 0 T Bk 4 ik 2%

WebUtils.issueRedirect(request, response, unauthorizedUrl);

} else {//F5 R [A] 401 AFZBOR A

WebUtils.toHttp(response).sendError(HttpServletResponse.SC_UNAUTHORIZED);

}
}

return false;

}

IRESE

1. EICHBH P AR EE A, WEREATIRIF false, K £ onAccessDenied AT 4k #;
2. WERHI P EATA G, B PIW P AT R AT E, WERBOA B G e [ B8R

3. WML P BT A0 RGBT ARSI CunauthorizedUrl) T8 B 5 ) 3 R FAL UL I
15 J0) B 2 0 [1] 401 AHZ LS AT o

shiro.ini Bt &

[filterd]

anyRoles=com.github.zhangkaitao.shiro.chapter8.web.filter. AnyRol esFilter
[urlg]

ftest.jsp=formL ogin,anyRoles[admin,user]

/login.jsp=formLogin

85


http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

IEARTT Ak 7K AuthorizationFilter SEIE, HAR AL T FAOH G BEaAS . 53400 LLS2% Shiro
Wik 1) RolesAuthorizationFilter [JYRfiY, H&5ZH hasAllRoles iZ4H

RN A

Shiro W& TIRZEAMEEL, WG m0ir. AEAHCH .. BOAREES T s%
org.apache.shiro.web.filter.mgt.Defaul tFilter /1 RIMI 12 4 2% «

VRS Thed AL Y S R RREOAMED
S BHEAE R
authc org.apache.shiro.web.filter. | J&T R B FEA: W “/*=authc” , 40
authc.FormAuthentication | S %A 85 s 23 Bk BIAH MY IR 6 55 DT 65K s
Filter THJEME: usernameParam: 3 HLIRAT )
H P 4 2 % 4% ( usename)
passwordParam: & FLAE A 1) % 1 S5 44
(password) ; rememberMeParam: %
HARS IS4 (rememberMe) ;
loginUrl: Bk pimtbhl (Noginjsp) ;
successUrl: 6 5 B V) I (1) BRIA € (1) i
hE;  failureKeyAttribute: & 55 25 MU 4l
i A7 key (shiroLoginFailure) ;
authcBasic org.apache.shiro.web filter. | Basic HTTP G IGiF£4akas, F 2@
authc.BasicHttpAuthentica | applicationName: it Hi 2 SEHE B /R 15 &
tionFilter (application) ;
logout org.apache.shiro.web filter. | B HFakdy, FEJEME: redirectUrl: 1B
authc.LogoutFilter ok T JE B E )k 7)o
“/logout=logout”
user org.apache.shiro.web filter. | H1 7 £:8#%, & S5 urA0fE 3k
authc.UserFilter R IH AT ] “ I *=user”
anon org.apache.shiro.web filter. | B A28, RIATR SR Y] ; —
authc.AnonymousFilter i R O 7 G/ U ) SR
“[static/**=anon”
BBAHRH
roles org.apache.shiro.web filter. | M (LA A, Bouk 0 P2 A4

authz.RolesA uthorizationF
ilter

fAth; FEJEYE:  loginUrl: 55k Ul HL
ik (Nloginjsp) ; unauthorizedUrl: A 4%
BOJE B o | o sk s TR
“ladmin/**=roleqadmin] ”
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perms org.apache.shiro.web.filter. | AR, Wik P 2 A A
authz.PermissionsAuthoriz | AL [ s J& 7 1 roles — #f 5 7
ationFilter “Juser/**=permg["user:create"] ”

port org.apache.shiro.web filter. | ¥ 14244, FZJ@ME: port (80) : 7]
authz.PortFilter Pt 15 s 7~ “ftest= port[80]”

WERH P ViR i 2 E 80, ¥ Az
Vi R I 1 4 80 I HE5E [) £1)1% 80 i 1
HAb R R SR G FF

rest org.apache.shiro.web filter. | rest XUSF2 LAY, B S RIEIE K724
authz.HttpMethodPermissi | & R % £ &  (  GET=read,
onFilter POST=create,PUT=update, DEL ETE=delet

e,HEAD=read, TRACE=read, OPTIONS=re
ad, MKCOL=create) #4JEARFFF ;71
% “ Jusers=restfuser] 7, 4 H 3 Pf
“ user:read,user:create,user:update,user:del
ete” BUPR A7 B FATAL SR VLG (P74 43
VLHC, isPermittedAlD) ;

ssl org.apache.shiro.web filter. | SSL g8, AWK PMIE https A4 G
authz.SslFilter Mt A0 A BhEkEe 2 hitps B 1 (443)

JLA RN port 44 —FF

FoAth

noSessionCreation | org.apache.shiro.web filter. | A~ i & < & £ #& &% , W M
session.NoSessionCreation | subject.getSession(false) N &H 14 I,
Filter {H 2 subject.getSession(true) #5 #i

DisabledSessionException 577 ;

PANEEAE T A org.apache.shiro.web filter.authz.HostFilter, B EHI#2 8RS, EoandHifeft
T)EYE: authorizedips: TFZAUY ip Hulik, deniedips: b4t ip #uik; AN HATiA %
A5eaSEl, AnTH.

BB S F A, T LAEEEAE ini BOE SO “R s A B e wE I

JE

perms.unauthorizedUrl=/unauthorized

TIANIEREAS A AN B ] T T DU E RS I A AR -

perms.enabled=false
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BALE ISP RS

Shiro #2441 ISTL Fr2&H] 175 ISPIGSP U HEAT AR, AR 6 % ™ oA L AR 0T
%4 -

FARERE

<%@taglib prefix="shiro" uri="http://shiro.apache.org/tags’ %>

PR2EE 2 XAE shiro-web.jar £ #) META-INF/shiro.tld 1 5& X.

guest #r%&

<shiro:guest>
X7, <ahref="${ pageContext.request.contextPath} /login.jsp">& Sk </a>
</shiro:guest>

AT B SRR N AT AR R, R 2 U A

user FRa%

<shiro:user>
X[ <shiro:principal />] & 5%, <a href="${ pageContext.request.contextPath} /logout">i& Hi</a>
</shiro:user>

R R A ATIATRY A s e ER T Y e N DR =D S 8
authenticated Fp2

<shiro:authenticated>
JH P [<shiro:principal />] £ 5 43 5 11F 38 i
</shiro:authenticated>

e g4, B Subjectlogin Bk, AEicE B 51,
notAuthenticated Fp2

<shiro:notAuthenticated>
REIAE AT
</shiro:notAuthenticated>
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&G mieirmst, %A Subjectlogin BE7T85%, AHG LA A 30 &R 1B )E
TRAT BB RAE

principal #r&

<shiro: principal/>

B G005 R, BRIAAH] Subject.getPrincipal ()3REX, Bl Primary Principal .

<shiro:principal type="java.lang.String"/>

#H124F Subject.getPrincipals().oneBy Type(String.class).

<shiro:principal type="java.lang.String"/>

#H124F Subject.getPrincipals().oneBy Type(String.class).

<shiro:principal property="username"/>

124 T ((User) Subject.getPrincipal §()).getUsername() »
hasRole 3%

<shiro:hasRole name="admin">
i 1 [<shiro:principal/>] 4145 £ {7 admin<br/>
</shiro:hasRole>

S YT Subject A A (4 i body 7N 2 .
hasAnyRoles Fr%%

<shiro:hasAnyRoles name="admin,user">
J 7 [<shiro:principal/>] 4l # t4 admin 5% user<br/>
</shiro:hasAnyRoles>

R HT Subject AL — MM (BUFICR) B 2R body /A& PR 2.
lacksRole #rZs

<shiro:lacksRole name="abc">
JH P [<shiro:principal />] %5 # {4, abe<br/>
</shiro:lacksRole>

4R HT Subject A R o body A R 2.
hasPer mission Fr2%
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<shiro:hasPermission name="user:create">
H P [<shiro:principal/>]4 43 AR user:create<br/>
</shiro:hasPermission>

an R Subject AR .7~ body 74N % .
lacksPer mission FR2&

<shiro:lacksPermission name="org:create">
H P [<shiro:principal/>] A BB org:create<br/>
</shiro:lacksPermission>

W 2R =411 Subject BATARRKE 7k body A A 7

TSR T LA AR SRR 2 -

FA B AR

<%@taglib prefix="zhang" tagdir="/WEB-INF/tags" %>

7~

<zhang:hasAllRoles name="admin,user">
F F [<shiro:principal />]4/47 #f1 {% admin 1 user<br/>
</zhang:hasAllRoles>
<zhang:hasAllPermissions name="user:create,user:update”>
1 [<shiro:principal />19 A3 AR user:create F1 user:update<br/>
</zhang:hasAllPermissions>
<zhang:hasA nyPermissions name="user:create,abc:update”>
1) [<shiro:principal/>] 417 AL R user:create 1}, abc:update<br/>
</zhang:hasAnyPermissions>

hasAllRoles 7= #l47 T A7 AH S A (; - hasAllPermissions /A7 T A AH S B 5

hasAnyPermissions & /s 7 AT & — M HH IS HIRLR .

AN LS (R shiro 3 ESZPL NOT. AND. OR AUEHAEY SZPl NOT. AND.

OR AUPREGIE:  http://jinnianshilongnian.iteye.com/blog/1864800.
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HE SuEH

Shiro #2 it T 58 A AN o T BINRE, AR IRIZ A4 (U1 web %4 tomeat) , A
JavaSE it JavaEE MAETHS T LLEH], $E0t T ilig B, il ST . S 1A il AL
ARV RAULIISCRE . X Web FIEHISCRE . SSO L sk S A e v B
FLAEAL ] Shiro (12 U B AT LA E R U Web 238 12 305 B

&1

Prifesih, BRI U5 i) B IR DR RF AIERE G AR, AE 2 UL W T REAE IR0 H >4 i 07 170 14
e, T DR S P R — el e iy n) — L8 o il NS o e, Rt A
WAER, HAEIR 2 BT AR 4w AL 2

Shiro )£ WS REAM AT LIRS I8 1Y) JavaSE M HT R T, ] AAE JavaEE M T HHAEAT, i
web W HAE AT 30— 5800

login("'classpath:shiro.ini”, “zhang", "123");
Subject subject = SecurityUtils.getSubject();
Session session = subject.getSession();

ks AR Subject.getSession() B AT i 2 1 s AR T Subject.getSession(true), Hi4n
R B Session W Z 2B 4> Ji4h Subject.getSession(false), I ﬁmﬁﬁu
#t Session MR [A] null CANIEER NG &0 T W53 H S E A D Re il 7 Gl it Subject 1) 23
ShEEE—A> Session) .

session.getld();

AR HT 2 1 E—FR iR

session.getHost();

SRECM T Subject () FEHLHBAE, Zhhl 28 i) HostA uthenticationToken.getHost() #2111

session.getTimeout();
session.setTimeout(Z&f5);

ARG E 21T Session (RN 8] 2 RAN BB BRI S 22 00 BRI 4R JUT I 1) o
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session.getStartTimestamp();
session.getLastAccessTime();

SRUL S0 1) 3 S 1] B 5 Ji U 1) e 1) s 2 SRt JavaSE W 522 B O 13/ ] session.touch()
2R e U I T dn e Web MW, FECEE ShiroFilter #4 H 2/ H] session.touch()
ok S W Je Vg i I TR]

session.touch();
session.stop();

FOHT AU I Vi 1) I 18] SR B804 ;24 Subject.logout() i £ [ 3l stop 5 2k Y 541l
L S web H, 1 H javax.servlet.http.HttpSession. invalidate()th4s H %1 1] Shiro Session.stop
JIERAT RS Shiro 431

session.setAttribute("key", "123");
Assert.assertEqual (123", session.getAttribute("key™));
session.removeAttribute("key");

AR ER UG s AR RS 2 1l v [l N A n] DA X 28 MEEA T # A

Shiro #e i1 1T LA T JavaSE/JavaEE 3885,  AMKAS AL Z 284%, wT RUSZAEH]
ST TR .

SR

ST E B B NV H 4T Subject IS il G 4ES . MIBR. Rk, BuRsE TAE. &
Shiro HIAZ.L410E, TRJZ411F SecurityManager B4k & T SessonManager, H.4Z4t T
SessionsSecurityManager 55 L . 42 4 4 0 4 H & JE 45 AH V1 SessionManager ,
DefaultSecurityManager A DefaultWebSecurityManager #R 1A SecurityManager #f 4k 74 T
SessionsSecurityManager »

SecurityManager $24it 740 N

Session start(SessionContext context); /) 212 1
Session getSession(SessionK ey key) throws SessionException; /M4 2316 Key FRELSS 1%

F15NHT Web #3511 WebSessionManager SCHfIE T 4 M4z .

boolean isServletContainerSessions();//& 7511 1] Servlet 228 141k
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Shiro it #2447 ValidatingSessionManager [ 15 % 33 W45 1%«

void validateSessions();//%:iE BT 2> i & 75 1

B Saand anll ik gar
4 A 4 4 &

B VelidatingSess L onlarmpor £ byt ecifass] solanager B Hatiwelans] collanuger B Swror] pllanager
& t &

B AbstractHativeSes si collas agar

‘_f

B Rt v Pl L i3 g w ki vl i g

T

£ T ob s ool mn gar El Bafanl ¥ woni orllunagar
A ' | &
Servl adlontninarSenn orll anagar £ Bafanl iTabSenxi collamuger

Shiro $245t T = ANBRIA IR

DefaultSessionM anager : DefaultSecurityManager {# FH (I ERIASEZEL,  H T JavaSE 355
ServletContainer SessionManager : DefaultWebSecurityManager 1 ] U ER A SEZEL, T Web
W, HLEHPAEH Serviet 48141

DefaultWebSessionManager : M T Web ¥ 5 1 sz B , w# DL B AR
ServletContainerSessionManager, H CL4Ed A5 2x1h, BEIEKFA T Serviet A 12165 .

i SecurityManager BRiAH SessionManager 1] LL{E ini FFECE (shiro.ini) :

[main]
sessionM anager=org.apache.shiro.session.mgt.DefaultSessionM anager
securityManager.sessionM anager=$sessionM anager

Web #55 T ff) ini fii & (shiro-web.ini):

[main]
sessionM anager=org.apache.shiro.web.session.mgt. ServletContai ner SessionM anager
securityManager.sessionM anager=$sessionM anager

JIAN T VLB S i A R I Ta) CE RPN ), BRIA 30 20 it

sessionManager. global SessionTimeout=1800000
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BN DL T global SessionTimeout KW 45 T i Session. AJ LLEAN X B AE{> Session [
timeout J& 1>k 4 &> Session ¥ & HL B I 1]

FAMIFRAT ] ServietContainerSessonManager HEAT4 145, Session [ K HTi 2
Servlet K23 HIAEIN 1], AT RLLE web.xml HP e B H A 15 (B I IR ) Corhoh Bfr)

<session-config>
<sessi on-timeout>30</sessi on-timeout>
</session-config>

{E Servlet 75281, ERIAMHH] JISESSIONID Cookie i 41k, HAiRBR AL ERZS 2826 72 1105
LSRG R TR T AT E RIS, BRI 3RATTRT LU ] DefaultWebSessionM anager
KA o1

sessionldCookie=org.apache.shiro.web.servlet.SimpleCookie

sessionM anager=org.apache.shiro.web.session.mgt.DefaultWebSessionM anager
sessionldCookie.name=sid

#sessionldCookie.domain=sishuok.com

#sessionldCookie.path=

sessionldCookie.maxAge=1800

sessionldCookie.httpOnly=true

sessionM anager.sessionl dCookie=%sessionldCookie

sessionM anager.sessi onldCookieEnabled=true

securityM anager.sessionM anager=$sessionM anager

sessionldCookie +& sessionManager 814 21 Cookie I HE R :

sessionldCookie.name: ¥ '& Cookie 4%, ERi\ 4 JSESSIONID;

sessionldCookie.domain: ¥ & Cookie (1344, BRIAZS, B HT15 I 13842 5
sessionldCookie.path: %% Cookie [Fi#45, BRIAAS, BIAEG{EE AR T
sessionldCookie.maxAge: & Cookie I IFa], Fbo4 847, ERIN-1 s o P b 2% I
111 Cookie;

sessionldCookie httpOnly: W & A true, W 7 i A4 B Fe 45 7% P i ARS8 H]
HttpOnly cookief7 Iyl FE L6 [ 5 il fUAC Lt s AP G 2258 T Servlet 2.5 MR6
J UL AR HETE I Serviet 7548 32 FFs

sessionM anager.sessionldCookieEnabled: 217 /i3 H/25H Session Id Cookie, ERIAJE 3 HI;
WREEH S A2 1 E Session |d Cookie, RIERIAAET T Serviet 25431 JSESSIONID, H.id
it URL S (URL 1) “;JSESSIONID=id” #4) £/ Session Id.

FHMRATAT LA “ sessionManager. sessionldCookie.name=sid” iX /7 2154 Cookie Fiki .
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23Ul T

ST AR T T U B . Y R L A

public class MySessionListenerl implements SessionListener {

@Override

public void onStart(Session session) { /415 G i il &
System.out.printin("< 15 G : " + session.getld());

}

@0Override

public void onExpiration(Session session) { //4x i i 39 i firh &
System.out.printin("<> 1% HH: " + session.getld());

}

@Override

public void onStop(Session session) { /B Hi /235 i 3 i i
System.out.printin(" <> i% {5 1k:: " + session.getld());

}

ARSI S — AN, TLA4k7K SessionListenerAdapter SEH:

public class MySessionListener2 extends SessionListenerAdapter {
@0Override
public void onStart(Session session) {
System.out.printin(" 2 154 : " + session.getld());

£ shiro-web.ini it & SCPFrpa) DABEAT T e B B0 2 1h T 2% -

sessionListenerl=com.github.zhangkaitao.shiro.chapter10.web.listener.MySessionL istenerl
sessionListener2=com.github.zhangkaitao.shiro.chapter10.web.listener.MySessionL istener2
sessionManager.sessionListeners=$sessionListenerl,$sessionListener2

U/ 75 A

Shiro #¢}t SessionDAO J|-F-4:1% ) CRUD, Rl DAO (DataAccess Object) #5528 :
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/11 DefaultSessionManager 7561 5¢ session Ja 2> iZ 51k WHRAE B9 R 50 A
FYEINoSQL H#ls 72 s B Ay DUSEIL 25 i M RF AL IR M3 3% 1D 2k Ak ik W] Y
ID.equal s(session.getld());

Serializable create(Session session);

KA 21 1D SN2 i

Session readSession(Serializable sessionld) throws UnknownSessionException;

IRt WS T2 1 a5 Uy I IS T 42 1 b 138 R BB INF I ) /50 B AL B Ja 1k 25 2 1
void update(Session session) throws UnknownSessi onException;

IR e iiid e iis . G iRl 2

void delete(Session session);

IBRBCAHT AR, AR 5 2 vk e i e

Shiro Witk 7 W~ SessionDAO S :
I SezzionllAD

) AbetractSeszionDAl

T

& CachingSe=zsionlAl | C MemorySeszs1onlAl
]
A

C EnterprizeCacheSeszionllAl |

AbstractSessionDAO#21}L T SessionDAO IRl SE I, 414 251 1D %% ; CachingSessionDAO
PEAL TR TF R I ) 1 e AF I Th e, U B AH Y ) CacheManager 1A ;
MemorySessionDAO L H:7E WA T 1 4E s 17 EnterpriseCacheSessionDAO #it T 2%
EDIREM 2G4y, BRSSO R MapCache SE3, P ConcurrentHashMap {447
A1

] DA ek dn R B B S SessionDAO:

sessionDAO=org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
sessionM anager.sessionDA O=$sessionDAO
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Shiro $24it 7 1# | Ehcache #E4T4: 1572, Ehcache n] LLBC 4 TerraCotta SZER 25 48 . I K143

T GAE pomaxml LS A 40 -

<dependency>
<groupld>org.apache.shiro</groupl d>
<artifactld>shiro-ehcache</artifactld>
<version>1.2.2</version>
</dependency>

BB E shiro-web.ini 304

sessionDA O=org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
sessionDAO. activeSessi onsCacheName=shiro-activeSessionCache
sessionM anager.sessionDA O=$sessionDAO

cacheManager = org.apache.shiro.cache.encache. EhCacheManager

cacheM anager.cacheM anagerConfigFile=classpath:ehcache.xml
securityManager.cacheM anager = $cacheM anager

sessionDAO.  activeSessionsCacheName : - # ‘& Sesson 2% ff % 7, Bk ot 2
shiro-activeSessionCache;

cacheManager: ZZAr/ & Plds, HITEPIZEAFI, AL Ehcache SEIL;

cacheM anager.cacheManagerConfigFile: 1'E ehcache 2% 17 [ HC & S5

securityM anager.cacheManager: # & SecurityManager [#) cacheManager, 4 % & 928 T
CacheManagerAware # R AH N A%, 4 SessionDAO [ cacheManager;

ARG L E ehcachexml:

<cache name="shiro-activeSessionCache"
maxEntriesLocal Heap="10000"
overflowToDisk="false"
eternal="false"
diskPersistent="false"
timeToLiveSeconds="0"
timeToldleSeconds="0"
statistics="true"/>

Cache 1) 445}y shiro-activeSessionCache, Bl ¥ & 1] sessionDAO [t activeSessionsCacheName
JEVEE .
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JHA AT LI R ini OB BCE 21 1D AR

sessionldGenerator=org.apache.shiro.session.mgt.eis.Javal uidSessionl dGenerator
sessionDA O.sessionl dGenerator=$sessionl dGenerator

T4 436 1D, BRiAmi/E JavaUuidSessionldGenerator, 1] java.util. UUID 4.

Wik e SET SessionDAO, 4k7k CachingSessionDAO Hjim] :

public class MySessionDAO extends CachingSessionDAO {
private JdbcTemplate jdbcTemplate = JdbcTemplateUtils.jdbcTemplate();
protected Serializable doCreate(Session session) {
Seriaizable sessionld = generateSessionl d(session);
assignSessionld(session, sessionld);
String sgl = "insert into sessions(id, session) values(?,?)";
jdbcTemplate.update(sql, sessionld, SerializableUtils.serialize(session));
return session.getld();
}
protected void doUpdate(Session session) {
if(session instanceof ValidatingSession & & !((ValidatingSession)session).isvValid()) {
return; /TR SRS M R BB R T
}
String sgl = "update sessions set session=? where id=?";
jdbcTemplate.update(sql, SerializableUtils.serialize(session), session.getld());
}
protected void doDel ete(Session session) {
String sgl = "delete from sessions where id=?";
jdbcTemplate.update(sql, session.getld());
}
protected Session doReadSession(Serializable sessionld) {
String sgl = "select session from sessions where id=?";
List<String> sessionStrList = jdbcTemplate.queryForList(sql, String.class, sessionld);
if(sessionStrList.size() == 0) return null;

doCreate/doUpdate/doDel ete/doReadSession 43 IR G i ME /M B B2 25 1 s e A ad it 4t
S PAA G AF At BB R SE ;. BT shiro-web.ini FPLE

sessionDA O=com.github.zhangkaitao.shiro.chapter10.session.dao.MySessionDAO

FoAh BB M AT —FF, B4k T CachingSessionDAO:  JiT A 7E S HUN 23 SE A A7 Th 2 17
AAAE, WERIRA B A B e b A4k
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ESATL oAl

Shiro #2417 SR IAERIE 2, T @ MEIESin 2 O i, Rl g b 418,
TPEREH S, s O T A SR 2 U8 I R IG A 25 18 2 75 L 45 1 218 15 (H2 Qi dE web
WEEh, R A E R H R A FE ST R I, DR e R A e h 2 T i
1, Shiro #t T A 1EIAIE %% SessionV aidationScheduler SRASUIX 1%

FTRLEIE IR ini BCE TS ST E

sessionV alidationSchedul er=org.apache.shiro.session.mgt. ExecutorServiceSessionV alidationSc
heduler

sessionV alidationScheduler.interval = 3600000

sessionV alidationSchedul er.sessionM anager=%sessionM anager

sessionM anager.global SessionTimeout=1800000

sessionM anager.sessionV alidationSchedul erEnabled=true

sessionM anager.sessionV alidationSchedul er=$sessionV alidationSchedul er

sessionValidationScheduler : 2 1 & iF i B #% . sessionManager EK A At & 1
ExecutorServiceSessionV alidationScheduler, HAf 4] JDK (1] ScheduledExecutorService 347 i
U AR 2 s e 1 i

sessionValidationScheduler.interval: ¥ & A TR ARG, A7z, BRIAmE 1 /N
sessionV alidationScheduler.sessonManager: 1 B 2 U5 50 UE 1 5 8 BEA T 2 15 50 UE IS () & 15
i iEH

sessionM anager.global SessionTimeout: 15 &4 Jaj 2 1 EE I I [A],  ERIA 30 404, B 30
it Ua P E SR EASEESuR D

sessionManager.sessionV alidationSchedulerEnabled: & 75 T 3 2 G AE S, BRI TT IS 1
sessionManager.sessionVaidationScheduler : 1% ‘& 2 & 56 UF 4 FE 4% . BRA At 2 1F A
ExecutorServiceSessionV aidationScheduler .

Shiro 32 4L T H Quartz 2 15 50IE 17 £ 4% -

sessionV alidationSchedul er=org.apache.shiro.session.mgt.quartz. QuartzSessionV alidationSched
uler

sessionV alidationSchedul er.sessionV alidationl nterval = 3600000

sessionV alidationSchedul er.sessionM anager=$sessionManager

15 I 75 2N shiro-quartz < -
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<dependency>
<groupld>org.apache.shiro</groupld>
<artifactld>shiro-quartz</artifactld>
<version>1.2.2</version>
</dependency>

wr b2 uh 5 UE R A8 S UL AP 2 B B W M AbstractValidatingSessionManager (1)
validateSessions J5 kA TI0AIE, HE#:1 FH SessionDAO (1) getActiveSessions /575 3KEL AT
ST, WIRSEILAZ, SsgmatEae: A LB BN ;DRI 1 I EAT I E, 4
com.github.zhangkaitao.shiro.chapter10.session.schedul er.MySessionV alidationSchedul er:

1153 ORI TR ISR
String sgl = "select session from sessions limit ?,?";
int start = 0; //{EZ4fid %
int size = 20; /[T K/
List<String> sessionList = jdbcTemplate.queryForList(sql, String.class, start, size);
while(sessionList.size() > 0) {
for(String sessionStr : sessionList) {
try {
Session session = SerializableUtils.deserialize(sessionStr);
Method validateMethod =
ReflectionUtils.findM ethod(A bstractV aidatingSessionM anager .cl ass,
"validate", Session.class, SessionKey.class);
validateM ethod.setA ccessible(true);
ReflectionUtils.invokeM ethod(validateM ethod,
sessionManager, session, new DefaultSessionK ey(session.getld()));
} catch (Exception €) {
/lignore
}
}
start = start + size;
sessionList = jdbcTemplate.queryForList(sqgl, String.class, start, size);
}

HH#40E 19 ExecutorServiceSessionValidationScheduler, 4 FACHS S 56 AIE (A% 0L, Af
PARRYE B CL0 s sk ol B0 UE TR BE 25 8% s ini AHC & AN 2 B R 2RALL.

B SR AE 2 R R SN AN AR B o 0 2, P BLE R A R ini PO AT B
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sessionM anager.deletel nvalidSessions=false

BRUETF IR 1, E4 1 )5 221 SessionDAO [1] delete J7iZMHBR 231 Wisxif I HEA AL
AP0, nT AR e iR A T IR

QT AR SR A TR I I0AE T 216 LUk B, Kb InvalidSessionException;  [A G 75 EEifi $RX
ANSEH R BN I T SR P s et Y, AR E Rk, e LAAE web.xml it E
AFNE PR 152 DT -

<error-page>
<exception-type>org.apache.shiro.session.| nvalidSessi onException</exception-type>
<location>/invalidSession.jsp</location>

</error-page>

sessionFactory

sessionFactory s& GG T) -, WRIEAIN K Subject b 30ME RO 25 16; BRIATRAL
T SimpleSessionFactory H K614 SimpleSession 21 .

Bt H e > Session:

public class OnlineSession extends SimpleSession {
public static enum OnlineStatus {
on_line("{E£E"), hidden("& "), force_logout(" i il iE H™);
private final String info;
private OnlineStatus(String info) {
this.info = info;

}

public String getinfo() {
return info;

}

}
private String userAgent; //F i Wi 2525
private OnlineStatus status = OnlineStatus.on_line; //7EZIR7S
private String systemHost; /] 7 & sk I R4t 1P
1175 g FoAth
}

OnlineSession ] T-ORA7 4 HiT Bk P IIAEZRRAS, SCRFINTES SRS % il o
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P4 H e X SessionFactory:

public class OnlineSessionFactory implements SessionFactory {

@Override
public Session createSession(SessionContext initData) {
OnlineSession session = new OnlineSession();
if (initData != null && initData instanceof WebSessionContext) {
WebSessionContext sessionContext = (WebSessionContext) initData;
HttpServletRequest request = (HttpServletRequest)
sessionContext.getServletRequest();
if (request '=null) {
session.setHost(IpUtils.getl pAddr(request));
session.setUserAgent(request.getHeader ("User-Agent"));
session.setSystemHost(request.getL ocal Addr() + " +
request.getL ocal Port());

}
}

return session;

}

ME 21 LR SCBIEEAT ¥ OnlineSession.

I JoG A shiro-web.ini it & S04 lid &

sessionFactory=org.apache.shiro.session.mgt.OnlineSessi onFactory
sessionM anager.sessionFactory=%sessionFactory

T £ 152 https://github.com/zhangkaitao/es/tree/master/web/src/main/javalorg/apache/shiro
HIAH AR
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Fr—5 AP

Shiro #2141t 7241 Spring ] Cache 1%, Rl Shiro AX & 4528 Cache, {HJE X%} Cache 47
T X Hh%, J7E S AN F 2 Cache 528, % T- Cache ()26 &1 LA %3R4 (Spring
Cache #ili%: /%) : http://jinnianshilongnian.iteye.com/blog/2001040.

Shiro $#LH Cache B

public interface Cache<K, V> {
IR Key SREXZEA7 T HIME
public V get(K key) throws CacheException;
IFEGAT N key-value, IR[FIZEAFH 2 B {E
public V put(K key, V value) throws CacheException;
IR BRGEAT T key SN HIME, 3R % AH
public V remove(K key) throws CacheException;
115 7 HEA AT
public void clear() throws CacheException;
BRI A7 RN
public int size();
13RI AT T 1) key
public Set<K> keys();
BRI AF P AT 1) value
public Collection<V> values();

Shiro $#4L ) CacheManager .

public interface CacheManager {
IFRYE D A7 4 3R> Cache
public <K, V> Cache<K, V> getCache(String name) throws CacheException;

Shiro B4t T CacheManager Aware F§ T A CacheManager

public interface CacheManagerAware {
113 )\ CacheManager
void setCacheM anager(CacheManager cacheM anager);
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Shiro N EBAI NI 411E  (DefaultSecurityManager) 4 E S IAI R (%1% (I Realm) & 75
ST CacheManagerAware Jf: 1 80 AAH M [#) CacheM anager

ATEBER] T 5N E AR .

Realm 2247

Shiro #4it 7 CachingRealm, H:5:#] T CacheManagerAware #5211, $AIL T A7 11— Lo IL R
SEI; 341 AuthenticatingRealm 2 AuthorizingRealm 43 il #2241t T % Authenticationinfo Al
Authorizationlnfo 15 B 2547 -

ini iiE

userRealm=com.github.zhangkaitao.shiro.chapterll.realm.UserRealm
userRealm.credential sMatcher=$credential sM atcher
userRealm.cachingEnabled=true

userReal m.authenticationCachingEnabled=true

userReal m.authenticationCacheName=authenticationCache

userReal m.authorizationCachingEnabl ed=true

userReal m.authorizationCacheName=authorizationCache

securityM anager.realms=$userRealm

cacheM anager=org.apache.shiro.cache.ehcache. EhCacheM anager
cacheM anager.cacheM anagerConfigFile=classpath: shiro-ehcache.xml
securityManager.cacheM anager=$cacheM anager

userRealm.cachingEnabled: i FHZE 17, BRI\ false;
userRealm.authenticationCachingEnabled: i f & i iE 2247, HIZE47 Authenticationinfo {5
KB, BRI false;

userRealm.authenticationCacheName: 2% {7 Authenticationinfo {i5 B [ 2217 4 K ;

userRealm. authorizationCachingEnabled: o FH#ZALZEA7, RIZEAF Authorizationinfo 5 /5, #X
A\ false;

userRealm. authorizationCacheName: 217 Authorizationinfo 155 B 2217 4 FK s
cacheManager: ZE{FE5#igs, MAb# ] EnCacheManager, Bl Ehcache 523, 525 S AN
() Ehcache fi#i, 152 pom.xml;

PGB R &R, #5254 Ehcache 1) CacheManager Ok A1 VM BB
this.manager = new net.sf.ehcache.CacheM anager(getCacheM anagerConfigFilel nputStream());
B
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this.manager = net.sf.ehcache.CacheM anager.create(getCacheM anagerConfigFilel nputStream());

WA B

@Test

public void testClearCachedA uthenticationinfo() {
login(ul.getUsername(), password);
userService.changePassword(ul.getld(), password + "1");

RealmSecurityManager securityManager =

(RealmSecurityManager) SecurityUtils.getSecurityManager();
UserRealm userRealm = (UserRealm) securityM anager.getRealms().iterator().next();
userReal m.clearCachedA uthenticationl nfo(subject().getPrincipal ());

login(ul.getUsername(), password + "1");
}

YOS (NS 224 AN 1 AuthenticationInfo) 5 AR JE1& 381, LN S8R0 5k AF T
5 FEFH Realm 1 clearCachedAuthenticationlnfo 771531 45 2 W 224711
Authenticationinfo; 75 I S Sk N 1A 25 3R EXBIE 2l 65 2 1 (13184 Authenti cationlnfo;

@Test

public void testClearCachedA uthorizationlnfo() {
login(ul.getUsername(), password);
subject().checkRole(rl.getRol&());
userService.correlationRoles(ul.getld(), r2.getld());

RealmSecurityManager securityManager =

(RealmSecurityManager) SecurityUtils.getSecurityManager();
UserRealm userRealm = (UserRealm) securityManager.getRealms().iterator().next();
userReal m.clearCachedA uthorizationl nfo(subject().getPrincipal ());

subject().checkRole(r2.getRol&());
}

M2 Wi ZEA % A8 Realm (1) clearCachedA uthorizationlnfo i 45 2 BT 2247 (1]
Authorizationlnfo;

HAMES clearCache, H: 6] i FH clearCachedA uthenticationlnfo £l
clearCachedAuthorizationinfo, J# 2% Authenticationinfo F1 Authorizationlnfo.
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UserReam it 42t T clearAllCachedAuthorizationinfo. clearAllCachedA uthenticationlnfo.
clearAllCache, HTEZ ¥ 0A7.

TE LTS SR X Ry ST REA R I U IR R, T LA I8 H IR 5T Shiro 2247, AR HEC
THIE W AOP HLHISEIL B A2 Ar; nI IS
https.//github.com/zhangkaitao/es/tree/master/web/src/main/javalcom/si shuok/es/extra/aop

3 AN SR Spring RGN AT LS I H AT Spring 1) Cache il %, AT LI & AT
SpringCacheM anagerWrapper, H. X} Spring Cache #t47 T 2%, #4404 Shiro ) CacheManager
SCH -

https:.//github.com/zhangkaitao/es/bl ob/master/web/src/main/javalorg/apache/shiro/cache/spring/
SpringCacheM anagerWrapper.java

Session ZZ 1y

LA E T SecurityManager 1) CacheManager I, -

securityManager.cacheM anager=$cacheM anager

LA E SessionManager i :

sessionM anager=org.apache.shiro.session.mgt. DefaultSessionM anager
securityM anager.sessionM anager=%sessionM anager

11 securityManager 5231 T SessionsSecurityManager, 4> %5k SessionManager J& 75 52
T CacheManagerAware 432 1, G528l T 234 CacheManager & 45 . ARG
sessionManager £ HIBT A [ sessonDAO  (lngk7& | CachingSessionDAO) & 75580 T
CacheManagerAware, {1l F: 5231 7 438 CacheManager % B 45°E ; 1155 JL 11 MySessonDAO
BT OEAE1) SessionDAO;  HA B S E, WA RN A A EdE .

XJF CachingSessionDAO,  1J Lid ik i1 e & % B O A7 I 24 FR -

sessionDA O=com.github.zhangkaitao.shiro.chapter11.session.dao.MySessionDAO
sessionDA O.activeSessionsCacheName=shiro-activeSessionCache

activeSessionsCacheName BRI il /& shiro-activeSessionCache.
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P+ % 5 Spring £

Shiro 2L E JavaBean/POJO 3 I4LTT, BT LAAES 7 5 i ] Spring HEATZALAHA 2E, W] LA
A AR ini B BT 2 Spring #HATE B, HSCRF JavaSE M H] K Web I 18

TR R, T2 5N shiro-spring & spring-context #&k#t, HAKIEZ% pomxml.
spring-beans.xml fit & SCAHHE AL T FEAl41 4 i DataSource. DAO. Service 411F ML & -

JavaSE v FH

spring-shiro.xml #4718 JavaSE Jh 7 W H ) Spring it & -

<l-- ZAFE g (] Ehcache SLH] -->

<bean id="cacheManager" class="org.apache.shiro.cache.ehcache.EhCacheManager">
<property name="cacheManagerConfigFile" value="classpath:ehcache.xml"/>

</bean>

<l-- FEUEILRCHS -->
<bean id="credentialsMatcher" class="
com.github.zhangkaitao.shiro.chapter12.credentials.RetryLimitHashedCredential sM atcher">
<constructor-arg ref="cacheManager"/>
<property name="hashAlgorithmName" value="md5"/>
<property name="hashlterations" value="2"/>
<property name="storedCredentialsHexEncoded" value="true"/>
</bean>

<!-- Realm s -->
<bean id="userRealm" class="com.github.zhangkaitao.shiro.chapter12.realm.UserRealm">
<property name="userService" ref="userService'/>
<property name="credentialsMatcher" ref="credentialsMatcher"/>
<property name="cachingEnabled" value="true"/>
<property name="authenticationCachingEnabled" value="true"/>
<property name="authenticationCacheName" value="authenticationCache"/>
<property name="authorizationCachingEnabled" value="true"/>
<property name="authorizationCacheName" value="authorizationCache"/>
</bean>

107



http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

<l-- 21 1D LR >
<bean id="sessionldGenerator"
class="org.apache.shiro.session.mgt.eis.JavalJuidSessionl dGenerator"/>
<l-- 2xifi DAO -->
<bean id="sessionDAQO"
class="org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO">
<property name="activeSessionsCacheName" value="shiro-activeSessionCache"/>
<property name="sessionldGenerator" ref="sessionldGenerator"/>
</bean>
<l STERAEMES >
<bean id="sessionV alidationSchedul er"
class="org.apache.shiro.session.mgt.quartz.QuartzSessionV alidationSchedul er>
<property name="sessionV aidationlnterval" value="1800000"/>
<property name="sessionManager" ref="sessionManager"/>
</bean>
<l TRERGE >
<bean id="sessionManager" class="org.apache.shiro.session.mgt.DefaultSessionM anager">
<property name="global SessionTimeout" value="1800000"/>
<property name="deletelnvalidSessions" value="true"/>
<property name="sessionV alidationSchedulerEnabled" value="true"/>
<property name="sessionV alidationScheduler" ref="sessionV alidationScheduler"/>
<property name="sessionDAQ" ref="sessionDAQ"/>
</bean>
<l-- ZREME >
<bean id="securityManager" class="org.apache.shiro.mgt.DefaultSecurityManager">
<property name="realms"'>
<list><ref bean="userRealm"/></list>
</property>
<property name="sessionManager" ref="sessionManager"/>
<property name="cacheManager" ref="cacheManager"/>
</bean>
<l-- 4T H SecurityUtils.setSecurityM anager(securityM anager) -->
<bean class="org.springframework.beans.factory.config.MethodI nvokingFactoryBean">
<property name="staticMethod"
value="org.apache.shiro.SecurityUtil s.setSecurityManager"/>
<property name="arguments" ref="securityManager"/>
</bean>
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<!-- Shiro A iy Al AL P 2% -->
<bean id="lifecycleBeanPostProcessor"
class="org.apache.shiro.spring.LifecycleBeanPostProcessor"/>

ATCLE Y, /I ini Ao R AR ) spring xml PR E 7 RIRT, TG0 2 fRRE
LifecycleBeanPostProcessor FT-7E5EHL T Initializable #2111 Shiro bean #14A 44 18 H
Initializable ¥ 1 [AI3, 7520 T Destroyable 4 [111#) Shiro bean #55¢iffH] Destroyable £
Al . a1 UserRealm i SZBL T Initializable, 1fif DefaultSecurityManager 523 T Destroyable.
AARF AR EANTRGR AR R

MR 132 2% com.github.zhangkaitao.shiro.chapter12.ShiroTest.
Web 1 H

Web A1 JavaSE W () F- S8 M0 B2 IR, A 3R A SRR LS, PRAifc
‘1 L& 2% spring-shiro-web.xml .

<I-- 21f Cookie #itR -->

<bean id="sessionldCooki€" class="org.apache.shiro.web.servlet.SimpleCookie">
<constructor-arg value="sid"/>
<property name="httpOnly" value="true"/>
<property name="maxAge" value="180000"/>

</bean>

<l-- TERGE >

<bean id="sessionM anager"

class="org.apache.shiro.web.session.mgt.DefaultWebSess onM anager" >

<property name="global SessionTimeout" value="1800000"/>
<property name="deletelnvalidSessions" value="true"/>
<property name="sessionV alidationSchedulerEnabled" value="true"/>
<property name="sessionV alidationScheduler" ref="sessionV alidationScheduler"/>
<property name="sessionDAQ" ref="sessionDAQ"/>
<property name="sessionldCookieEnabled" value="true"/>
<property name="sessionldCookie" ref="sessionldCookie"/>

</bean>

<l-- ZEEME >

<bean id="securityManager" class="org.apache.shiro.web.mgt.DefaultWebSecurityManager">
<property name="realm" ref="userRealm"/>
<property name="sessionManager" ref="sessionManager"/>
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<property name="cacheManager" ref="cacheManager"/>
</bean>

1. sessionldCookie & HT-4-r” Session ID Cookie [F= A ;
2. SUEEAAE T web M5 DefaultWebSessionManager;
3. AL T web M5 (1) DefaultWebSecurityM anager .

<l-- BT Form L H SR I UE IR >
<bean id="formA uthenticationFilter"
class="org.apache.shiro.web.filter.authc.FormA uthenticationFilter">
<property name="usernameParam" value="username"/>
<property name="passwordParam" value="password"/>
<property name="loginUrl" value="/login.jsp"/>
</bean>
<l-- Shiro ] Web i g% -->
<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityM anager"/>
<property name="loginUrl" value="/login.jsp"/>
<property name="unauthorizedUr!" value="/unauthorized.jsp"/>
<property name="filters">
<util:map>
<entry key="authc" value-ref="formAuthenticationFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions'>
<value>
/index.jsp = anon
/unauthorized.jsp = anon
/login.jsp = authc
/logout = logout
[** = user
</value>
</property>
</bean>

1. formAuthenticationFilter JjJtT Form 2% F i S I g2, AL rT DLFRAS In E 2
Filter bean & X ;
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2. shiroFilter: IAbffi ] ShiroFilterFactoryBean K617 ShiroFilter il yE%s; filters J& ¥ H T
JESCH ARt g, B ini B E T [filters] 43 filterChainDefinitions H 75 B url Al filter
PCE, B ini BCE T urls]35)

B e webxml AT W R R

<context-param>
<param-name>contextConfigL ocation</param-name>
<param-value>
classpath:spring-beans.xml,
classpath:spring-shiro-web.xml
</param-value>
</context-param>
<listener>
<listener-class>
org.springframework.web.context.ContextL oaderListener
</listener-class>
</listener>

i ik ContextLoaderListener % contextConfiglocation $i %€ 1) Spring Fit & ST

<filter>
<filter-name>shiroFilter</filter-name>
<filter-class>org.springframework.web.filter.Del egatingFilterProxy</filter-class>
<init-param>
<param-name>targetFilterL ifecycle</param-name>
<param-value>true</param-value>
</init-param>
<ffilter>
<filter-mapping>
<filter-name>shiroFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

DelegatingFilterProxy 2= 2/ %] Spring 74k 1 £ #8447 4 shiroFilter [¥] bean JF4T filter ik
2 LB

oAb G E S 2 YA .
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Shiro ARV A

Shiro &4 T AN R TRCBR P, a0 SRAT X Sey3: it 5 24 F AOP (¥ D) ek idEAT
W, 1 Spring AOP;  Shiro #2241t T Spring AOP 2 % 1B PR3- 18 1) i BT A8 AE

H TR, HANER] T Spring MVC il Shiro {EA#, 48R Shiro WAL AT LLEE web
IREEAEF, (EASTI1) JavaSE & nT LR K, BbAh B2 DL web K61 T

£t spring-mve.xml Ft & SCAF5 0 Shiro Spring AOP BB = i 1) 3¢ 5

<aop:config proxy-target-class="true"></aop:config>
<bean class="
org.apache.shiro.spring.security.interceptor.AuthorizationAttributeSourceAdvisor'>
<property name="securityManager" ref="securityManager"/>
</bean>

an ERCE H T FF )5 Shiro Spring AOP AR i i ¥ S HF s <aop:config proxy-target-class="true">
F N ABLIER

P35 T LAZE AN 323351 28 (AnnotationController)  H 48 H 4 75 =Uab ATy fi

@RequiresRoles("admin™)
@RequestM apping("/hell02")
public String hello2() {

return "success’;

}

Vilr) hello2 J5 A MR 2 i - A7 admin .

IR I, 25l Unauthori zedException 54 , LI 7] LU FH Spring (1) ExceptionHandler
( DefaultExceptionHandler) KiEAT 3 A B .

@ExceptionHandl er({ UnauthorizedException.class} )
@ResponseStatus(HttpStatus. UNAUTHORIZED)
public  ModelAndView  processUnauthenticatedException(NativeWebRequest  request,
UnauthorizedException €) {
ModelAndView mv = new ModelAndView();
mv.addObject("exception”, €);
mv.setViewName("unauthorized");
return mv;
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b B4R R Struts2, T i B ( Shiro+Struts2+Spring3 il I @RequiresPermissions  J&
@Autowired ) ] i .
http://jinnianshilongnian.iteye.com/blog/1850425

BRI

@RequiresAuthentication

R Subject LA login AT T S 45l Bl Subject. isAuthenticated()ik 1] true.

@RequiresUser

7R M Subject 28 3 Ik sl Tl Rl A TR SR

@RequiresGuest

o 2T Subject EAT S IR UE BGE I R E S, BRI S A

@RequiresRoles(value={ “admin”, “user”’}, logical= Logical. AND)

R T Subject 7 E A (4 admin 1 user.

@RequiresPermissions (value={ “user:a’, “user:b”}, logical= Logical .OR)

7R 21T Subject 7 ZEAPR user:a 58 user:b.
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i+ =% RememberMe

Shiro 2t Tid {3k (RememberMe) [JThfE, ELiriy [ Wik 52 45— P s, 5S04 7 3 5
8 N IR IS R BT ARE WE, R U7 I JCRE RS R U i), JEARRFE LR

1. EOGAEESR T E T RememberMe 4R 5 B ok il Th; i LRl s gs &5k, — o
RememberMe ] Cookie 5 | % J7 it AR A7 K

2. RPN EAS FEHFTIF: 2RI A8 2 il AR 1 5

3. Vil — MBI TR 55w it I A AT AR e o, FLBEIE 3 Vi )5

4, (HELLIFRATY MR, R A S AT R aI AT A, B I R R E AT S
PIUIER,  CAER 0 F iR SR

RememberMe Fic &

spring-shiro-web.xml Bt & :

<I-- 2% Cookie fiiti -->

<bean id="sessionldCooki€" class="org.apache.shiro.web.servlet.SimpleCookie">
<constructor-arg value="sid"/>
<property name="httpOnly" value="true"/>
<property name="maxAge" value="-1"/>

</bean>

<bean id="rememberMeCookie" class="org.apache.shiro.web.servlet.SimpleCookie">
<constructor-arg value="rememberMe"/>
<property name="httpOnly" value="true"/>
<property name="maxAge" value="2592000"/><!-- 30 K -->

</bean>

sessionldCookie: maxAge=-1 K7 Y S I R 2t Cookies
rememberMeCookie: R[licf: 3k [ Cookie, PRAFHSK 30 K;

<!-- rememberMe & Bl 4% -->
<bean id="rememberMeManager"
class="org.apache.shiro.web.mgt.CookieRememberM eM anager">
<property name="cipherKey" value="
#{ T(org.apache.shiro.codec.Base64).decode('4A vV hmFLUSOK TA3K prsdag=="}"/>
<property name="cookie" ref="rememberMeCookie"/>
</hean>
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rememberMe 4%, cipherKey J& /i1 rememberMe Cookie [1)%5H; BRIk AES 5732:;

<l LA >

<bean id="securityManager" class="org.apache.shiro.web.mgt.DefaultWebSecurityManager">
<property name="rememberMeManager" ref="rememberMeManager"/>

</bean>

W securityManager ¢4 #L 4% 1) rememberM eManager';

<bean id="formA uthenticationFilter"
class="org.apache.shiro.web filter.authc.FormAuthenticationFilter">
<property name="rememberMeParam” value="rememberMe"/>
</bean>

rememberMeParam, B[l rememberMe i5:KS¥ 4, 15KS% & boolean LMY, true K/x
rememberMe,

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="filterChainDefinitions">
<value>
/login.jsp = authc
/logout = logout
/authenticated.jsp = authc
[** = user
</value>
</property>
</bean>

“ lauthenticated.jsp = authc ” 3 7 15 1] 1% Hi bk I & 0 200 & 4y 56 i 3l i ( Subject.
isAuthenticated()==true) ; i “/** = user” F NV ) ZH bk 1K H P & B 3 50 UF i 5l
RememberMe & sk [ #S 7] LA

3
1. Vil http:/localhost:8080/chapterdd/, 2Bk 2 &k T, B MG oW E ik &
rememberMe Cookie;
2. KPINYEEE, UE251E cookie ¥ A4
3. ARJE EHTHT T B 2% U7 ) http://local host:8080/chapterd3/, 432 Al L 1) [
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4, RIS A http:/localhost:8080/chapter13/authenticated.jsp, 2 k% 31 & 5% 1T i 2535 i3k
T S KAILE

W Z H A% RememeberMe, 7 B4 17E 5 5% 2 FTIX #1614 Token: UsernamePasswordToken(H]
%, E, RTeEIK), W

Subject subject = SecurityUtils.getSubject();

UsernamePasswordToken token = new UsernamePasswordT oken(username, password);
token.setRememberMe(true);

subject.login(token);

subject.isAuthenticated() %7 F P AT T SR SR UE B 5% 1), B4 Subject.login 34T T 8 5%;
subject.isRemembered(): KoM PR I0 G M), BT REHFAS R ITIEM /R CanfR
(0 A0 A A AR B H i, BRI cookie #% G HR D AEV G HLBE ik, B
subject.isAuthenticated()==true, | subject.isRemembered()==false; 2 —+f.

TN T IR, O -

Vi — ML, AN AR, FRAMEH user FEERASHI TS, user #2kas LB &
% (isRemembered()==true or isAuthenticated()==true)ix B} n] iJjj 1] ik 2y 5

ViR BRMIL, Qi i, AT R, FRAMEA authe £2EkAFRI AT, authe 48k #5 2
ST 75 &l Subject.login (isAuthenticated()==true) &M, WIEREAWAT, 750
SR 306 5% UL I MY AR BB B ok

M1t RememberMe fi HIRE R, i ZEHC A AN L2 A AR R SIS BLAR R U DI e, F RS T #2800
A REMLANBEWT AL IR K T o
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FPyE SSL

XfF SSL A4, Shiro HEHIW YR url &5 5 SSL &k, W E AEhEE M F https
HEAT VT

BHRERBFEIET, ARIEF 2] D:\localhost keystore

fie Al JDK K keytool v &, EKIEH (QWEHEAEB/ 2P 9D 2
D:\ | ocal host . keyst ore:

keyt ool -genkey -keystore "D:\local host. keystore" -alias |ocal host -keyal g RSA

NP2

FRHABT I 2
BA T EE R A
[ Unknown] : | ocal host

I HR AL IR RAT A2
[ Unknown] :  si shuok. com
BINHR LT IRRAT 42
[ Unknown] :  si shuok. com
TS PTHER T BRI A FR AT 42
[ Unknown] :  beijing
BITERAR i B AR A7
[ Unknown] :  beijing
ZIPAL IR REE K I ARTD AT 42
[ Unknown] :  c¢cn
CN=l ocal host, OU=si shuok.com O=sishuok.com L=beijing, ST=beijing, C=cn Z&%&IEM

?
[?:l:] Ly
N\ <l ocal host > IIBEHIIT4
(AN BB R OV AHIR, 201 7E)
FLUCHI AT 14

bt PR, AERGIE153] D:\ localhost.keystore;

RIEHE tomecat T ) server . xml
HALE ] T apache-tomeat-7.0.40 il A, 17T conf/server.xml, #£3]:
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<I--

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

-—->

BN

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="D:\localhost.keystore" keystorePass="123456"/>

keystorePass it /& 4= i keystore i 152 & 41

0 SSL BIECE S (spring-shiro-web.xml)
AR T A =R AR

<bean id="sd Filter" class="org.apache.shiro.web.filter.authz.Sd Filter">
<property name="port" value="8443"/>
</bean>
<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="filters">
<util:map>
<entry key="authc" value-ref="formAuthenticationFilter"/>
<entry key="sd" value-ref="sdFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions"'>
<vaue>
/login.jsp = sd,authc
/logout = logout
fauthenticated.jsp = authc
[** = user
</vaue>
</property>
</bean>

SolFilter BRildii 15 443, ILAMMEH T 8443; “/loginjsp = ssl,authc” 37~ [ s UL [ I
B L SSL.
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Pk

)5l shiro-example-chapter14 1% war {4 (mvn:package) , Jit# tomcat ) webapps ',
B3 R 4 % M ik, W U7 i localhost:9080/chapter14/ , 4 H Zh Bk &
https:.//localhost:8443/chapter14/login.jsp.

W RAG ] Maven Jetty dfifF, n] DLELA 0 N i PHC & -

<plugin>
<groupld>org.mortbay.jetty</groupld>
<artifactld>jetty-maven-plugin</artifactid>
<version>8.1.8.v20121106</version>
<configuration>
<webAppConfig>
<contextPath>/${ project.build.finalName} </contextPath>
</webAppConfig>
<connectors>
<connector implementation="org.eclipse.jetty.server.nio.SelectChannel Connector" >
<port>8080</port>
</connector>
<connector implementation="org.eclipse.jetty.server.sd.Ssl SocketConnector">
<port>8443</port>
<keystore>¥{ project.basedir} /localhost.keystore</keystore>
<password>123456</password>
<keyPassword>123456</keyPassword>
</connector>
</connectors>
</configuration>
</plugin>
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FHThwE HREK

Shiro 1.2 JF iR T Jasig CAS HL UG R I3 HF, FAUER B EH T 2 RGER, WEZ A
R, P HAFER A RS 288 xR RITAT U7 [ X LS R g8 AT, %
W Fe o WALBAME Jasig CAS v4.0.0-RC3 fit 4 :
https://github.com/Jasig/cas/tree/v4.0.0-RC3

Jasig CAS 1 jUE K RGL o0 M IRSS f i A2 P o, 9% ds b (B B0 08 53¢, 2% i (F
ARG Rk B IRSS A AT S K IR, KA T

1 VI 2% 7 it s 25 SR U hitp://local host: 9080/ client/, I 23 Bk 21 B 8 S i 45 2%
https.//localhost:8443/ server/login?service=https.//localhost:9443/ client/cas;

2. QRGN B UG SRS A A G ok BT, 2 W B AR T, A P A4 A i
1763

3. 0 F kY OE Mk S HBowm o MO R P WA N R M hk
https://localhost:9443/client/cas?ticket=ST-1-eh2cl 092F9syvoM sSDOg-cas01.example.org, H. 77

%4/]\ ticket;
4, el ticket FEATLE RSS2 K IGAL ticket JE AT & WURAT RIS Sk 3R v P
SRR

5. % n] DLFFAR B IX AN F - S SR 10 RS 7 A EUBURAS B
AT TR R SSLY —HEIEL e+,
% 55 715 i
TAE ] T Jasig CAS R4 %% vA.0.0-RC3 Jii A, ] LLF|H B 7 /) github F# -

https://github.com/Jasig/cas/tree/v4.0.0-RC3 T3k, #XJ5 K1 casserver-webapp #iHedsf 2 5|
shiro-example-chapter15-server fibierf, HAKIE S % JEIL

1. BeAub BT A R -FPU&E SSL) —FERIEFiE+, BK: localhost.keystore #% D1 %
shiro-example-chapter15-server #HAR H % K,
2. 7F pom.xml Hs N Jetty Maven 4, JER 0 SSL S HF
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<plugin>
<groupld>org.mortbay.jetty</groupld>
<artifactld>jetty-maven-plugin</artifactld>
<version>8.1.8.v20121106</version>
<configuration>
<webAppConfig>
<contextPath>/${ project.build.finalName} </contextPath>
</webAppConfig>
<connectors>
<connector implementation="org.eclipse.jetty.server.nio.SelectChannel Connector" >
<port>8080</port>
</connector>
<connector implementation="org.eclipse.jetty.server.sd.Ss SocketConnector">
<port>8443</port>
<keystore>${ project.basedir} /local host.keystore</keystore>
<password>123456</password>
<keyPassword>123456</keyPassword>
</connector>
</connectors>
</configuration>
</plugin>

3 . B %  src/main/webapp/WEB-INF/deployerConfigContextxml  ,  #k %
primaryAuthenticationHandler, SR in-— MK F :

<entry key="zhang" value="123"/>

FARSZRFn IDBC &y, W LLE CUER]: BARE S5 30,

4. mvn jetty:run Ji5 2 IS5 il R A
5 i) https://local host:8443/chapter15-server/login 4 4f H i R 8 5% v if -
JMSIG

Central Authentication Service {CAS)

P eraiy sedetn s plaana 0 g oo aal ozt cne sl hrvvern g =ia Lok Atodeenng
nbec cnn e sm s asdlnsaeses

Lanpuspe=:
P Pl e Teod Toesen . Hewerasl- | fvrrssa 7 aian M
AT ieeH A AT eI T epAtaek T i e thvanan D elalae

oty oo DL Torazit sy
Sazzwad:
Wa o elere werit e maine ul el
Lansl™ HE
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BN P A2 1505, I zhang/123, K o B S T I -

JISIC

Central Auchenticatian Service [CAS)

Lo L Successhul
o s oeeeshn v ledses rat e Lone i ALhereaT T ATy

e pod acs e skoe 5o sesudby rzazars zlzass Loy Oobasd Exit yous wezh Broeczor,

e 55 st o 14 ] PG B SE IR T

%

1. E5EA localhost.keystore F HICFIE T (A8 £ D:\localhost.cer

keytool -export -alias localhost -file D:\localhost.cer -keystore D:\localhost.keystore

2. KN CASclient 752 A% HZAE BHHTRAE, T 28E P S AR DK .

cd D:\jdk1.7.0_21\jre\lib\security
keytool -import -alias localhost -file D:\localhost.cer -noprompt -trustcacerts -storetype jks
-keystore cacerts -storepass 123456

WK, W LG security H 3% F 11 cacerts il ;
3. RS ds i Y Jetty Maven #{F(AC & J7 XELE Jetty #4F;
4. {1t shiro-example-chapter15-client Bt A shiro-cas fl#ft, HAKIEZ% 1L pomxml;

public class MyCasRealm extends CasRealm {

private UserService userService;

public void setUserService(UserService userService) {
this.userService = userService;

}

@0Override

protected Authorizationlnfo doGetA uthorizationlnfo(Principal Collection principals) {
String username = (String)principal s.getPrimaryPrincipal ();
SimpleAuthorizationlnfo authorizationlnfo = new SimpleA uthorizationlnfo();
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authorizationlnfo.setRol es(user Service.findRoles(username));
authorizationl nfo.setStringPermi ssions(user Service.findPermissions(username));
return authorizationlnfo;

}

CasRealm #fli CAS Mk 55 i 5 i [11 (K FH ™ B4 40 SR EBURH I 14 £y o/ B PR I

6. spring-shiro-web.xml fic & :

<bean id="casRealm" class="com.github.zhangkaitao.shiro.chapter13.realm.MyCasRealm">
<property name="userService" ref="userService'/>
<property name="casServerUrlPrefix" value="https.//local host:8443/chapter14-server"/>
<property name="casService" value="https.//localhost:9443/chapter14-client/cas'/>
</bean>

casServerUrlPrefix: & CAS Server Il 45 e ufi il
casService: & 24Hi W CAS RS URL, BTt I A0 3 % 55 i o i 1) Ticket Fr);

U SR A CBBR AR B IR 55 A i I 3, AT AT DL E G H] CasRedlm:

<bean id="casRealm" class="org.apache.shiro.cas.CasReam">

<property name="defaultRoles" value="admin,user"/>

<property name="defaultPermissions' value="user:create,user:update"/>

<property name="roleAttributeNames" value="roles"/>

<property name="permissionAttributeNames' value="permissions'/>

<property name="casServerUrlPrefix" value="https.//local host:8443/chapter14-server"/>

<property name="casService" value="https.//localhost:9443/chapter14-client/cas'/>
</bean>

defaultRoles/ defaultPermissions: BRI INZG T AT CAS & st H I A (AR BR A5 8L
roleAttributeNames/ permissionAttributeNames: i (2 & PE/AUBR J& PE A4 FR,  an SR H - 1 # a/
BUBRAE B MRS wmiR [ CRIGR RN CAS Principal "B T Principal Z AM&A5 in—8%
Attributes) , LI A LU roleAttributeNames/ permissionAttributeNames 75 %1 Attributes 1
(1A R BR £ s 1 B AT &) CASSRIUH P 25 .

<bean id="casFilter" class="org.apache.shiro.cas.CasFilter">
<property name="failureUrl" value="/casFailure.,jsp"/>
</bean>
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CasFilter 251 T FormAuthenticationFilter, JUANI HIGIF IR 45 255w 3% [7] Y] CAS Service
Ticket,

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl"
value="https.//localhost:8443/chapter14-server/login?service=https.//local host: 9443/chapter14-c
lient/cas'/>
<property name="successUrl" value="/"/>
<property name="filters">
<util:map>
<entry key="cas"' value-ref="casFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions"'>
<vaue>
[casFailure.jsp = anon
/cas = cas
/logout = logout
[** = user
</vaue>
</property>
</bean>

loginUrl: https://localhost:8443/chapter15-server/login 3 7 Ik 45 i ity 25 s Mkt , 8 % i3 e ik
# 3|?2service ZE0 T (1 ML JEAT 2 7 v BOAIE S 6 5% 5
“Jcas=cas” : Hll/cas il IR 2% s s [ Rk, 8] CasFilter 3RHX Ticket HHT 5 5% .

7. MK, F A\ http://local host:9080/chapter15-client Mtk E4T B ], A] LLE ] 41 Chrome
FHIX debug WL 2415 K 111324k

MABEBILUN W, BORIE PSR RE N, WS ER A, MR T, A
RESEISAT MY H K IDK AN 22307 UE 15 1 IDK AN [R] N3 Y
Caused by: sun.security.validator.ValidatorException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuil derException: unable to find valid certification
path to requested target

at sun.security.validator.PKIXValidator.doBuild(PKIXValidator.java: 385)

at sun.security.validator.PK1 XV alidator.engineV alidate(PK | XV alidator.java: 292)

at sun.security.validator.Validator.validate(V alidator.java: 260)

at sun.security.ssl.X509T rustM anagerl mpl.validate(X 509T rustM anagerl mpl.java: 326)
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at sun.security.ssl.X509TrustM anagerImpl.check Trusted(X 509T rustM anagerlmpl.java:231)
at
sun.security.ssl.X509TrustM anagerlmpl.check ServerTrusted(X 509T rustM anagerlmpl.java: 126)
at sun.security.ssl.ClientHandshaker.serverCertificate(ClientHandshaker.java: 1323)
... 67 more
Caused by: sun.security.provider.certpath. SunCertPathBuil derException: unable to find valid
certification path to requested target
at
sun.security.provider.certpath.SunCertPathB uil der.engineBuild(SunCertPathBuil der.java: 196)
at java.security.cert.CertPathBuilder.build(CertPathBuil der.java: 268)
at sun.security.validator.PK1XValidator.doBuild(PKIXValidator.java: 380)
... 13 more
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FoNE LR SE
BB SE A  R

DT
* *
M4 *
* *
e TEUR
AN
* *
*
*
mpLkoal |
fa] B R - 4
H1J™ (sys_user)
2 FR e K Eit
id bigint iy FH
username varchar 100 P4
password varchar 100 B
salt varchar 50 ]
role ids varchar 100 Mtk
locked bool K e e
202 M 144 (sys_organization)
kL K K ik
id bigint iy FHE
name varchar 100 AIEINAES
priority int R
parent_id bigint i
parent_ids varchar 100 S EYIES
available bool A
Pt (sys_resource)
4T i) K ik
id bigint i LR
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name varchar 100 PHIE AR
type varchar 50 BRUREN,
priority int BRI
parent id bigint A G
parent_ids varchar 100 S EYIES
permission varchar 100 B 745
available bool A
it (sys _role)

SR R K ik

id bigint it L
role varchar 100 AR
description varchar 100 gk
resource ids varchar 100 i A
available bool 1A H

BIR: RonRpons. UM oc 5 SRR ITEAR R SRR, DO & &4
DU ATHEATIRAE . QB 120, MBRZHEL; AT type SkRIX 43702288 (il menu &R
SEHL, button ARFRIZHD 5 priority £ TR MHET, WSERERNT; permission FRAE;
WH P HAE user* s WAt AU B G, FPAa T user AR ik o
By Ad ] user:create, Mgt B AR BLGE P G, P sl T user:create £
BT s available £7xZH AR rTH, WISERWIRIA BN,

At role LM EOARRAT, Wadmin, T & FIWEH: description £os M Aadifiik,
B G, F T AT s gy FH P resource ids K s iz A (A IR AIZE, BIZ A
EIEMBIRSIER (Bt , B ERIRAR B 5A: avalable e H.
AN name L RALHMILIR, priority ZALHMHET, B ERIY; avalable
FoRMALWI AR T .

FF: username FsH ' 44 password R salt Ron N %K £R: role_ids s H
FIE WM G, w] DO ORI R R 745 R 41135 locked 7~ H A 2T BUE o

SRAL I BEIR . SR A B A A -

id name parent_id parent_ids
1 BT 0 o/

2 L Z- 7322 7] 1 oy

3 b [ AN 1 oy

4 LA 2 o2

parent_id KRG,
HRR T RS Sl O,

parent_ids FK RTINS W O/U2IF R A G2 20 1. 0; 1
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N TR, WA, - R E SR (R role ids, itk
resource_ids) HLSERLIT], WAV ZRMCRE, WESHIA admin AEFHE, &#
VO ORIER, RNB BB T o fEAEER RN W role ids=1,2,3,; £ WS

53K

AL LD AT DL, B A DS AR ST IX e, dLrp i L 14127
HUR A ST IX L B 15 53400 P dlal DSt A BOA 4L, angls, A
B PEF ) HAT ER M RUR .

A JLRURIE S %I (JavaBE T B TF & JEITF28) : http://github.com/zhangkaitao/es.

RIBFE SQL

HAKWE %

sql/ shiro-schemasql (K 45#))
sql/ shiro-datasql  (WJHAEEED

BN P 21405 5 admin/123456.

Sk
H A& %% com.github.zhangkaitao.shiro.chapter16.entity 10, F (S24k, AR ASIZE T .

DAO
A AR 2 % com.github.zhangkaitao.shiro.chapter16.dao 11 K ) DAO $22 11 & 5231

Service
HAKi%2 2% com.github.zhangkaitao.shiro.chapter16.service {4 [¥) Service $2 1 M 528, LAF
T HA CRUD Z ARSI

public interface ResourceService {
Set<String> findPermissions(Set<Long> resourcelds); /5 2] 7 J5 5 W AR 7475 5
List<Resource> findMenus(Set<String> permissions); /AR #ix F ' BLPR #4421 =% .

public interface RoleService {
Set<String> findRoles(Long... rolelds); //HR45 £ (4.4 5 15 31 1 (0 bR IR 7T 41 %
Set<String> findPermissions(Long[] rolelds); /R ¥ £ .45 15 BB PR 745 5 51 %
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public interface UserService {
public void changePassword(Long userld, String newPassword); /15 B 2 45
public User findByUsername(String username); /M4 /- 4 £ 4k 1
public Set<String> findRoles(String username);// 4 F* 4 7 $k H A €6
public Set<String> findPermissions(String username);// A2 45 1 7 44 & #8 H AR

}

Service SKHLIH S AP,  ILAMANSIZE T .

User Realm SEZHR,

public class UserRealm extends AuthorizingRealm {
@A utowired private UserService userService;
protected Authorizationinfo doGetA uthorizationlnfo(Principal Collection principals) {
String username = (String)principal s.getPrimaryPrincipal ();
SimpleA uthorizationlnfo authorizationinfo = new SimpleAuthorizationlnfo();
authorizationlnfo.setRol es(user Service.findRoles(username));
authorizationlnfo.setStringPermissions(user Service.findPermissions(username));
System.out. println(userService.findPermissions(username));
return authorizationinfo;
}
protected Authenticationinfo doGetA uthenticationlnfo(A uthenticationToken token) throws
AuthenticationException {
String username = (String)token.getPrincipal ();
User user = userService.findByUsername(username);
if(user == null) {
throw new UnknownA ccountException(); /7% $k 2k 5
}
if (Boolean. TRUE.equal s(user.getL ocked())) {
throw new LockedA ccountException(); /K54 12
}
return new SimpleA uthenticationlnfo(
user.getUsername(), /1] )" 4
user.getPassword(), /4% it
ByteSource.Util.bytes(user.getCredential sSalt()),//salt=username+salt
getName() //realm name
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JEAL ) UserReam Al (25753 Realm MAHRXT %) T UserRealm 28481, 1 i UserService
SR 5 S A (B RAE L.

Web E 428

@Controller
public class IndexController {
@A utowired
private ResourceService resourceService;
@A utowired
private UserService userService;
@RequestMapping(*/*)
public String index(@CurrentUser User loginUser, Model model) {
Set<String> permissions = userService.findPermissions(loginUser.getUsername());
List<Resource> menus = resourceService.findM enus(permissions);
model .addAttribute("menus’, menus);
return "index";

}

IndexController H 2 i) 2% FALERT &5 S HE R, 1S AN jsp UL ;

@Controller
public class LoginController {
@RequestM apping(value = "/login")
public String showL oginForm(HttpServlietRequest req, Model model) {
String exceptionClassName = (String)req.getAttribute(* shiroLoginFailure”);
String error = null;
if(UnknownA ccountException.class.getName().equal s(exceptionClassName)) {
error =" JIj 1 A4 LR AR
} elseif(IncorrectCredential sException.class.getName().equal s(exceptionClassName))

{
error = "J{] J7 A4 LR IR
} elseif(exceptionClassName != null) {
error = "J A 1%: " + exceptionClassName;
}
model .addAttribute("error", error);
return "login®;
}
}

130


http://jinnianshilongnian.iteye.com/

3 4% % Shiro——http://jinnianshilongnian.iteye.com/

LoginController H]-F- s s i, Fr shiro authc AT E 5%, B RMUAE
SRR A7 H] shiroLoginFailure J& LA, 7EiZ 328 TP 3R BUG R B~ A N AT R B

@RequiresPermissions("resource:view™)

@RequestM apping(method = RequestM ethod.GET)

public String list(Model model) {
model .addAttribute("resourceList", resourceService.findAll());
return "resource/list";

}

FEFE A% 7% EAE ] @RequiresPermissions 45 5 7 B2 AR B, HABAIAGZEIRAUL, 152
Y o

Web FEHr4E
com.github.zhangkaitao.shiro.chapter16.web.taglib.Functions $2it 7 p& bR 92, A M4 2w
S W NI ISP AR, e SUBHE sre/main/webappl/tld/izhang-functions.tid.

Web B b H2%

@ControllerAdvice
public class DefaultExceptionHandler {
@ExceptionHandl er({ UnauthorizedException.class})
@ResponseStatus(HttpStatus. UNAUTHORIZED)
public ModelAndView processUnauthenticatedException(NativeWebRequest  request,
UnauthorizedException €) {
ModelAndView mv = new Mode AndView();
mv.addObject("exception”, €);
mv.setViewName("unauthorized");
return mv;

}

W Rl Y UnauthorizedException, #4415 5 AL B AR R OR Won A AU RS B

Spring Bt B——spring-config.xml
5 LT context:component-scan SRFIHER web JZHI411F. dataSource (B  FHA5EHE
A RSN BAES IR .

Spring Bt &E——spring-config-cache.xml
5E X T spring ] cache, {f/] encache S ELAALE S % B IS .
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Spring AL & spring-config-shiro.xml
FE LT shiro A5

<bean id="userRealm" class="com.github.zhangkaitao.shiro.chapter16.realm.UserRealm">
<property name="credentialsMatcher" ref="credentialsMatcher"/>
<property name="cachingEnabled" value="false"/>

</bean>

userRealm 4114545 T cache, WJLIZ%
https://qithub.com/zhangkai tao/es/tree/master/web/src/main/javalcom/sishuok/es/extralaop SZH1
H CU¥ cache VT A5 M) F5 EEAEAS con B2 5/ £ (5545 R s B P 5247

<bean id="sysUserFilter"
class="com.github.zhangkaitao.shiro.chapter16.web.shiro.filter.SysUserFilter"/>

sysUserFilter T T M4k 24 R & 53¢ 11 )7 5 43 3K User 5 BN request; 2R J it 7] BAIE i request
FRHL Usero

<property name="filterChainDefinitions'>
<value>
/login = authc
/logout = logout
fauthenticated = authc
[** = user,sysUser
</value>
</property>

1 L & shiroFilter (1] filterChainDefinitions & X .

SpringMVC BL &
& T spring mve A4

spring-mve.xml

<mvc:annotation-driven>
<mvc:.argument-resolvers>
<bean class="com.github.zhangkaitao.shiro.chapter16
.web.bind.method.CurrentUserM ethodArgumentResol ver"/>
</mvc.argument-resolvers>
</mvc:annotation-driven>

UEALVEM T —~@CurrentUser Z 5 it b1 %% . W12 A1) IndexController, M request 355X shiro
sysUser £ N IR 118 5% User %15,
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SpringMVC B &
& ST spring mve AH O A

spring-mvc-shiro.xml

<aop:config proxy-target-class="true"></aop:config>
<bean class="org.apache.shiro.spring.security
.Interceptor.AuthorizationAttributeSourceAdvisor">
<property name="securityManager" ref="securityManager"/>
</bean>

& X aop VI, TR U @RequiresPermissions 1 fi 145 6l 4, BEATRCBR#E

web.xml Bt &3
5E X Spring ROOT | R XCin#k#%. ShiroFilter. /2 SpringMVC £4#% 8% .  HAKIF S 255 .

JSP W 1H

<shiro:hasPermission name="user:create">
<a href="${ pageContext.request.contextPath} /user/create" > }* Frifi</a><br/>
</shiro:hasPermission>

A1 shiro AREEIEATBURYER] . BAKGE S Y0 .

RGERE

Vi 1) http://local host:8080/chapter16/;
Y CHE NS SRR, SN A5 (BRIA admin/123456) 5k
i k=
8.
BEER:
o

IR HLN & BEFEA VORI, IR 210 B Bl B A5 5, AR S PR P ff o
B WIS SR
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WM admin}z ) ShircdR& £4), BH

THRER

BN E R

WMF Fshirotm B R, ELEPRFTS PR a1 thub

SRJE T AIEAT —Se 8, AW ZEY . T B, SRS M TR

= e EFF: S1Tl2
HoAAE
) 412 e [mer | | FwEws | | Bavs |
H. & Gl -
B yikich =i vk
ASn*x, B
[T el B
il FET e A TPy | r
Ry HE T TS (i
= =34 = Focgandsaticn srzansoatizodd L E (T ik
fpR=IAR T i Srgmsizations e eate ¥ His
Hi 1 $ wrk iTiL Vet aliomzupulane: | W
RESHEVE 10 =ik Sravn matioEdalata i Hlg
fREIARE R o i IIgmaizatiomIview ¥ Bl
P TIMGE = Pz Ve T T (i i
= SringTE == Sararea [LEN LTEES o e [335
+ HaFL = Arole Iz BT (R b
%‘@.% £ admin
Rkl BEEER
FENRSR: munwee aenme #E
= EIRHER
| gk | O 1) 4Esnansassig
() senansaiean
() 4EsRansamins
O [ semmass
= HPEE
= BHEEE
= BEEE
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TR BER
(ER I~ spring3)
http://www.iteye.com/blogs/subjects/spring3
CERTIT¥52# SpringMV C)
http://www.iteye.com/bl ogs/subjects/kaitao-springmvc
(5. shiro 47 528 NOT. AND. OR AUFREGIE)
http://jinni anshilongnian.iteye.com/blog/1864800
{Shiro+Struts2+Spring3 Jill_I @RequiresPermissions )& @A utowired 254 )
http://jinni anshilongnian.iteye.com/blog/1850425

R ARMIBRIEZSH RN (JavaEE T H FF & BIF48) « http://github.com/zhangkaitaoles, #i
LT SN A A SE B
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Hi-bE  OAuth2 ZE1%

H TR 2 186 & ORI T 861 & #8242 BRI 8 AP 3 DI A iR, Bz Ay
KT =5 N BITFHCT G BT RAU R, OAuth 3t/ TiX AN, OAuth2 j& OAuth
PR N —ANhA, AL OAuthl, OAuth2 #EANZECRFE I 224 T, (AAFEZ OAuthl,
H A7 Bl 3] OAuth2 B M http://oauth.net/2/ #F & , OAuth2 1 i # ¥4 7] LL & %
http:/tools.ietf.org/html/rfc6749. H A I 2 2% Bk st, v LABIILE MAE T H.

ASCAE I Apache Oltu, .2 Rif )4 71 Apache Amber , & Java it (115 % 528, i S0AY
] 22 https://cwiki.apache.org/confluence/display/OL TU/Documentation.

OAuth A8

BUEHIA R (resourceowner) : REFEALUS M 2R G IR I — A S84k, aTLLZ— A, TREk
TIRRZ I P s WoBriR e~ zhangsan;

HIRMRS-#% (resourceserver) : fAESZORY BEUR, % diiflid access token K BE U5, %t
VSR 5523 W N 52 AR AP S AR 7 s A7 T zhangsan IIBSIR A5 (5

FEBURS28 Cauthorization server) : JRINEAEGIRINE FH HIRBUZ L 5, RIS %%
MR IR A (Access Token) #5%4 /7 i

¥ (client) : WUHHRGEZ i weico. IS =5 N, AT LR E HAE
W] FCARGAAERE TR, AL IR GBI 5, B IR GRS RED Vil
ARG, ARG RS A N B R R AR A BIRS A . T RIEAVRERAT
R SEIL CANN FBATAE— B RS #8 . Wil FHLE A ® S .

OAuth2 e

1. iERZA (Authorization Request) a

2. W4 E] (Authorization Grant) o

3. RS (Authorization Grant) 5%

T

4, )4 h8 (Access Token) 5%
J

5. )4k (Access Token) e

L

6. ZFIRP PP (Protected Resource) g}%
J
5
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1. & S N TEIEIAT F I SR o FBGRR AT DL E R 28 BRI, slm) s i i 4%
B SS FIXFf p Ar, i T

2. F R AN AT, AR BRI 55 A B AL AL

B A B O AT IR R I ] ISR 55 45 ik o

LUEPRE a1 952% B (| B e he i LR 2 B

25 s S P & R ) U5 55 it SR 2 DR B

DRV S5 A 2 YA U7 1) & KA R, A RSB I 52 AR B

o 01~ W
P

2R E 275 OAuth2 [ SUYE http://tools.ietf.org/html/rfc6749.

HI 55 4 it
AU 5 BT DR B 2 ST
POM #3#t

IEALFATIME ] apache oltu cauth2 k45 m s El, FREEg| A authzserver (FZBUIRSS #e i) Fl
resourceserver C(FFYRARSS 2K A) o

<dependency>
<groupld>org.apache.oltu.oauth2</groupl d>
<artifactld>org.apache.oltu.cauth2.authzserver</artifactid>
<version>0.31</version>

</dependency>

<dependency>
<groupld>org.apache.oltu.oauth2</groupl d>
<artifactld>org.apache.oltu.cauth2.resourceserver</artifactld>
<version>0.31</version>

</dependency>

HoAh )1 2% pom.xml .

57 4

I F (oauth2_user)

b4 KR K Eikip

id bigint 10 iy FH
username varchar 100 P4
password varchar 100 S

salt varchar 50 £
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% J 3y (oauth2_client)

kL i) KJE il

id bigint 10 it L
client_name varchar 100 B A4 TR
client id varchar 100 % i id
client_secret varchar 100 %A key

P RAEEAE DR IR S 2 I P 5 B, RISRUEAT ¥ L 44130 2% ) s R A
il 2 7 i (R PR 2 7 i i e e 7 o 22 4 ey AEREAT BB AR -

R EEHE SQL
Btz

sgl/ shiro-schemasgl (K 45#)
sql/ shiro-datasgl  (¥IUEEHE)

BN P 241205 ¢ admin/123456.

SEAA
BA£i%2% com.github.zhangkaitao.shiro.chapter17.entity £l | {5244, IHALEIAZIZE T o

DAO
BA£i#%2Z% com.github.zhangkaitao.shiro.chapter17.dao £ K i DAO 2 11 J Sz 8.

Service
Ak 2% com.github.zhangkaitao.shiro.chapter17.service 3 1 [¥) Service 2 1} 528, LAF
TR CRUD Z AP R I .

public interface UserService {
public User createUser(User user);// 1) )
public User updateUser(User user):// 53 H /-
public void deleteUser(Long userld);// Mk H -
public void changePassword(Long userld, String newPassword); /15 B 2% 45
User findOne(Long userld);// R4 id 7+ H] /-
List<User> findAIl();// 1525t H P
public User findByUsername(String username);// 24 1 J* 4 A $8 1
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public interface ClientService {

public Client createClient(Client client):// £l £ %5/ s

public Client updateClient(Client client);// 5% /' iiii

public void deleteClient(Long clientld);// JIi[% ) Sif

Client findOne(Long clientld);// 4k id Ak % 7 b

List<Client> findAll();// A+t

Client findByClientld(String clientld);// A4 % /s id A5 6% 7 3t

Client findByClientSecret(String clientSecret);//H 4 % /' ifii 42 4 KEY £k % )i

}

public interface OA uthService {

public void addAuthCode(String authCode, String username);// ¥s /il auth code
public void addA ccessToken(String accessToken, String username); // #s il access token
boolean checkAuthCode(String authCode); // %:iiF auth code #2153 44
boolean checkAccessToken(String accessToken); // KiilE access token & 1543 %%
String getUsernameByA uthCode(String authCode);// R4 auth code sKHXH 7 44
String getUsernameByA ccessToken(String accessToken);// R4 access token sKHUH ' 44
long getExpireln();//auth code / access token i 1 ]
public boolean checkClientld(String clientld);// 7% /i id &5 A7AE
public boolean checkClientSecret(String clientSecret):// "W45% i 224> KEY &5 A7AE

JEAbIE ik OAuthService SEHHE4T auth code AT access token [ 44 .

Ja S a4 1 2%

AR5 % com.github.zhangkaitao.shiro.chapter17.web.controller £ R ) IndexController.
LoginController. UserController 1 ClientController, o JH 144 s (0%t , iff ;o %
ke RS TS AR

PRI EI3E AuthorizeController

@Controller
public class AuthorizeController {

@A utowired

private OAuthService oAuthService;
@A utowired

private ClientService clientService;
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@RequestM apping("/authorize™")
public Object authorize(Model model, HttpServletRequest request)
throws URI SyntaxException, OAuthSystemException {
try {
II#:5E OAuUth RS =K
OAuthAuthzReguest ocauthRequest = new OA uthAuthzRequest(request);
IR AR N2 T S id 2 15 1
if (loAuthService.checkClientld(ocauthRequest.getClientld())) {
OAuthResponse response = OAuthA SResponse
.errorResponse(HttpServietResponse.SC_ BAD REQUEST)
.SetError(OAuthError. TokenResponse. INVALID_CLIENT)
.seterrorDescription(Constants.INVALID_CLIENT _DESCRIPTION)
JbuildJISONM essage();
return new ResponseEntity(
response.getBody(), HttpStatus.valueOf (response.getResponseStatus()));

Subject subject = SecurityUtils.getSubject();
IR A 6 ¢, b 216 ot i
if (!subject.isAuthenticated()) {
if("login(subject, request)) { /75 1% SR IO Bk 4 2] %25 ok L 1
model .addAttribute("client"”,
clientService.findByClientld(cauthReguest.getClientld()));
return "oauth2login®;

String username = (String)subject.getPrincipal ();
IE A
String authorizationCode = null;
IlresponseType H FI{{SZ#F CODE, 74hitfi TOKEN
String responseType = oauthRequest.getParam(OAuth. OAUTH_RESPONSE TY PE);
if (responseType.equal s(ResponseType.CODE.toString())) {
OA uthlssuerlmpl oauthlssuerlmpl = new OAuthlssuerlmpl(new MD5Generator());
authorizationCode = oauthl ssuerlmpl.authorizationCode();
0A uthService.addA uthCode(authorizationCode, username);

}
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I1E4T OAuth i W 4y 7
OA uthA SResponse.OA uthA uthorizationResponseBuilder builder =
OA uthA SResponse.authorizationResponse(request,

HttpServletResponse.SC_FOUND));

IR E R

builder.setCode(authorizationCode);

1173 31 3% 7 i 2R [ b ik

String redirectURI = cauthRequest.getParam(OAuth. OAUTH_REDIRECT_URI);

I 3 g |,
final OA uthResponse response = builder.location(redirectURI).buil dQueryM essage();
#4955 OAuthResponse &[] ResponseEntity i i
HttpHeaders headers = new HttpHeaders();
headers.setlL ocation(new URI(response.getLocationUri()));
return new ResponseEntity(headers, HttpStatus.valueOf (response.getResponseStatus()));
} catch (OAuthProblemException €) {
IR A b P
String redirectUri = e.getRedirectUri();
if (OAuthULtils.isEmpty(redirectUri)) {
I35 R 7 i AT A% N\ redirectUri H #2415
return new ResponseEntity(

"OAuth callback url needs to be provided by client!!!", HttpStatus.NOT_FOUND);
}
BRI R Cln2error=)
final OAuthResponse response =

OA uthA SResponse.errorResponse(HttpServlietResponse.SC_FOUND)
.error(e).location(redirectUri).buildQueryM essage();

HttpHeaders headers = new HttpHeaders();
headers.setlL ocation(new URI(response.getLocationUri()));
return new ResponseEntity(headers, HttpStatus.val ueOf (response.getResponseStatus()));

private boolean login(Subject subject, HitpServlietRequest request) {

if("get".equalslgnoreCase(request.getM ethod())) {
return false;
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String username = request.getParameter("username”);
String password = request.getParameter("password");

if(StringUtils.isEmpty(username) || StringUtils.isEmpty(password)) {
return false;

UsernamePasswordToken token = new UsernamePasswordT oken(username, password);
try {

subject.login(token);

return true;
} catch (Exception €) {

request.setAttribute("error”, "5k K" + e.getClass().getName());

return false;

}
}
}

I AR 1 -

1. F e an http:/localhost:8080/chapter17-server/authorize
?client_id=clebed66-1cdc-4bd3-ah69-77c3561h9dee& response_type=code& redirect_uri=http:/|
ocal host:9080/chapter17-client/oauth2-login 5 [n] 5 AL T [ 5

2. ZIEHIE SR A clientld TR A RASDORE R [PUAH N R RS R

3. RJGHIMTH P R8sk T, AN AT B ok 1 5 B8 s DU 5k

4. Bk ) JE A AR N auth code BV AU, AR5 E ) 2] %) Mk, dn
http://local host: 9080/chapter17-client/oauth2-login?code=52b1832f 5dff 681 22f 4f 00ae995daled;
7 E 1) 2 (R Mk b 2317 |- code ZH0 (AU , #4525 ) b ] AR AU 25 B access

token.

P ] & i 8% AccessTokenController

@RestController

public class AccessTokenController {
@Autowired
private OAuthService oAuthService;
@Autowired
private UserService userService;
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@RequestM apping("'/accessToken™)
public HttpEntity token(HttpServletRequest request)
throws URISyntaxException, OAuthSystemException {
try {
4% OAuth ik
OAuthTokenRequest oauthRequest = new OAuthTokenRequest(request);

IR B FEAC Y2 7 o i 215 IEAf
if (!oAuthService.checkClientld(oauthRequest.getClientld())) {

OA uthResponse response = OAuthA SResponse
.errorResponse(HttpServietResponse.SC_BAD_REQUEST)
.SetError(OAuthError. TokenResponse INVALID_CLIENT)
.SetErrorDescription(Constants.INVALID_CLIENT_DESCRIPTION)
.buildJSONM essage();

return new ResponseEntity(
response.getBody(), HttpStatus.valueOf (response.getResponseStatus()));

Il A3 P i 24 KEY s 75 1R
if (!oAuthService.checkClientSecret(oauthRequest.getClientSecret())) {

OA uthResponse response = OAuthA SResponse
.errorResponse(HttpServietResponse.SC_UNAUTHORIZED)
.SetError(OAuthError. TokenResponse. UNAUTHORIZED_CLIENT)
.SetErrorDescription(Constants.INVALID_CLIENT_DESCRIPTION)
.buildJISONM essage();

return new ResponseEntity(

response.getBody(), HttpStatus.val ueOf (response.getResponseStatus()));

String authCode = cauthRequest.getParam(OAuth.OAUTH_CODE);
IR B UE SR, gk A H AL & AUTHORIZATION_CODE 287!, o Ath () id Ay
PASSWORD & REFRESH_TOKEN

if (cauthRequest.getParam(OAuth.OAUTH_GRANT _TY PE).equals(

GrantType AUTHORIZATION_CODE.toString())) {

if (!oAuthService.checkAuthCode(authCode)) {
OA uthResponse response = OAuthA SResponse
.errorResponse(HttpServietResponse.SC_ BAD REQUEST)
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.setError(OAuthError. TokenResponse. INVALID_GRANT)
.setErrorDescription(" 4 17 P A L")
.buildJISONM essage();
return new ResponseEntity(
response.getBody(), HttpStatus.val ueOf (response.getResponseStatus()));

114 7 Access Token
OAuuthlssuer oauthlssuerlmpl = new OAuthlssuerlmpl(new MD5Generator());
final String accessToken = oauthlssuerlmpl.accessToken();
oA uthService.addA ccessToken(accessToken,
0A uthService.getUsernameByA uthCode(authCode));

/17 /% OAuth Wi 7

OA uthResponse response = OA uthA SResponse
.tokenResponse(HttpServletResponse.SC_OK)
.SetA ccessToken(accessT oken)
.SetExpiresin(String.val ueOf (oA uthService.getExpirel n()))
.buildJISONM essage();

IR 4 OAuthResponse 4 i ResponseEntity
return new ResponseEntity(
response.getBody(), HttpStatus.val ueOf (response.getResponseStatus()));
} catch (OAuthProblemException €) {
I SR W
OAuthResponse res = OAuthA SResponse
.errorResponse(HttpServietResponse.SC_BAD REQUEST).error(€)
.buildJISONM essage();
return new ResponseEntity(res.getBody(), HttpStatus.val ueOf (res.getResponseStatus()));

}

}
}
i EACRS R H -
1. st http:/localhost:8080/chapter17-server/accessToken, POST #2421~ %4 :
client_id= clebed66-1cdc-4bd3-ab69-77¢c3561b9dee& client_secret=

08346ea2-6017-43ed-ad68-19c0f971738b& grant_type=authorization_code& code=828bedad070
66d058584f37bcfd597b6& redirect_uri=http://localhost:9080/chapter17-client/oauth2-login -~ 15
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] 5

2. ZIEHIZR S H0AE client_id. client_secret. auth code [P IEAfTE, T AR 4R [P N 1) 4
195

3. W R G E A o 2 A Rl IR [RIAH Y 1497 1) 4R access token.

PR 428 UserInfoController

@RestController

public class UserlnfoController {
@Autowired
private OAuthService oAuthService;

@RequestM apping("/userInfa")
public HttpEntity userlnfo(HttpServletRequest request) throws OAuthSystemException {
try {
IIF: % OAuUth ZEJEIE 3K
OA uthA ccessResourceRequest oauthRequest =
new OA uthA ccessResourceRequest(regquest, ParameterStyle. QUERY);
135X Access Token
String accessToken = oauthRequest.getA ccessT oken();

1155 41F Access Token
if (!oAuthService.checkAccessToken(accessToken)) {
I WNRAAFAERL T, IR PRIIER DS, 5 BB e
OA uthResponse oauthResponse = OAuthRSResponse
.errorResponse(HttpServletResponse.SC_UNAUTHORIZED)
.setRealm(Constants. RESOURCE_SERVER_NAME)
.setError(OAuthError.ResourceResponse.INVALID _TOKEN)
.buildHeaderM essage();

HttpHeaders headers = new HttpHeaders();
headers.add(OAuth.Header Type. WWW_AUTHENTICATE,
oauthResponse.getHeader(OAuth.Header Type WWW_AUTHENTICATE));

return new ResponseEntity(headers, HttpStatus. UNAUTHORIZED);

}

IR IRIH] 44

String username = oA uthService.getUsernameByA ccessT oken(accessT oken);

return new ResponseEntity(username, HttpStatus.OK);

} catch (OAuthProblemException €) {
IR S A5 B, T A iR
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String errorCode = e.getError();
if (OAuthULtils.isEmpty(errorCode)) {

OA uthResponse oauthResponse = OAuthRSResponse
.errorResponse(HttpServletResponse.SC_UNAUTHORIZED)
.setRealm(Constants. RESOURCE_SERVER_NAME)
.buildHeaderM essage();

HttpHeaders headers = new HttpHeaders();
headers.add(OAuth.Header Type WWW_AUTHENTICATE,

oauthResponse.getHeader(OA uth.Header Type WWW_AUTHENTICATE));
return new ResponseEntity(headers, HttpStatus UNAUTHORIZED);

}

OA uthResponse oauthResponse = OA uthRSResponse
.errorResponse(HttpServletResponse.SC_UNAUTHORIZED)
.setRealm(Constants. RESOURCE_SERVER_NAME)
.setError(e.getError())

.setErrorDescription(e.getDescription())
.setErrorUri(e.getUri())
.buildHeaderM essage();

HttpHeaders headers = new HttpHeaders();

headers.add(OA uth.HeaderType WWW_AUTHENTICATE, .
oauthResponse.getHeader(OA uth.Header Type WWW_AUTHENTICATE));

return new ResponseEntity(HttpStatus.BAD REQUEST);

}
}
}

n EACRS A -

1 . Hoo% ® o W http://local host:8080/chapter17-server/userinfo?
access token=828bedad07066d058584f37bcfd597h6 HEAT 17 il ;

2. 2P AR SRR access token (AT RLME; 40 RJCA T RF I [RAH MY RS A%, 2% i £ 08T

HHTRAL;
3. WRARG WHREPYFFERH P H T 4.
Spring BCE S04

HAKIES% resources/spring* . xml, ik H %125 spring-config-shiro.xml 1) shiroFilter [1)
filterChainDefinitions J& 1k :
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<property name="filterChainDefinitions"'>
<vaue>
/=anon
/login = authc
/logout = logout

fauthorize=anon
[accessToken=anon
fuserInfo=anon

[** = user
</vaue>
</property>

T oauth2 1) JLAN itk /authorize. /accessToken. Juserinfo #5244 i 35 4] 1]
HABPFERDE H e F OO E R .

FR % B4

i 1] localhost:8080/chapter17-server/, 5% i 34T % 7 b e BRI P A B

PR LA 7 PRIV, BRI 55 = P A SR AP R T
HEATEEY s P SR 7 AT IR P 0

XRS5 R P AR 55 1) SEIR AT LAS 25 0 IR i - 6 1 S :
http://open.weibo.com/wiki/#Z BRI 15 B
http://open.weibo.com/wiki/f# 5 AP

A

%

B AR WG Sk Se kR cauth2 IR S5 vt AT S AR, eI i kg5 iR 9] auth
code, #RJA% ) i ] auth code 25 il 45 25 i 49 B access token, # iR i access token FiHX
FHPE BT P o S S 8 o IXAN 0] LA 2 MR 22 Pl IRR R T I8 s D fig, - Bl
[R5 = 7K 5 Sk D g

POM &35

AL FeAT 148 ] apache oltu oauth2 %5 /7 S S E .
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<dependency>
<groupld>org.apache.oltu.oauth2</groupl d>
<artifactld>org.apache.oltu.oauth2.client</artifactld>
<version>0.31</version>

</dependency>

HARKIEZH% pomxml,

OAuth2Token
41T UsernamePasswordToken £l CasToken; - T-474i# oauth2 %45 5 & 11 f¥) auth code.

public class OAuth2Token implements AuthenticationToken {
private String authCode;
private String principal;
public OAuth2Token(String authCode) {
this.authCode = authCode;

}
11750 getter/setter

OAuth2AuthenticationFilter

1% filter 11 2T FormAuthenticationFilter FH-T- oauth2 5 /- ity (¥) 5 43 BE 723 1 s i 2R
W PR A S IAE, B e FINT url ThE A code (IRg5uiik bl ) auth code) , 4R
WA E E ) B Rk 55 oam B AT B sk JF R, R )5 iR Bl auth code ;s & H
OAuth2AuthenticationFilter 4 H] auth code 5 OAuth2Token, 4R J5H¢484: Subject.login 2

1T858 #5 OAuth2Realm 2 i s OAUth2Token HEATHH V. [ 5 s i 4 o

public class OAuth2A uthenticationFilter extends AuthenticatingFilter {
/loauth2 authc code Z:# 4
private String authcCodeParam = "code”;
1175 73 id
private String clientld;
T 55 i i 365 53 F D)1 2 DL B [ 38 1) 25 7 i s
private String redirectUrl;
Iloauth2 Jiiz 55 % Wi )& 2 714
private String responseType = "code";
private String failureUrl;
1174 i setter
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protected AuthenticationToken createToken(ServietRequest request, ServletResponse
response) throws Exception {
HttpServletRequest httpRequest = (HttpServletRequest) request;
String code = httpRequest.getParameter(authcCodeParam);
return new OAuth2Token(code);
}
protected boolean isAccessAllowed(ServietRequest request, ServletResponse response,
Object mappedValue) {
return false;
}
protected boolean onAccessDenied(ServietRequest request, ServlietResponse response)
throws Exception {
String error = request.getParameter(“error");
String errorDescription = request.getParameter("error_description™);
if(IStringUtils.isEmpty(error)) { /1 5 Ak 45 i % 0] T 4 5%
WebUtils.issueRedirect(request, response, failureUrl + "?error=
"error_description=" + errorDescription);
return false;

+ error +

}
Subject subject = getSubject(request, response);
if (!subject.isAuthenticated()) {
if(StringUtils.isEmpty(request.getParameter (authcCodeParam))) {
ISR P8 By BiE,  H¥A auth code, U EE 5 i) 21 R 45 3 52 4L
saveRequestAndRedirectToL ogin(request, response);
return false;

}
AT SR L 8 s 4, I Subject.login &k
return executel ogin(reguest, response);

IPE sy Jm B R 5 T ) 28] i Dy D T
protected boolean onLoginSuccess(AuthenticationToken token, Subject subject,
ServletRequest request, ServletResponse response) throws Exception {
issueSuccessRedirect(request, response);
return false;
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1165 55 R WU 1 Bl
protected boolean onLoginFailure(AuthenticationToken token, AuthenticationException
ae, ServletRequest request,
ServletResponse response) {
Subject subject = getSubject(request, response);
if (subject.isAuthenticated() || subject.isRemembered()) {
try { /AR S SRR T DU i) 21 ey B
issueSuccessRedirect(request, response);
} catch (Exception €) {
e.printStackTrace();
}
} else{
try { 1163 SR B ) 31 I DL Il
WebUtils.issueRedirect(request, response, failureUrl);
} catch (IOException €) {
e.printStackTrace();

}
}
return false;
}
}
ZF AR A

1. HCHIA B RS iR [P error 2285, 0 A ) B e 1 0 1) 24 2R KOO D 5

2. BB EEA S HEAE, HIBHE A auth code 241 (HUEAN RS AL J5
IREYD G SR A WO E 5 ) SR 55 o A T H AL 5

3. E U] executeLogin #3147 5%, 1@ il auth code €)% OAuth2Token #3545 Subject 34T
s

4, BRI EE onLoginSuccess Jy ik B i ] 31 B I v ;

5. 3 JMONIE]1 onLoginFailure 255 ) £1) W 7T

OAuth2Realm

public class OAuth2Realm extends AuthorizingRealm {
private String clientld;
private String clientSecret;
private String accessTokenUrl;
private String userlnfoUrl;
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private String redirectUrl;
1174 i setter
public boolean supports(AuthenticationToken token) {
return token instanceof OAuth2Token; //ZZ 781k Realm K 57 £F OAuth2Token 257
}
protected Authorizationlnfo doGetA uthorizationlnfo(Principal Collection principals) {
SimpleA uthorizationlnfo authorizationlnfo = new SimpleA uthorizationlnfo();
return authorizationlnfo;
}
protected AuthenticationInfo doGetA uthenticationl nfo(A uthenticationToken token) throws
AuthenticationException {
OAuth2T oken cAuth2Token = (OAuth2Token) token,;
String code = oA uth2Token.getA uthCode(); /3B auth code
String username = extractUsername(code); // #EHUH ' 44
SimpleA uthenticationlnfo authenticationlnfo =
new SimpleAuthenticationlnfo(username, code, getName());
return authenticationlnfo;

}
private String extractUsername(String code) {

try {
OAuthClient oAuthClient = new OAuthClient(new URL ConnectionClient());
OAuthClientRequest accessTokenRequest = OA uthClientRequest
.tokenL ocation(accessTokenUrl)
setGrantType(GrantType. AUTHORIZATION_CODE)
.setClientld(clientld).setClientSecret(clientSecret)
.setCode(code).setRedirectURI (redirectUrl)
.buildQueryMessage();
/13K 1Y access token
OA uthA ccessT okenResponse oA uthResponse =
oA uthClient.accessT oken(accessT okenRequest, OAuth.HttpM ethod.POST);
String accessToken = cAuthResponse.getA ccessToken();
Long expiresin = oAuthResponse.getExpiresin();
I13RHYX user info
OAuthClientRequest userlnfoRequest =
new OAuthBearerClientRequest(userinfoUrl)
.setA ccessT oken(accessT oken).buildQueryM essage();
OA uthResourceResponse resourceResponse = oA uthClient.resource(
userlnfoRequest, OAuth.HttpMethod. GET, OA uthResourceResponse.class);
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String username = resourceResponse.getBody();
return username;

} catch (Exception €) {
throw new OA uth2A uthenti cationException(e);

}

It Realm 4% H S2KF OAuth2Token 2871 Token; X5l il A\ ) auth code 2= 4 HY access
token; 4l accesstoken R FEE (FHF 4D, ARG RIS BG4
Authenticationinfo; 415 75 % Authorizationinfo 15 &, #] LU b AR SRR 1 P 44 FEAR 4 B
LI 25 0] 2 3R HL o

Spring shiro Bt &. (spring-config-shiro.xml)

<bean id="0Auth2Realm"
class="com.github.zhangkaitao.shiro.chapter18.0auth2. OA uth2Realm'>

<property name="cachingEnabled" value="true"/>

<property name="authenticationCachingEnabled" value="true"/>

<property name="authenticationCacheName" value="authenticationCache'"/>

<property name="authorizationCachingEnabled" value="true"/>

<property name="authorizationCacheName" value="authorizationCache"/>

<property name="clientld" value="clebed66-1cdc-4bd3-ab69-77c3561b9dee"/>

<property name="clientSecret" value="d8346ea2-6017-43ed-ad68-19c0f971738b"/>

<property name="accessTokenUrl"

value="http://local host:8080/chapter17-server/accessToken"/>

<property name="userInfoUrl" value="http://localhost:8080/chapter17-server/userinfo"/>

<property name="redirectUrl" value="http://localhost: 9080/chapter17-client/cauth2-login"/>
</bean>

1 OAuth2Realm 7 i B 7 Al 25 i 7 1) clientld FIT clientSecret; A2 -T-# 44 auth code
I{_access token [1] accessTokenUrl Hiuhit; A H T4 accesstoken e iU P 45 B (AR %%
V5D 1 userInfoUrl ik,

<bean id="0Auth2A uthenticationFilter"
class="com.github.zhangkaitao.shiro.chapter18.0auth2. OA uth2A uthenticationFil ter">
<property name="authcCodeParam" value="codge"/>
<property name="failureUrl" value="/oauth2Failure.jsp"/>
</bean>
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It OAuth2A uthenticationFilter F 44 Ik 45 v 25 € 1] [F1 2K 1) auth codes

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl"
value="http://localhost:8080/chapter17-server/authorize?client_id=clebe466-1cdc-4bd3-ab69-7
7¢c3561b9dee& amp;response_type=code& amp;redirect_uri=http://localhost;9080/chapter17-clie
nt/oauth2-login"/>
<property name="successUrl" value="/"/>
<property name="filters">
<util:map>
<entry key="oauth2Authc" value-ref="0Auth2A uthenticationFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<vaue>
/=anon
/oauth2Failure.jsp = anon
/oauth2-login = cauth2A uthc
/logout = logout
[** = user
</value>
</property>
</bean>

ALY loginUrl 4 http://local host:8080/chapter 17-server/authorize
?client_id=clebed66-1cdc-4bd3-ab69-77c3561b9dee& amp;response type=code& amp;redirect u
ri=http://local host:9080/chapter17-client/oauth2-login"; L4 A %1% & 2 B A 1)
AccessControlFilter, 1 oAuth2AuthenticationFilter; 7 #Moauth2-login = oauth2Authc &7~
Joauth2-login Huhikf# A oauth2Authe 44k 254 AT 31T oauth2 % 7 it B2 AL

WK

1. H5Eim http://localhost:9080/chapterd7-client/, AR5 i B K& T8 5%, 2 Bk3Ian
T

1 AR Shire R ffServerfES 108 [chapterlT-client] , HRIFEFShiraT#|Server

HFE.

LCP

HRIED
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2. AN A4 AT S IR AL

3. USRS R, S5 es TAE ) 2% i, RV HA T s A bk

http://local host:9080/chapter 17-client/oauth2-login?code=473d56015bcf576f 2cal3eacla5hecll,
JFi% auth code it %

4, ;) OAuth2AuthenticationFilter <31tk auth code, J81% OAuth2Token #2484
Subject FAT % 7 i 5K 5

5. % Juity () Subject 25404 OAuth2Ream AT G4 55 11F; I OAuth2Realm £ #id i auth
code #HX access token, 4 access token FRIZ CRA I B ARG REAT R ) i 6ok

Ik OAuth2 IS e 15 BEAR AR AR 55 dii A1 7 S AR LU T L, BT REAT 25
R, 1525 OB IR A T HE Y. AP S R ORI 1) Bt
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F )\ HRE R NEFE ]

FECLETI H v r] BE 8 2 RN Al R AT — N NS BULAS N RN s, i R e i
[ NG BaMbaHEES, BaBliirg S GRENEHD « B spring security #it
FLAEPEOE THINIZhEE ;s Shiro IGBCA SEIEBRINSEIL, AN ] LURA S (78 Shiro HnA
RXAThfE

NS T N E ZES LY e, ik Shiro Filter HLHI YT R
KickoutSessionControl Filter 5% o

BREFITEREM A (spring-config-shiro.xml)

kickoutSessionControlFilter T4l 3 & & s N B

<bean id="kickoutSessionControl Filter"
class="com.github.zhangkaitao.shiro.chapter18.web.shiro.filter.KickoutSessionControl Filter">
<property name="cacheManager" ref="cacheManager"/>
<property name="sessionManager" ref="sessionManager"/>

<property name="kickoutAfter" value="false"/>

<property name="maxSession" value="2"/>

<property name="kickoutUrl" value="/login?kickout=1"/>
</bean>

cacheManager: {{i/f] cacheManager 3XHUAH NI cache k&2 A7 H P & skl H T ERAEH]
231l Z MR R 5

sessonManager: JH ARG S5 1D, SRIUA TR T8 H AR 16 s

kickoutAfter: & 7515 H GBS, BRIAE false; B 28 S50 1 7 15 L0 R 8 s L
maxSession: [f]—ANFH PRI TER BN 1 thdn 2 R B2 AN P e i i Rl
PIAS N5 5

kickoutUrl: % i)t Jim = [m) 21 (1) Hi bk 5

shiroFilter At &'
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<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="/login"/>
<property name="filters">
<util:map>
<entry key="authc" value-ref="formAuthenticationFilter"/>
<entry key="sysUser" value-ref="sysUserFilter"/>
<entry key="kickout" value-ref="kickoutSessionControl Filter"/>
</util:map>
</property>
<property name="filterChainDefinitions"'>
<value>
/login = authc
/logout = logout
lauthenticated = authc
[** = Kkickout,user,sysUser
</value>
</property>
</bean>

PEARBE B FR 75 %S Z ANt AE Kickout £2 Ak s 3EAT I A S s dz il o

R
AR maxSession=2, FTLATREFTIT 3N 2S (R BN A3 W25, 40 IE. Chrome.
Firefox) , 43j v http://localhost:8080/chapter 18/ 1T & 55k s AR Ja il BT 58— T T A n) ¥
TEHBEER.
FPa:
Y

BEIER.
ER

KickoutSessionControl Filter %M h5 .
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protected boolean onAccessDenied(ServletRequest request, ServletResponse response) throws
Exception {
Subject subject = getSubject(request, response);
if(!subject.isAuthenticated() & & !subject.isRemembered()) {
IR Ao, BRHTZ G KRR

return true;

Session session = subject.getSession();
String username = (String) subject.getPrincipal ();
Serializable sessionld = session.getld();

/ITODO [FE 4l
Deque<Serializable> deque = cache.get(username);
if (deque == null) {
degue = new LinkedList<Serializable>();
cache.put(username, deque);

I FBAF %A I sessionld,  HLAH P3G #85 O\ A
if('deque.contains(sessionld) & & session.getAttribute("kickout™) == null) {
degue.push(sessionid);

114 R BAF1 HL ) sessionld £k i K212, TFERE A
while(deque.size() > maxSession) {
Seridizable kickoutSessionld = null;
if(kickoutAfter) { /1N S H 54
kickoutSessionld = deque.removeFirst();
} else { /145 B H i
kickoutSessionld = deque.removel ast();
}

try {
Session kickoutSession =

sessionM anager.getSession(new DefaultSessionK ey(kickoutSessionld));
if(kickoutSession !=null) {

115 B 2315 1) Kickout JEPER R T

kickoutSession.setAttribute("kickout", true);
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}
} catch (Exception €) {//ignore exception
}
}

IR G T, HGR Y, € ) 285 S 0k
if (session.getAttribute("kickout™) I=null) {
It T
try {
subject.logout();
} catch (Exception €) { //ignore

}
saveReguest(request);
WebUtils.issueRedirect(request, response, kickoutUrl);
return false;
}
return true;

}

BEALAEH] T Cache 247 HI M % —2 1 id ZIANAOR AR s WiAR i BRSO R LA & i AR 35K
e P AT+ AALIY) Cache s 59 AMIAR AT HF R M R0 5280, n] LA FEAREE - 44
ARBORSER, Ik DB R -

AT 2% JaveEE T H FF R IMFLE, HARE T 5 &8 H P D fg:
https://qithub.com/zhangkai tao/es/bl ob/master/web/src/main/javal/com/si shuok/es/sys/user/web/c
ontroller/UserOnlineController.java
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B ILE 8352 URL AR 24

F it Spring Security I AR % LE G ZEXT URL HEAT 4% SR AR 4246, B U5 ) URL B ik
AT ALBRVGHC s A SR BcAT BUR B RE B 2 AT W R85 52 DU . Shiro WS RpRBLIIHLE], AL 75 2
TGS R R AL S Pr Ko AN AE Shiro v, B2 {2l AOP HEAT 73 BB PR 7 il
BRI E 200 (s i URL 2B AR P2 — R op B R P2 o A BRI o 4 Shiro
Hh5E Bl A URL AR

ATARGIET (TN ZRESEB) o U0 T AR E R R R FEASR A S 5 S AR

= KEHE SQL

IHIZ1T shiro-example-chapter19/sql/ shiro-schemassgl #4514
151217 shiro-example-chapter19/sgl/ shiro-schema.sql %4

7
A K12 com.github.zhangkaitao.shiro.chapter19 £, | ) SZ4k .

public class UrlFilter implements Serializable {
private Long id;
private String name; //url 44 F/H4 iR
private String url; // 1t
private String roles; /T 5 L1 f {6, RIS
private String permissions; //FIT s ZHIBE, A4 1S

}

NP URL FIA BRI R, 24 EUBBR 2 (R E 5 0B, b Abik v LA
T RHARRCR, AT Lntn available J& 1 7R 42 15 7 %328k

DAO

HAKE 2% com.github.zhangkaitao.shiro.chapter19.dao 11 K ) DAO $22 11 & 5231

Service

B AR5 % com.github.zhangkaitao.shiro.chapter19.service 11, K ) Service #2111 5 528
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public interface UrlFilterService {
public UrlFilter createUrlFilter(UrlFilter url Filter);
public UrlFilter updateUrlFilter(UrlFilter urlFilter);
public void deleteUrl Filter(Long url Filterld);
public UrlFilter findOne(Long urlFilterld);
public List<UrlFilter> findAll();

}

JEATK) URL £ SE H e  SE

@Service

public class UrlFilterServicelmpl implements UrlFilterService {
@Autowired
private ShiroFilerChainManager shiroFilerChainManager;

@Override

public UrlFilter createUrlFilter(UrlFilter urlFilter) {
urlFilterDao.createUrlFilter(urlFilter);
initFilterChain();
return urlFilter;

}
A 7 V2035 2 2500
@PostConstruct

public void initFilterChain() {
shiroFilerChainManager.initFilterChains(findAll());

}

UrlFilterServicelmpl EXEAT #1150k, BRI 23 ] initFilterChain Sk EBT #1451k Shiro

(1) URL £2akas i, B RIZDEdE E T i URL #2845 € 3 Shiro F1. A2 Z R E

BB SRR AR A AR, TR FUB I JLAS Service 7oA 4, 53 4h 12 B
Shirt4 4 SHIEL A initFilterChain A5HA B R SR URL £ 5 1VE

ShiroFiler ChainM anager

@Service

public class ShiroFilerChainManager {
@A utowired private DefaultFlterChainManager filterChainManager;
private Map<String, NamedFilterList> defaultFilterChains;
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@PostConstruct
public void init() {
defaultFilterChains =
new HashM ap<String, NamedFilterList>(filterChainM anager.getFilterChains());
}
public void initFilterChains(List<Url Filter> url Filters) {
1. B SR CART & 1) filter chain Jf3E MR IA T
filterChainM anager.getFilterChains().clear();
if (defaultFilterChains = null) {
filterChainManager.getFilterChains().putAll (defaul tFilterChains);
}
/12, ¥k URL Filter 7:/Jit filter chain
for (UrlFilter urlFilter : urlFilters) {
String url = urlFilter.getUrl();
IREM rolesfilter
if (1StringUtils.isEmpty(urlFilter.getRoles())) {
filterChainManager.addToChain(url, "roles", urlFilter.getRoles());
}
INEM permsfilter
if (1StringUtils.isEmpty(url Filter.getPermissions())) {
filterChainManager.addToChain(url, "perms’, url Filter.getPermissions());

}

1. init: Spring 7 &% 0 ZhF2s P init J77540 A spring Bc B SO BC E BRI RS ORAE T
kK, ZJEos BEh S EHE R R E AT ST

2. initFilterChains: UrlFilterServicelmpl 27t Spring 7% %% i el HE T8I B UrlFilter IS 3EAT
A URL #2448 75 2 Shiro.

PR MR AR S S GBI, BEAL AR Shiro 248 28 1A
AbstractShiroFilter //41 ShiroFilter/ SpringShiroFilter #§4k 7k % Filter
doFilter //Filter f'] doFilter
doFilterInternal /%% 1} doFilterInternal
executeChain(request, response, chain) /#4714 25 5

FilterChain chain = getExecutionChain(request, response, origChain) /1 i i 4448

A HEIRIDURT £ i i
chain.doFilter(request, response) //FHA T340 25 14 % 2
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getExecutionChain(request, response, origChain) /35 B4 8 45 B i FE
FilterChainResolver resolver = getFilterChainResolver(); //3XBUFI Y 1) FilterChainResolver
FilterChain resolved = resolver.getChain(request, response, origChain); /il it
FilterChainResolver A4 4 Hifif K fg A 2B (1) FilterChain £ 854 5

BRINTE WL T WifE 1] ShiroFilterFactoryBean €)%k shiroFilter Itf, BRiAfd 1]
PathMatchingFilterChainResolver HEAT g, 111 e BRUEARHE i8R K URL SRICH 42
HanEE, ATH Ant BEXHEIT URL ULHC: BRAEH] DefaultFilterChainManager 47 #4445 i
IUR=gLiR

PathM atchingFilterChainResolver ZR A i f :

public FilterChain getChain(ServletRequest request, ServletResponse response, FilterChain
originaChain) {
I SR A A e H
FilterChainManager filterChainManager = getFilterChainManager();
if (IfilterChainManager.hasChains()) {
return null;
}
112, AT R ) URL AN TR 30)
String requestURI = getPathWithinA pplication(request);
13, AR B P A S BRI 44 732 URL LD
for (String pathPattern : filterChainM anager.getChainNames()) {
14, W4T URL DLRECF=#kae 447 (URL RO
if (pathM atches(pathPattern, requestURI)) {
15, &Il URL BEAUE SRk
return filterChainM anager.proxy(original Chain, pathPattern);

}

return null;

}

NNy REDERAN R
IR 2 M EARERBER UL AC T 410K URL, 82 HOR[I2E - AR B R lds i e 2234
A RME AR BT, R 22 A VRS A3 A BE 5 IR ]

DefaultFilterChainManager A &3 ] Map K4 2 URL B2t BRI OC R s g BiAr =)
(K URL B e SC— Mk i, AREEAE 3G 1 R R 2 A s UL il 2
Jrf CBE ] map keySet() SR MU A E R 4 7, BRIV URL B o
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FilterChainManager %11 :

public interface FilterChainManager {

Map<String, Filter> getFilters(); /15 2VE M £ 4R 4%

void addFilter(String name, Filter filter); /73 24 4%

void addFilter(String name, Filter filter, boolean init); /3 2444

void createChain(String chainName, String chainDefinition); //HE #5448k 2355 72 X6 d 4
s e

void addToChain(String chainName, String filterName); /73 I k2% 2113 & (148 2e 5%
void addToChain(String chainName, String filterName, String chainSpecificFilterConfig)
throws ConfigurationException; /s I CIFERCE D B4R E HH AR ik

NamedFilterList getChain(String chainName); /i i 424 4% #e %

boolean hasChains(); //5& 151 - k2 %

Set<String> getChainNames(); /1521 T G £ 8% 2% 5 11 4 7

FilterChain proxy(FilterChain original, String chainName); /i T & & f 44 ik 2k AL B it
TR AN B
}

PEE O E T ZANINRE: VMRS, A, SR AR B AR AR B 2 S IR AR
oeBE, tein

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="filters">
<util:map>
<entry key="authc" value-ref="formA uthenticationFilter"/>
<entry key="sysUser" value-ref="sysUserFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
/login = authc
/logout = logout
fauthenticated = authc
[** = user,sysUser
</value>
</property>
</bean>

filters J& 152 X T #:#k %% filterChainDefinitions & X T £k 288, U1/ * & PR 28 1 44
5 M user,sysUser e A 4 YR
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Z HI PR BRIA K PathM atchingFilterChainResolver 1 DefaultFilterChainManager A it il /2 &
IRk, AT BT T

CustomPathMatchingFilter ChainResolver

public class CustomPathM atchingFilterChainResol ver
extends PathM atchingFilterChainResol ver {
private CustomDefaultFilterChainManager customDefaultFilterChainManager;
public void setCustomDefaul tFilterChainM anager(
CustomDefaultFilterChainManager customDefaultFilterChainManager) {
this.customDefaultFlterChainManager = customDefaultFilterChainManager;
setFilterChainM anager(customDefaultFilterChainM anager);

public FilterChain getChain(ServletRequest request, ServletResponse response, FilterChain
originaChain) {
FilterChainManager filterChainManager = getFilterChainM anager();
if (IfilterChainManager.hasChains()) {
return null;
}
String requestURI = getPathWithinA pplication(request);
List<String> chainNames = new ArrayList<String>();
for (String pathPeattern : filterChainM anager.getChainNames()) {
if (pathM atches(pathPattern, requestURI)) {

chainNames.add(pathPattern);
}
}
if(chainNames.size() == 0) {
return null;
}

return customDefaultFilterChainM anager.proxy(original Chain, chainNames);

}
}

FER NI PathMatchingFilterChainResolver [X i, ILALTS B AT A TLEC £k aveE, AR50
i1 CustomDefaultFilterChainManager.proxy(original Chain, chainNames)ik 17 & I Ja A B .
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CustomDefaultFilter ChainM anager

public class CustomDefaultFilterChainManager extends DefaultFilterChainManager {

private Map<String, String> filterChainDefinitionMap = null;

private String loginUrl;

private String successUrl;

private String unauthorizedUrl;

public CustomDefaultFilterChainManager() {
setFilters(new LinkedHashMap<String, Filter>());
setFilterChains(new LinkedHashMap<String, NamedFilterList>());
addDefaultFilters(true);

}

public Map<String, String> getFilterChainDefinitionMap() {
return filterChainDefinitionM ap;

}

public void setFilterChainDefinitionM ap(Map<String, String> filterChainDefinitionMap) {
thisfilterChainDefinitionMap = filterChainDefinitionM ap;

}

public void setCustomFilters(Map<String, Filter> customFilters) {
for(Map.Entry<String, Filter> entry : customFilters.entrySet()) {

addFilter(entry.getKey(), entry.getValue(), false);

}
public void setDefaultFilterChainDefinitions(String definitions) {

Ini ini = new Ini();
ini.load(definitions);
Ini.Section section = ini.getSection(IniFilterChainResol verFactory. URLYS);
if (CollectionUtils.isEmpty(section)) {
section = ini.getSection(Ini. DEFAULT_SECTION_NAME);

}
setFilterChai nDefinitionM ap(section);

}

public String getLoginUrl() {
return loginUrl;

}

public void setLoginUrl (String loginUrl) {
this.loginUrl = loginUrl;
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public String getSuccessUrl() {
return successurl;
}
public void setSuccessUrl(String successUrl) {
this.successUrl = successUrl;
}
public String getUnauthorizedUrl () {
return unauthorizedUrl;
}
public void setUnauthorizedUrl (String unauthorizedUrl) {
this.unauthorizedUrl = unauthorizedUrl;
}
@PostConstruct
public void init() {
Map<String, Filter> filters = getFilters();
if (ICollectionUtils.isEmpty(filters)) {
for (Map.Entry<String, Filter> entry : filters.entrySet()) {
String name = entry.getKey();
Filter filter = entry.getValue();
applyGlobal PropertieslfNecessary(filter);
if (filter instanceof Nameable) {
((Nameable) filter).setName(name);

}
addFilter(name, filter, false);

}
Map<String, String> chains = getFilterChainDefinitionMap();
if (1CollectionUtils.isEmpty(chains)) {
for (Map.Entry<String, String> entry : chains.entrySet()) {
String url = entry.getKey();
String chainDefinition = entry.getValue();
createChain(url, chainDefinition);

}
}
}
protected void initFilter(Filter filter) {
/lignore
}
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public FilterChain proxy(FilterChain original, List<String> chainNames) {
NamedFilterList configured = new SimpleNamedFilterList(chainNames.toString());
for(String chainName : chainNames) {
configured.addAll(getChain(chainName));

}
return configured.proxy(original);

}

private void applyGlobal PropertieslfNecessary(Filter filter) {
applyLoginUrlIfNecessary(filter);
applySuccessUrlIfNecessary(filter);
applyUnauthorizedUrlIfNecessary(filter);

}

private void applyLoginUrlIfNecessary(Filter filter) {
1127 5t

}

private void applySuccessUrlIfNecessary(Filter filter) {
1127 5t

}

private void applyUnauthorizedUrl IfNecessary(Filter filter) {
1127 5t

}

}

1. CustomDefaultFilterChainManager: i F A IEARIT, 2 H shiF MHERIA I FE A ;

2. loginUrl. successUrl. unauthorizedUrl: 73 0TI 6 Sk bk 2855 B ) i BRI Bk btk |
RPZRR L, T4 N PR 1

3. filterChainDefinitionMap: 1774 U ShiroFilterFactoryBean &1 B S A4 Id & (1444
P S, BT LUK R BN SEEAAN BE: & B a8 SEEE T nE & 9F

4, setDefaultFilterChainDefinitions: Af T L& SCAF AR N4 FR AR AR RERC &, BT N
FHINV 422 A o B 5

5. setCustomFilters: /I AITH & IHE#k A% W1 ShiroFilterFactoryBean 1) filters J& i:;
6. init: WAV, Spring A2 E BN ST, TSRS B A R AR B E W
loginUrl. successUrl. unauthorizedUrl; JLiXiR#5 filterChainDefinitionMap 4B TA 142 4
A

7. initFilter: IEALTRATTZmE B initFilter, PRIACSS spring B BE T, BTLL Filter [RIAHCHC &
2S1E Spring BB 5E s

8. proxy: A& ZAEEESEEN N ASENE FilterChain AAEE,

Web E 488
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i %% com.github.zhangkaitao.shiro.chapter19.web.controller {1, AR T4+ /NN T
UrlFilterController 1T~ UrlFilter 4y, S35t BBR T 4ahilas 7k ERRLRR AR, i Al
34 URL £k 71 .

Spring Bt &E——spring-config-shiro.xml

<bean id="filterChainM anager"
class="com.github.zhangkaitao.shiro.spring.CustomDefaul tFi lterChainM anager”>
<property name="loginUrl" value="/login"/>
<property name="successUrl" value="/"/>
<property name="unauthorizedUr!" value="/unauthorized.jsp"/>
<property name="customFilters'>
<util:map>
<entry key="authc" value-ref="formA uthenticationFilter"/>
<entry key="sysUser" value-ref="sysUserFilter"/>
</util:map>
</property>
<property name="defaultFilterChainDefinitions"'>
<value>
/login = authc
/logout = logout
/unauthorized.jsp = authc
[** = user,sysUser
</value>
</property>
</bean>

filterChainManager &A1 5& X[ CustomDefaultFilterChainManager, 11 /A W 32 ks &
NN Rt e o

<bean id="filterChainResolver"
class="com.github.zhangkaitao.shiro.spring.CustomPathM atchingFilterChainResolver”>
<property name="customDefaultFilterChainManager" ref="filterChainManager"/>
</bean>

filterChainResolver J2 [1 € X [¥) CustomPathMatchingFilterChainResolver, i il 1)
filterChainManager AT 448 23 Bk 1) 7 21

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityM anager"/>
</bean>
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shiroFilter A5 X filters J% filterChainDefinitions, i /&224: T filterChainManager #E17T5¢
Eﬁo

<bean class="org.springframework.beans.factory.config.MethodI nvokingFactoryBean">
<property name="targetObject" ref="shiroFilter"/>
<property name="targetMethod" value="setFilterChainResolver"/>
<property name="arguments" ref="filterChainResolver"/>

</bean>

I J5 3 filterChainResolver J3: 145 shiroFilter, HiAd FH & HEATEhZS URL BPRFs .
HAWFCE RN, IESH BTN,
Wk

1. HJEHAT shiro-datasql HJ4ALEE .
2. SRJ5ETF URL & B an - 5 ds

EFs ]
URL: fuser™
AEFIE, aa
FRPRF %

&

3. Vi http://localhost:8080/chapter1Q/user I ZEKH] 9147 aa ffi €1, BLI 2 %A T LA
Bk BAAZAL YT I 5
4, N aa iR JE AN P, e st A AR D7 1) http://local host:8080/chapter 19/user .

S BRI AT DALE LA EREAT SR
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B R Web N HEERK

FE—SEREE T, T RETTEE Web N USRS IR, RIVIRSS wei JOIRAS, 32 Ui I 2% 25 ity
ANEAFEAR 2 GIE ARG, &R RIS AR P AT 8 5% . W48 REST X
K AP, WERAME ] OAuth2 UL, whn] LAEE T 4 REST+HMAC YFEE T U5 . HMAC
(Hash-based Message Authentication Code) : F&FHIFI A EINIED, {FH— &P
AN RAE SN, eI B RO E AT R bR R 45 v A, A —
JiREANGNIE ) o U ) S 20 B AT AR, IR SS ImR fa e B AT IR .
UGS P A4+ B0 0T B, — BB R T e 2 T A A B A T A o A vk
VASEIUE

1. BRI HS > Token, $RJG1# 1% Token #EATIN%5, TMi% Token & — 2L, I
HUREI I 7 55T OAuth2 (1) Token ML, (HJ2 fifj sat,

2. KRR AE B ASME— 1) Token, SR 0] Token IN%, IXAEIRSS s dmic s FixLe
Token, 152 i b A Ky A& ik

N T L, ASSCEHA R A (I RIS H0 ARGl B2, BUGIERSEdE ,
EE AT REBO AN BT REZ IR T o PR INE D EFTR .

H 55 % i
XET B R, AVERCAR, TRARUERIN A LI 563307 AT

H 25 il %

@RestController
public class ServiceController {
@RequestM apping("/hello™)
public String hello1(String[] paraml, String param2) {
return "hello" + paraml[0] + paraml[1] + param?2;

}
}
Myill/nello ARSI, F5EAL N paraml. param2 P41 K S50,
g T A%
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com.github.zhangkaitao.shiro.chapter20.codec. HmacSHA 256Util s:

T 5 72 BB RS N A G B 2 CGRIED

public static String digest(String key, String content);

IS A5 5E IR 2 RS0 AN Map 1P A B B i 22 GROYIMED
public static String digest(String key, Map<String, 7> map)

Xt Map ARG JE 4 5 B o B i e 55 s R (B4 33 (1) 240 i R 2

Subject TJ~

public class Statel essDefaultSubjectFactory extends DefaultWebSubjectFactory {
public Subject createSubject(SubjectContext context) {
I3 session
context.setSessionCreationEnabled(fal se);
return super.createSubject(context);

}

i i M A context.setSessionCreationEnabled(false) % 7~ A ) & 25 3%, 5 2 5 i
Subject.getSession()¥5 i Hi DisabledSessionException 57 o

StatelessAuthcFilter
AT FormAuthenticationFilter, {H 2R 4 2w SR R SCA5 SRS SR I A1 38 S5 1A IE
s,

public class Statel essA uthcFilter extends AccessControl Filter {
protected boolean isAccessAllowed(ServietRequest request, ServlietResponse response,
Object mappedV alue) throws Exception {
return false;
}
protected boolean onAccessDenied(ServlietRequest request, ServlietResponse response)
throws Exception {
ML 27 S A BRI S 22
String clientDigest = regquest.getParameter(Constants. PARAM_DIGEST);
112, 37 Sl NI 5 473
String username = request.getParameter(Constants. PARAM_USERNAME);
113, 7 S KK S50 &
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Map<String, String[]> params =

new HashMap<String, String[]>(request.getParameterMap());
params.remove(Constants.PARAM_DIGEST);
4. "L ICIRAS Token
Statel essToken token = new Statel essToken(username, params, clientDigest);
try {

115 FFL4 Realm HHT & 5%

getSubject(request, response).login(token);
} catch (Exception €) {

e.printStackTrace();

onLoginFail(response); //6. & 3% 2

return false;

}

return true;

}

1165 55 IR IGURT BRI 1] 401 AR AR

private void onLoginFail (ServletResponse response) throws IOException {
HttpServletResponse httpResponse = (HttpServletResponse) response;
httpResponse.setStatus(HttpServletResponse.SC_UNAUTHORIZED);
httpResponse.getWriter().write("login error");

}

}

RN P NI P 4 RS E. I EMEE, Al StatelessToken; SR J5 A2 25 AH N [
Realm #EATIAIE

StatelessT oken

public class Statel essToken implements A uthenticationToken {
private String username;
private Map<String, ?> params,
private String clientDigest;
118 W65 8 73 AR
public Object getPrincipal() {  return username;}
public Object getCredentials() { return clientDigest;}

}

P BRI P 44 SEUERD 2 7 sl N R S 2E

StatelessRealm
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T IER) Realm.

public class Statel essRealm extends AuthorizingRealm {

public boolean supports(AuthenticationToken token) {
IV 372+ StatelessToken 2% ) Token
return token instanceof StatelessToken;

}

protected Authorizationinfo doGetA uthorizationlnfo(Principal Collection principals) {
RG] 7 A4 A 0, T AR T Sk S B
String username = (String) principals.getPrimaryPrincipal ();
SimpleAuthorizationlnfo authorizationinfo = new SimpleA uthorizationlnfo();
authorizationlnfo.addRole("admin®);
return authorizationlnfo;

}

protected Authenticationinfo doGetA uthenticationlnfo(A uthenticationToken token) throws

AuthenticationException {
Statel essToken statelessToken = (StatelessToken) token;
String username = statel essToken.getUsername();
String key = getKey(username);//AR 5 FH F7 44 SR BB RV g (1) —FF)
HIAE R 55 4 i A2 J 25 i 2 80 SR A 4L
String serverDigest = HmacSHA 256Utils.digest(key, statel essToken.getParams());
IR o BEAT % 7 i JEL A BRI 55 g i V1 JEL 478 2 FR DL
return new SimpleA uthenticationlnfo(
username,
serverDigest,

getName());

private String getK ey(String username) {//#3 2% 4], AR L —A
if("admin".equals(username)) {
return "dadadswdewqg2ewdwqdwadsadasd”;
}

return null;

}

EAL B SEARE 2 7 A A R 2R B R 3 B, R S s PRI SR S B E IR 55 4%
S (R S s AR A ) s KT B R B AT LS A R VLG U 2 A% e A (1
AN AREAR o R AGEAT IR, — B AGRIREZIER, n VAR, afBL% e
AT AR IR TS 5
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Spring Bt &E——spring-config-shiro.xml

<!-- Realm B -->
<bean id="statelessRealm"
class="com.github.zhangkaitao.shiro.chapter20.realm.Statel essRealm">

<property name="cachingEnabled" value="false"/>

</bean>

<l-- Subject ] -->

<bean id="subjectFactory"

class="com.github.zhangkaitao.shiro.chapter20.mgt. Statel essD ef aul tSubj ectFactory” />

<l-- NTREPAE >

<bean id="sessionManager" class="org.apache.shiro.session.mgt.DefaultSessionM anager">
<property name="sessionV alidationSchedulerEnabled" value="false"/>

</bean>

<l-- RREHEE >

<bean id="securityManager" class="org.apache.shiro.web.mgt.DefaultWebSecurityManager">
<property name="realm" ref="statelessRealm"/>
<property name="subjectDAO.sessionStorageEval uator.sessionStorageEnabled"

value="false"/>

<property name="subjectFactory" ref="subjectFactory"/>
<property name="sessionManager" ref="sessionManager"/>

</bean>

<!-- #4118 H SecurityUtils.setSecurityM anager(securityM anager) -->

<bean class="org.springframework.beans.factory.config.MethodI nvokingFactoryBean">
<property name="staticMethod"

value="org.apache.shiro.SecurityUtil s.setSecurityM anager" />

<property name="arguments" ref="securityManager"/>

</bean>

sessionManager il it sessionV alidationSchedulerEnabled 24 1454 15 1 B2 28, TRk AT 148 ) 4
Tk, PR E I s T .

<bean id="statelessAuthcFilter"
class="com.github.zhangkaitao.shiro.chapter20.filter. Statel essAuthcFil ter"/>

BRI SRIEATAIE £ 48S -
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<l-- Shiro ] Web i g4 -->
<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityM anager"/>
<property name="filters">
<util:map>
<entry key="statelessAuthc" value-ref="statel essAuthcFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions'>
<value>
[**=statelessAuthc
</value>
</property>
</hean>

P SR AKE statelessAuthe 2 #3521 T IAIE «
oAb G E S 2 % YA .

SpringMV C %% 215 5%
5 434l 3 spring web mve REST XUk Helloworld
http://jinnianshilongnian.iteye.com/blog/1996071
FRFR# SpringMVC
http://www.iteye.com/bl ogs/subjects/kaitao-springmvc

%

IEALE F SpringMV C #2446 RestTemplate 3EA TR . 155 2% W R Uik 47242
Spring MV C JaHE B¢ fif——27¢ 7 Sl ik
http://jinnianshilongnian.iteye.com/blog/2007180
Spring MV C I HE B2 - fif— ik 55 i 1 ik
http://jinni anshilongnian.iteye.com/blog/2004660

WAk T T, A AR jetty AR 55 &R SR 55 i
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public class ClientTest {

private static Server server;

private RestTemplate restTemplate = new RestTemplate();

@BeforeClass

public static void beforeClass() throws Exception {
118 3E— server
server = new Server(8080);
WebA ppContext context = new WebA ppContext();
String webapp = "shiro-exampl e-chapter20/src/main/webapp";
context.setDescriptor(webapp + "/WEB-INF/web.xml");  //{& & web.xml it & 4
context.setResourceBase(webapp); /45 webapp H =%
context.setContextPath("/");
context.setParentL oaderPriority(true);
server.setHandler(context);
server.start();

}

@AfterClass

public static void afterClass() throws Exception {
server.stop(); /124 IR GE A 11 e 55 4%

}

}

CEREA TR TF 2 A TP 25 . /A RN X R 5 2«
AR F oL

@Test

public void testServiceHelloSuccess() {
String username = "admin”;
String param11 = "param11”;
String param12 = "param12”;
String param2 = "param2";
String key = "dadadswdewq2ewdwqdwadsadasd";
MultiVaueMap<String, String> params = new LinkedMultiValueMap<String, String>();
params.add(Constants. PARAM_USERNAME, username);
params.add("paraml"”, paramll);
params.add("paraml"”, paraml2);
params.add("param2", param2);
params.add(Constants. PARAM_DIGEST, HmacSHA 256Utils.digest(key, params));
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String url = UriComponentsBuilder
fromHttpUrl ("http://localhost:8080/hell0")
.queryParams(params).build().toUri String();
ResponseEntity responseEntity = restTemplate.getForEntity(url, String.class);
Assert.assertEquals("hello” + paraml1l + paraml12 + param2, responseEntity.getBody());

}

XSRS ACE G B 25 1 B S AP A 45 R 55w JIR 55 4 i A6 UEE e 7 i AR .
55, AR .

WA RBAE B

@Test
public void testServiceHel loFail() {
String username = "admin”;
String param11 = "param11”;
String param12 = "param12”;
String param2 = "param2”;
String key = "dadadswdewq2ewdwqdwadsadasd”;
MultiVaueMap<String, String> params = new LinkedMultiVaueMap<String, String>();
params.add(Constants PARAM_USERNAME, username);
params.add("paraml”, paramll);
params.add("paraml”, paraml2);
params.add(’param2”, param?2);
params.add(Constants. PARAM_DIGEST, HmacSHA 256Utils.digest(key, params));
params.set("param?2”, param2 + "1");

String url = UriComponentsBuilder
fromHttpUrl ("http://localhost:8080/hell0")
.queryParams(params).build().toUri String();
try {
ResponseEntity responseEntity = restTemplate.getForEntity(url, String.class);
} catch (HttpClientErrorException €) {
Assert.assertEquals(HttpStatus. UNAUTHORIZED, e.getStatusCode());
Assert.assertEquals("login error”, e.getResponseBodyAsString());

}

FEAE AR SHOE B 2 )n, B T SRR, RS54 i o BUE 35T B AR Bl B 2K
PA—FE, R 401 H DR .
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B, BEAMRGEL T, WEERNE, T %ath, W EASOTTRA A AN AR T
%o

SpringMVC tHR41TRIES %
5 /34t 4 spring web mve REST XUk Helloworld
http://jinnianshilongnian.iteye.com/bloa/1996071
ERFR2~ SpringMVC
http://www.iteye.com/bl ogs/subjects/kaitao-springmvc
Spring MV C JIHE 443 fif——27% = sl ik
http://jinnianshilongnian.iteye.com/blog/2007180
Spring MV C JIHE 45 fif— i 25 sl ik
http://ji nni anshilongnian.iteye.com/blog/2004660
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FHot = TS AU G

fE— 28t FOAEAN T R — 28 S RS REREA T sk P b AT — 253841, A AT Al
vt B TARRATA RS, (B M ANAIE IR S8 75 VR, FURAHE TARZHE4 b
BRI ABATRT LM ] Shiro (K] RunAs Zhfig, RISV AHIBEEOL 55— AN Cln AT
SV ST VI o

ATARGIET (I N SRESE) U0 T AR B R R FEA A S o 2 AR

= KEHE SQL

11T shiro-example-chapter21/sql/ shiro-schemassgl #4514
151217 shiro-example-chapter21/sgl/ shiro-schema.sql %4

7
A K12 com.github.zhangkaitao.shiro.chapter21 £, | [ sS4k .

public class UserRunAs implements Serializable {
private Long fromUserld;//4% T & 431k 5
private Long toUserld;//##Z T S ik 5

}

ZSERESCT T HRIKS (A SR T A0S (B) IR, BB BIK ST LU
B ARSI B By BEAT TR

DAO

A K% 2% com.github.zhangkaitao.shiro.chapter21.dao 11 K ) DAO $2 11 & 5231

Service

H AR 2% com.github.zhangkaitao.shiro.chapter2l.service 11, K ) Service #4111 J 528

public interface UserRunAsService {
public void grantRunAs(Long fromUserld, Long toUserld);
public void revokeRunAs(Long fromUserld, Long toUserld);
public boolean exists(Long fromUserld, Long toUserld);
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}

public List<Long> findFromUserlds(Long toUserld);

public List<Long> findToUserlds(Long fromUserld);

FRALFZT S 00 PSSy . R RAELE AT A 3K AP

Web 4138 RunAsController
YRR sE I T S A e S D) 5 4 ThiRg .

RS P RRTIBBI B FIR, KETHEIMBARSRIR:

}

@RequestMapping
public String runasList(@CurrentUser User loginUser, Model model) {

model .addAttribute("fromUserlds",
userRunAsService.findFromUserlds(loginUser.getl d()));

model .addAttribute("toUserlds", userRunAsService.findToUserlds(loginUser.getld()));

List<User> alUsers = userService.findAll();

allUsers.remove(loginUser);

model .addAttribute("allUsers’, alUsers);

Subject subject = SecurityUtils.getSubject();
model .addAttribute("isRunas", subject.isRunAs());
if(subject.isRunAs()) {
String previousUsername =
(String)subject.getPreviousPrincipal s().getPrimaryPrincipal ();
model .addAttribute(" previousUsername", previousUsername);

}

return "runas’;

1. SubjectisRunAs(): K7 HTH 272 RunAs P, BIC& V)54 T
2. Subject.getPreviousPrincipals(): 14 EITI# & Z Fif B4, — A EAD)AR 2 &
U, I B AR s &5 A R A7 A s

e
TAHTH P ST 5, RS AN DTS 4 2z 7
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@RequestM apping("/grant/{ toUserld} ")
public String grant(
@CurrentUser User loginUser,
@PathVariable("toUserld") Long toUserld,
RedirectAttributes redirectAttributes) {
if(loginUser.getld().equals(toUserld)) {
redirectAttributes.addFlashAttribute("msg", " H RN RE VIR B L S 3);
return "redirect:/runas";
}
userRunAsService.grantRunAs(loginUser.getld(), toUserld);
redirectAttributes.addFlashAttribute("msg", "4 & Ih"):
return "redirect:/runas’;

}

1. HOARR T SmA A
2. i UserRunAsService. grantRunAs % 415 & s F 7 1K) S 3 T 25 AN I

CIlve=gris
EHETLEA ) 5 4 [F R .

@RequestM apping("/revoke/{ toUserld} ")
public String revoke(
@CurrentUser User loginUser,
@PathVariable("toUserld") Long toUserld,
RedirectAttributes redirectAttributes) {
userRunAsService.revokeRunAs(loginUser.getld(), toUserld);
redirectAttributes.addFlashAttribute("msg", "1 45 & Ih");
return "redirect:/runas’;

DS

@RequestM apping(*/switchTo/{ switchToUserld} ")
public String switchTo(
@CurrentUser User loginUser,
@PathVariable("switchToUserld") Long switchToUserld,
RedirectAttributes redirectAttributes) {
Subject subject = SecurityUtils.getSubject();
User switchToUser = userService.findOne(switchToUserld);
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if(loginUser.equals(switchToUser)) {
redirectAttributes.addFlashAttribute("msg", " 1 SR REDIHL R H OIS,
return "redirect:/runas’;

}

if(switchToUser == null || 'userRunAsService.exists(switchToUserld, loginUser.getld())) {
redirectAttributes.addFlashAttribute("msg", "X} 7 % H % TG4, ANEEVIH");
return "redirect:/runas’;

}

subject.runAs(new SimplePrincipal Collection(switchToUser.getUsername(), ""));

redirectAttributes.addFl ashAttribute("msg", "# 11 3");

redirectAttributes.addF ashAttribute(" needRefresh”, "true");

return "redirect:/runas’;

}

1. H2eHAE switchToUserld 8 31 547 4 31 1) 5 473 5
2. #RJEiE T UserRunAsService. exists() AT 24 mira sk 7 2 75 nl BLYI#20Z 5 40
3. it Subject.runAs())HE1% 5 17

Pz E—A 54

@RequestM apping("/switchBack™)

public String switchBack(RedirectAttributes redirectAttributes) {
Subject subject = SecurityUtils.getSubject();
if (subject.isRunAS()) {

subject.releaseRunAs();

}
redirectA ttributes.addFlashAttribute("msg", "#: 1 Bh");
redirectAttributes.addF ashAttribute(" needRefresh”, "true");
return "redirect:/runas’;

}

1. it Subject.releaseRunAs() ) #e4s AN 5 77

AL ER R FRATAT AT 2 R S 43, W0 A D13 B, ARG RN C; B4 T 28 H
% Subject. releaseRUNAS() A g D)2 A BT P8 S5 A Bdis S M A7 it D i (i 7
Subject. getPreviousPrincipals() 15 2] F— kU B 1G4y, L a2 C; A4 API
B B 154

FABACT AR E A RPN SRa sy —#, S H iR
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A,
1. 4evin http:/localhost:8080/chapter21/, 4 N\ admin/123456 HE1T6 58 S&/ BT 5t
T

WM [adminZ FAShirod S M, Ei | MRS |

2, VIS, BB R S

Wi oy
Bl B H AR f 47
M wiE
HAe . AT 1T BT
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LI zhang 17 D421 admin 5 635 R i VIRl S 43, 2304050 5 Uiy zhang.
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S a5 R

FEROH G ST RET, AR 2 IR 2R SR, IR RS W H 2 1 B kB g AH
PRSI Gk MR VTR, g i s B Ve S H AT — L8R LA
g L, JE I 2% OCR L H AU AT LAMENT oK S ANAAT —LRIGUERS LU R 2 (—fiidind in i
gk S ME AE T Bk OCR LRI H2E P EguE AL, Pl TA T
AENKGERG, FrUAER AR Z AT 6, N TR R RIAE B S 2 i
B R RIS 2 REFUN I o BT AERS th AR X vl 520, H AT PR AT 52
I TFHURAERD, (BT ] SR AR X T 90 UE A3 2 EER BRI o

X RAERS AR R, TRL A Sl an Java SR AL ER APL 3 2R, i mT U B dn
JCaptcha X Fi T4 Java AL BRI UEIGIE J1; JCaptcha &4t 1 WLATIFL L Hrise x5 451
Pty AFAUSEET CGEHNE SGESH) .

—. %N JCaptcha 4K

<dependency>
<groupld>com.octo.captcha</groupld>
<artifactld>jcaptcha</artifactl d>
<version>2.0-a pha-1</version>
</dependency>
<dependency>
<groupld>com.octo.captcha</groupld>
<artifactld>jcaptcha-integration-simple-servlet</artifactid>
<version>2.0-a pha-1</version>
<exclusions>
<exclusion>
<artifactld>servlet-api</artifactld>
<groupld>javax.servlet</groupld>
</exclusion>
</exclusions>
</dependency>

com.octo.captcha . jeaptcha $24t T jecaptcha %0 1 jcaptcha-integration-simple-serviet $ {1t
75 Serviet fE k.

—. GMailEngine
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KA

https:.//code.goodle.com/p/musicvalley/source/browse/trunk/musi cvalley/doc/springSecurity/spri
ngSecurityll1/src/main/javalcom/spring/security/jcaptcha/ GM ail Engine.java?spec=svn447& r=44
7 CHHTGIEVI T, /it ICaptcha2.0 4w 5 2B GMail K A HikiE %
com.github.zhangkaitao.shiro.chapter22.jcaptcha.GMallEngine.

=. MyManageablel mageCaptchaService
St T ARG P T AT A N A SRR A AT

public class MyManageabl el mageCaptchaService extends
DefaultM anageabl el mageCaptchaService {
public MyM anageabl el mageCaptchaService(
com.octo.captcha.service.captchastore.CaptchaStore captchaStore,
com.octo.captcha.engine.CaptchaEngine captchaEngine,
int minGuarantedStorageDel aylnSeconds,
int maxCaptchaStoreSize,
int captchaStorel oadBeforeGarbageCollection) {
super(captchaStore, captchaEngine, minGuarantedStorageDel aylnSeconds,
maxCaptchaStoreSize, captchaStorel oadBeforeGarbageCollection);
}
public boolean hasCapcha(String id, String userCaptchaResponse) {
return store.getCaptcha(id).validateResponse(userCaptchaResponse);

9. JCaptcha TH3&
PEALAIN ) AP SR IGAE 24 5 i K 4 A A 50D & 7 1E A

public class JCaptcha{
public static final MyM anageablel mageCaptchaService captchaService
= new MyM anageabl el mageCaptchaService(new FastHashMapCaptchaStore(),
new GMailEnging(), 180, 100000, 75000);
public static boolean validateResponse(
HttpServletRequest request, String userCaptchaResponse) {
if (request.getSession(false) == null) return false;
boolean validated = false;
try {
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String id = request.getSession().getld();
validated =
captchaService.validateResponseForI D(id, userCaptchaResponse)
.booleanV alue();
} catch (CaptchaServiceException €) {
e.printStackTrace();

}
return validated:;

}
public static boolean hasCaptcha(
HttpServletRequest request, String userCaptchaResponse) {
if (request.getSession(false) == null) return false;
boolean validated = false;
try {
String id = request.getSession().getld();
validated = captchaService.hasCapcha(id, userCaptchaResponse);
} catch (CaptchaServiceException €) {
e.printStackTrace();

}
return validated:;

}

validateResponse(): H6ilE 24 A i SR A I IAE S A5 IEAf; JE M CaptchaService Hlfl[R B4 2E
J ) BRI

hasCaptcha(): % ik 4 B IE KA A IS UERS 2 7 1EA ;. {HA M CaptchaService 11 IR 4242
B SAERS (L Ajax G UEITrT DUERT, b7 1k 22 AR BSG UERSD

H.. JCaptchaFilter
F AR e e A [ ()t g s

public class JCaptchaFilter extends OncePerRequestFilter {
protected void doFilterInternal (HttpServletRequest request, HttpServletResponse response,
FilterChain filterChain) throws ServletException, |OException {

response.setDateHeader (" Expires', OL);
response.setHeader (" Cache-Control", "no-store, no-cache, must-revalidate");
response.addHeader (" Cache-Control”, " post-check=0, pre-check=0");
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response.setHeader("Pragma’, "no-cache");
response.setContentType("'image/jpeg”);
String id = request.getRequestedSessionl d();
Bufferedimage bi = JCaptcha.captchaService.getlmageChallengeForI D(id);
ServletOutputStream out = response.getOutputStream();
Imagel O.write(bi, "jpg", out);
try {
out.flush();
} finaly {
out.clos();

}

CaptchaService (/1] 4 2 1D “11F: key FRHCHRLITIRE IERRFr: 3351 22 G BLRS. P 4
A PR Y BT

<l-- IR PERR T LM R Shiro 2 )5 24 Shiro #43¢ HttpSession W1RAS, AT HEIE B
PRI sesisonid A—Ff >
<filter>
<filter-name>JCaptchaFilter</filter-name>
<filter-class>
com.github.zhangkaitao.shiro.chapter22.jcaptcha. JCaptchakilter
<[filter-class>
<ffilter>
<filter-mapping>
<filter-name>JCaptchailter</filter-name>
<url-pattern>/jcaptcha.jpg</url-pattern>
<[filter-mapping>

IX R AT LAAE UL HAE ) /jcaptchapg ik S B E S 1 Ao

75~ JCaptchaValidateFilter
T3 A 563E 1Y Shiro g8 .

public class JCaptchaV alidateFilter extends AccessControl Filter {
private boolean jcaptchaEbabled = true;//+2: 75 T Jo 36 UF 5 37 5
private String jcaptchaParam = "jcaptchaCode";// T & $232 I IF IS S 5 44
private String failureK eyAttribute = "shiroLoginFailure"; /5 i 2< W J& 774t 31 i) & v 44
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public void setJcaptchaEbabled(boolean jcaptchaEbabled) {
this.jcaptchaEbabled = jcaptchaEbabl ed;

}

public void setJcaptchaParam(String jcaptchaParam) {
this,jcaptchaParam = jcaptchaParam;

}

public void setFailureK eyAttribute(String failureKeyAttribute) {
thisfailureKeyAttribute = failureKeyAttribute;

}

protected boolean isAccessAllowed(ServietRequest request, ServletResponse response,

Object mappedV alue) throws Exception {

M. BEEIUEM S IT R e, vy DURE 12 Pk P & 15 W e Ry
request.setAttribute("jcaptchaEbabled"”, jcaptchaEbabl ed);

HttpServletRequest httpServletRequest = WebUtils.toHttp(request);
112 AW UEMS R 2EH] AR R PIRAT (SEFDT D

if (jcaptchaEbabled == false
|| 1" post”.equal slgnoreCase(httpServl etRequest.getM ethod())) {
return true;
}
113 BEIN R LA, AR UEf & 17 1A
return JCaptcha.validateResponse(httpServietRequest,
httpServletRequest.getParameter (jcaptchaParam));
}
protected boolean onAccessDenied(ServietRequest request, ServlietResponse response)
throws Exception {
IR R T, A76if R key Je Pk
request.setAttribute(failureK eyAttribute, "jCaptcha.error”);
return true;
}

£+ MyFormAuthenticationFilter

T RS K UE R Shiro £2AR2SEH T S A IE A S 2 Ariz T (H2 WG IE AL 56 E
PRI T, AT BT SO AR AR T FTUATR BB 00 R
FormAuthenticationFilter & {3 A IEFEARS, MU0 IE RS IR RO AN T E S O3 O E P2 RS
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public class MyFormA uthenticationFilter extends FormA uthenticationFilter {
protected boolean onAccessDenied(ServietRequest request, ServletResponse response,
Object mappedV alue) throws Exception {
if (request.getAttribute(getFailureK eyAttribute()) = null) {
return true;

}
return super.onAccessDenied(request, response, mappedV alue);

}

HmR 2z pr gt 17, R E Bk Ry,

J\~ spring-config-shiro.xml

<l-- FET Form R H UL JESE >
<bean id="authcFilter"
class="com.github.zhangkaitao.shiro.chapter22.jcaptcha.MyFormA uthenticationFilter">
<property name="usernameParam" value="username"/>
<property name="passwordParam" value="password"/>
<property name="rememberMeParam” value="rememberMe"/>
<property name="failureKeyAttribute" value="shiroLoginFailure"/>
</bean>
<bean id="jCaptchaV alidateFilter"
class="com.github.zhangkaitao.shiro.chapter22.jcaptcha.JCaptchaV alidateFilter>
<property name="jcaptchakEbabled" value="true"/>
<property name="jcaptchaParam" value="jcaptchaCode"/>
<property name="failureK eyAttribute" value="shiroLoginFailure"/>
</bean>
<l-- Shiro [¥] Web i jE4% >
<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="/login"/>
<property name="filters">
<util:map>
<entry key="authc" value-ref="authcFilter"/>
<entry key="sysUser" value-ref="sysUserFilter"/>
<entry key="jCaptchaValidate" value-ref="jCaptchaV didateFilter"/>
</util:map>
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</property>
<property name="filterChainDefinitions">
<value>
[static/** = anon
/jcaptcha* = anon
/login = jCaptchaV alidate,authc
/logout = logout
fauthenticated = authc
[** = user,sysUser
</value>
</property>
</bean>

L+ login.jsp BF IR

<c:if test="${jcaptchaEbabled} ">
<input type="text" name="jcaptchaCode">
<img class="jcaptcha-btn jcaptcha-img"
src="${ pageContext.request.contextPath} /jcaptcha,jpg” title=" s 7 5 #e56 UF L >
<aclass="jcaptcha-btn" href="javascript:;">#—jk</a>
<br/>
</cif>

F 45 jeaptchaEbabled Sk s 46 EAS ] o

+. AR
fir A\ http://localhost:8080/chapter22 Kf 55 [i1 2 65 TU Il s Fi A IEAFXI )™ 44 /R /565 kA B
RS WA AN R (N B, R s B i B R DI -

WrFRER

HPa.

T,

wos e
HEER:
=R
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o= ZIHEHBIRE K
AT

FEA L8 AL AR H N el L B R BN iTRES I LRI RURE B, g8 T2
TEH IBCRAE B S AMB R E G It B, RIVSEBL P S i DA B A o

SEARTELZR, WL TR SUWEED) R CGRHANTE Zia9ehl) AT
H R IX P FE A QS SR L 5 IR o

AFTERPE R 1) 5 R 5elilt, WRESENE 2% R E foags) M CGRHEE

OAuth2 ££1) T fiffiH] CAS sl OAuth2 SEHLISIIN B W AIE A AL . T340 ELln e 7 di/ ik
S im I 2 AR i 2% (5 TOIRE Web MHIEED)

fIE S0

/B

Server

N H]

Nginx Appl

SE TR

M H
App2

1 A=A TR P AR Server CiiiiI-1: 8080) 3 PN ] Appl i 1 9080)
AT App2 (i1 10080) ;
2. ] Nginx i AREX =AW, nginx.conf 1] server fit & &85> Wi R :

server {
listen 80;
server_name locahogt;
charset utf-8;
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location ~ */(chapter23-server)/ {
proxy_pass http://127.0.0.1:8080;
index /;
proxy_set_header Host $host;

}
location ~ */(chapter23-appl)/ {
proxy_pass http://127.0.0.1:9080;
index /;
proxy_set_header Host $host;

}
location ~ */(chapter23-app2)/ {
proxy_pass http://127.0.0.1:10080;
index /;
proxy_set_header Host $host;

}

4njj ) http://local host/chapter23-server 2 H 3% & %1 http://localhost:8080/chapter23-server;
Vi i) http://localhost/chapter23-appl 2 H )% & 3] http://local host:9080/chapter23-appl; ;[
http://local host/chapter23-app3 4 H ##% & £ http://|ocal host:10080/chapter23-app3;

Nginx (1248 KAT I BAT R 2], ARSI EIE .

H
T H B84
MySQL
.
N H
Appl
WRE | )
Server i Clldemt
permission F\_/i)zﬁ
App2
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L. AL AR Server QRIS L AT RSB HORACRE AL E] MySQL SR
e
2. 7 AppUIVE I App2 1% 113 Client ST 8 FFL 1 HU I Server FRIR i S A .

BEALAE ] Mysgl Frfit 231, A2 48 1 Memcached/Redis 2 251, % H 12 PR~ >
JERAS s An Al Redis (AN 2R

Redis
Server
e
permis .
2 }L_\ZJ—H
i Appl
MEsR | 2|
Server role Client
Ppermission
N H
App2

i Redis i M Abmit 2 To i A2 B Server T 2 il i T EE 4% w] LA Bl Redis
5 R SRR e o

BIHOC R AR
POM -« Core
Client
Server Appl App2
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shiro—example—chapter?23—appl
shiro—example—chapterZ23—app?
shiro—example—chapterZ3i—client
shiro—example—chapter?3—core
shiro—example—chapterZ3—pom

shiro—example—chapter?23—server

1. shiro-example-chapter23-pom k. $ 4L 7 H A PTA B MO IXFFH AR T H2 4%
AT RIE, AR, 40 shiro-example-chapter23-server:

<parent>
<artifactld>shiro-example-chapter23-pom</artifactl d>
<groupld>com.github.zhangkaitao</groupl d>
<version>1.0-SNAPSHOT</version>

</parent>

2. shiro-example-chapter23-core fit: $¢fit45 shiro-example-chapter23-server.

shiro-example-chapter23-client. shiro-example-chapter23-app* BiH (A% Ok,  HE izt A

FHEE 155

3. shiro-example-chapter23-server fiidle: 4L T 0 R AR B RE

4. shiro-example-chapter23-client fitit: $&fitas WV IR PR I3 138 AW HI6S B FRA RS 5L 5

5. shiro-example-chapter23-app* fidlt: #&ASFMNH], Wi—Lepy i B RGN G0

B3 shiro-example-chapter23-server %35 ; 73 #MY PR M shiro-example-chapter23-server 3k X
Chni@ b R A

shiro-example-chapter23-pom

F pom.xml [¥) packaging 25748 pom, JFf HAE% pom Hoin A FLA B T EL MO8, A8 )5
fly B B T B i BB B N parent Bl A] [H B 4k K X 26K B, o
shiro-example-chapter23-server Fitk .

<parent>
<artifactld>shiro-example-chapter23-pom</artifactl d>
<groupld>com.github.zhangkaitao</groupl d>
<version>1.0-SNAPSHOT</version>

</parent>

i P AU AR F) A 55
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shiro-example-chapter23-core Fbt

PR ft T IHARBBIA A8, W R AR A,

public interface RemoteServicelnterface {
public Session getSession(String appKey, Serializable sessionld);
Serializable createSession(Session session);
public void updateSession(String appKey, Session session);
public void deleteSession(String appKey, Session session);
public PermissionContext getPermissions(String appKey, String username);
}

P T 2515 CRUD, FARE N key FIHT = 44 SRR | S CRLEE A FIA PR 45 53D
shiro-example-chapter23-server FEk il 45 SE8L;  shiro-example-chapter23-client 2 7 bt
WH.

7 A2 48 T com.github.zhangkaitao.shiro.chapter23.core.ClientSavedRequest , H 47 Ji& T
org.apache.shiro.web.util. SavedRequest; HT- shiro-example-chapter23-app* #5815 1] — L4 77
BUOGSKIE RIS, A BIUTERRAF FoR, SR)5 H € 1) 31 shiro-example-chapter23-server Fitk
B BN R E E ) [Ek; A SavedRequest A RAE URL (1) schema://domain:port
B84 BT 75 5 i SavedRequest; fii#5 ClientSavedRequest fE {117 schema://domain:port;
EFEAREN AN HEE M A CEARNGEAE MV HANEE D -

public String getRequestUrl () {
String requestURI = getRequestURI();
if (backUrl '=null) {//1
if(backUrl.toLowerCase().startswWith("http://")
backUrl.toL owerCase().startswWith("https.//")) {
return backUrl;
} elseif(backUrl.startsWith(contextPath)) {//2
requestURI = contextPath + backUrl;
} else{//3
requestURI = backUrl;

}
StringBuilder requestUrl = new StringBuilder(scheme);//4

requestUrl.append("://");
requestUrl.append(domain);//5
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116

if("http".equalslgnoreCase(scheme) & & port = 80) {
requestUrl.append(":").append(String.val ueOf (port));

} elseif("https*.equalsignoreCase(scheme) & & port = 443) {
requestUrl.append(":").append(String.val ueOf (port));

}

1

requestUrl.append(requestURI);

118

if (backUrl == null & & getQueryString() '= null) {
requestUrl.append("?").append(getQueryString());

}

return requestUrl.toString();

}

1. WRMINEAENT successUrl C s 2 G B m il ), HEL httpi//5% https:// I
SR H AR A R 2 e e i B e B e

2. W4 successUrl A {HAHAEA R3¢, PF L F3G

3. EM, 40 successUrl 1514, HEEMREZS requestUrl BIAT; A, 15 successUrl Al ,
B2 requestUrl 5t 2 i i K (1) il 5

5. $fL url B4 schema, 4l http 5% hitps;

6. Hf [ik4;

7. PEEEE R EHEE GF RS0

8. Wik successUrl ¥fl, HAEMSE, Pf L

9 ik [FliZ bk, AHRY R ARAS B E e ) B e R AT

shiro-example-chapter23-server f&t

iR LR R A

User App

Role

i B4 7 L
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F F* (sys_user)

b4 i) KJE il

id bigint it L
username varchar 100 H P4
password varchar 100 S

salt varchar 50 8

locked bool KR BiE
I JH (sys_app)

SR KR K EiL

id bigint iy FH
name varchar 100 IV FH 44 B
app_key varchar 100 I key (IME—)
app_secret varchar 100 AR
available bool BT
2B (sys_authorization)

E 4 K K il

id bigint iy FH
user_id bigint Prlg
app_id bigint A

role ids varchar 100 MR

P b CGRTNE G489:40) DT roleids, oA 20 HEPARE T, FrLdg
B T AR AN N s AN B FH P AL Bt AN REAE T i i3 role_ids T
MR A AP BRI R s 71 A 5 B4 2 Y key(app_key) RN FH 22 415 (app_secret) ,
app 7E V7 ) server I LR 2 H CLH app_key A 7 425K 3KEZ app W P AR B
4b app_secret 1 LLINK app MY, LN 2 Ay Nl LI e e, nf&% (F
17 TR Web N JHEER) o 4k available J& PEEmiZ N AR RS IT R Wi fase %
IR AT, BEAS BESRH AR B AR & o

B Afe eI P EFRE I app THAL B A (U5 FH P R app 7746 KIROG &R .

PUORA B T CRANE SR8 52U, LA HAb A R R 450 CRZE R 2D .

RIFHE SQL

HAKWE 5%

sql/ shiro-schemasgl (R 45#))
sql/ shiro-datasgl ~ (¥I4h %R

A
B A£i%2% com.github.zhangkaitao.shiro.chapter23.entity 1, | {5244, IHALERASIZE T o
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DAO
BA£i#%2% com.github.zhangkaitao.shiro.chapter23.dao £ K i DAO #2211 f Sz 8.

Service
K152 2% com.github.zhangkaitao.shiro.chapter23.service f3 1 [¥) Service $22 1 J 528, LAF
TR CRUD Z AP .

public interface AppService {
public Long findAppldByA ppKey(String appKey):// 14 appKey #T4k Appld

public interface AuthorizationService {
IHRYE AppKey R 7 4 Bk LMo
public Set<String> findRoles(String appKey, String username);
IR AppKey F1HH 7 44 25 B 775
public Set<String> findPermissions(String appKey, String username);
t

WA AppKey R 44 B H - AEFE 52 N HT host$ (0 A AR 745 5

UserRealm

protected Authorizationlnfo doGetA uthorizationlnfo(Principal Collection principals) {
String username = (String)principals.getPrimaryPrincipal ();
SimpleA uthorizationlnfo authorizationinfo = new SimpleAuthorizationlnfo();
authorizationlnfo.setRol es(
authorizationService.findRoles(Constants. SERVER_APP_KEY, username));
authorizationlnfo.setStringPermissions(
authorizationService.findPermissions(Constants.SERVER_APP_KEY, username));
return authorizationinfo;

}

PE AR T EE F AuthorizationService [ findRoles/findPermissions /5 ¥:4% A\ AppKey FiLH J7 4
AR P B A R IR A A e HAAn (BB HoNme Ziasefl) AU 4.

Server FormAuthenticationFilter

public class ServerFormA uthenticationFilter extends FormA uthenticationFilter {
protected void issueSuccessRedirect(ServletRequest request, ServletResponse response)
throws Exception {
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String fallbackUrl = (String) getSubject(request, response)
.getSession().getAttribute(" authc.fallbackUrl");
if(StringUtils.isEmpty(fallbackUrl)) {
fallbackUrl = getSuccessUrl();

}
WebUtils.redirectToSavedRequest(request, response, fallbackUrl);

}

Ry 2 T H Bk, b dn S AN H A 8 e ok ), EeR e Session 2
“authc.fallbackUrl” J& 1, WA BN e AR @ m ks R Server H A1)
successUrl 1 k5 5l B 5 B 1) 21 R Hhl

MySqlSessionDAO

PR AL E) Mysol Bl i IRAR K SRT LIS IS8k /7% 21 Redis’Memcached 4%,
SCHURISIE S % G5 SR ) Th ISR AE ik A1) MySessionDAO, 584
o

MySqlSessionValidationScheduler

AR S EH) PR IERUET 1535 1 ¥ MySessionValidationScheduler 584
FEo KA H W Redis 2 25141 A 3k I % g ) DB, 584 Al LUAS B sk B
SessionValidationScheduler, B ¥4 1)1-1X 2% DB )it B Sk ms B vl o

RemoteService

public class RemoteService implements RemoteServicel nterface {
@Autowired private AuthorizationService authorizationService;
@Autowired private SessionDAO sessionDAO;

public Session getSession(String appKey, Serializable sessionld) {
return sessionDAO.readSession(sessionld);

}

public Serializable createSession(Session session) {
return sessionDAO.create(session);

}

public void updateSession(String appKey, Session session) {
sessionDAO.update(session);

}
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public void del eteSession(String appKey, Session session) {
sessionDAO.del ete(session);

}

public PermissionContext getPermissions(String appKey, String username) {
PermissionContext permissionContext = new PermissionContext();
permissionContext.setRol es(authorizationService.findRoles(appK ey, username));
permissionContext.setPermi ssions(authorizationService.findPermissions(appK ey,

username));

return permissionContext;

}

A5 2 HTTP AP ER W RS, 350 BFF At PR AL T LU PRV AR L0725 ) i Pk
PE CLUEAT Session (8P e B AR AppKey I/ 4 5 (ol S0 Hh sl BEAb Bt
F ST AR THRE, LR SRR Ay B T LS R P S I S (2
T TR Web REFIAEHG) R IR S e AR

SR JGALE spring-mve-remote-servicexml it & S04 IR 45 44 75 1 25

<bean id="remoteService"
class="com.github.zhangkaitao.shiro.chapter23.remote. RemoteService'/>
<bean name="/remoteService"
class="org.springframework.remoting.httpinvoker.Httpl nvokerServiceExporter>
<property name="service" ref="remoteService'/>
<property name="servicelnterface"
value="com.github.zhangkaitao.shiro.chapter23.remote.RemoteServicel nterface"/>
</bean>

Shiro B & 3044 spring-config-shiro.xml
MR TNTE LG 5) BeE2RL, (H2 7524 shiroFilter '1 1 filterChainDefinitions His
nan FRCE, BRI AT E S AL

/remoteService = anon

XFT userRealm (WA RC E ARSI DO WERTT R, B TP BURAN S B3RP 122
e HNESH GBI BEATSA7 I IERC

JR 25 2% S A 4

1. HIEFFA ngnix [ AREE; AR JE AT LLE EEV5 1) http://local host/chapter23-server/;
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2. FANERAIH 4% admin/123456 & sk
3. WHERL, HHMTNHE CRUD, T4y NH KEY CLZiME—) KN 24, % F
st gt o] A N KEY SRECH 756k 7 3 AR T«

< A iliE
ke s i FJEEY i [ W0 wE
SGEESE | G Fhah BT 3R 3T 50 T | ] L e = T D™ SR T LTl 3T | BRI MBS
APE-L Bibs ab -8y o-Lhod—ab oU—S 04 a0 | b dabbl-nac T -Lted-gt e 1=tk flecdauZ 2 | BRI IIER
AT 2 Belhafll 370 <223 af=0 435e72300cf0 | Sh74abb? bael c7ed 270l $5T1les3a0SI3E | it HE

4, FRUEHL, EEMAS NI A AR IR it i DURE N KEY K
JH AR BN A CUBUR P A AR T

T
¥ F B s Pl HFiF
]+ Hisr admi = [FEEFEG | [
L Ad’ f‘l‘i?r"?i&‘-:-ll .?!. PR EJ_I ? f:EF{' H'IJ;&:
a2 adm FiIFEEN, IR [t HE
B2 H . APP-2 v
JEHF' : admin ¥
REFIR. BEEEn
APPIEIER
APPZEIER
(FH(EchiftBE &%)
|

shiro-example-chapter23-client f#kt

Client B AL TN FIBEHARAST, TR F AN AR A 75 SR Client B8, SR )5 f4E
FH AV R C SO TP G g sl TR bk, PEARARBE SRR AT, R A A
EN ]

Fo B R ARSS spring-client-remote-servicexml

<bean

id="remoteService"
class="org.springframework.remoting.httpinvoker.Httpl nvokerProxyFactoryBean" >
<property name="serviceUrl" value="%{ client.remote.service.url}"/>
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<property name="servicelnterface"
value="com.github.zhangkaitao.shiro.chapter23.remote.RemoteServicel nterface’ />
</bean>

client.remote.service.url /& FE Ik 55 2 75 bbb JEEAH N Y properties fit & SCHHIC &, Jask
4. SRk AT DLl remoteService SRE 21 S A (IRUR AP 4EA T o

ClientRealm

public class ClientRealm extends AuthorizingRealm {

private RemoteServicel nterface remoteService;

private String appKey;

public void setRemoteService(RemoteServicel nterface remoteService) {
this.remoteService = remoteService;

}

public void setAppKey(String appKey) {
this.appKey = appKey;

}

protected Authorizationlnfo doGetA uthorizationlnfo(Principal Collection principals) {
String username = (String) principals.getPrimaryPrincipal ();
SimpleA uthorizationlnfo authorizationlinfo = new SimpleAuthorizationinfo();
PermissionContext context = remoteService.getPermissions(appKey, username);
authorizationl nfo.setRoles(context.getRoles());
authorizationl nfo.setStringPermi ssions(context.getPermissions());
return authorizationlnfo;

}

protected AuthenticationInfo doGetA uthenticationl nfo(AuthenticationToken token) throws

AuthenticationException {

KA A T
throw new UnsupportedOperationException(" 7Kz A2 1 14 1 ™):;

}

ClientRealm #2 it S YAIF (5 BRI BUE B, A BRh & JCAd N FHARHS % ) o, I 6 1 1)

SESELS UM AIE, T LA doGetAuthenticationlnfo 3RS G AESS H BBl A3k
B RUE B, 2l i fE R 72 1 IR %S RemoteServicelnterface $REX, $24}t appKey FH 7 4
FRERAA]

ClientSessionDAO
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public class ClientSessionDA O extends CachingSessionDAO {

private RemoteServicel nterface remoteService;

private String appKey;

public void setRemoteService(RemoteServicel nterface remoteService) {
this.remoteService = remoteService;

}

public void setAppKey(String appKey) {
this.appKey = appKey;

}

protected void doDel ete(Session session) {
remoteService.del eteSession(appKey, session);

}

protected void doUpdate(Session session) {
remoteService.updateSession(appKey, session);

}

protected Serializable doCreate(Session session) {
Serializable sessionld = remoteService.createSession(session);
assignSessionld(session, sessionld);
return sessionld;

}

protected Session doReadSession(Serializable sessionld) {
return remoteService.getSession(appKey, sessionld);

}

Session 4 fIH R g i 1% 1 Sl EIAHB AN 20

ClientAuthenticationFilter

public class ClientAuthenticationFilter extends A uthenticationFilter {
protected boolean isAccessAllowed(ServietRequest request, ServlietResponse response,
Object mappedValue) {
Subject subject = getSubject(request, response);
return subject.isAuthenticated();
}
protected boolean onAccessDenied(ServlietRequest request, ServlietResponse response)
throws Exception {
String backUrl = request.getParameter("backUrl");
saveRequest(request, backUrl, getDefaultBackUrl (WebUTtils.toHttp(request)));
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return false;
}
protected void saveRequest(ServletRequest request, String backUrl, String fallbackUrl) {
Subject subject = SecurityUtils.getSubject();
Session session = subject.getSession();
HttpServletRequest httpRequest = WebUtils.toHttp(request);
session.setAttribute("authce.fallbackUrl", fallbackUrl);
SavedReguest savedRequest = new ClientSavedRequest(httpRequest, backUrl);
session.setAttribute(WebUtils.SAVED_REQUEST _KEY, savedRequest);
}
private String getDefaultBackUrl (HttpServletRequest request) {
String scheme = request.getScheme();
String domain = request.getServerName();
int port = request.getServerPort();
String contextPath = request.getContextPath();
StringBuilder backUrl = new StringBuilder(scheme);
backUrl.append(":/I");
backUrl.append(domain);
if("http".equalsignoreCase(scheme) & & port = 80) {
backUrl.append(":").append(String.valueOf(port));
} elseif("https’.equalsignoreCase(scheme) & & port = 443) {
backUrl.append(":").append(String.valueOf (port));
}
backUrl.append(contextPath);
backUrl.append(getSuccessUrl());
return backUrl.toString();

}

ClientAuthenticationFilter & H T SZBL&G Ur AN IE I £48E S Cauthe) , M P 3 SOHAIER

1. AR R S50 backUrl, BI85 i T 2 5 ) 3 1) -

20 ARG RAFARAFE SR B 216, JFEE e [ 305 bl (server B

3. G IR, AR PRk G USRI : backUrl . ARA7 1) 24 11175 Sk Huik . defaultBackUrd
(R 5E f1) successUrD) 5

ClientShiroFilter FactoryBean
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public class ClientShiroFilterFactoryBean extends ShiroFilterFactoryBean implements
ApplicationContextAware {
private ApplicationContext applicationContext;
public void setA pplicationContext(ApplicationContext applicationContext) {
this.applicationContext = applicationContext;
}
public void setFiltersStr(String filters) {
if(StringUtils.isEmpty(filters)) {
return;
}
String[] filterArray = filters.split(";");
for(String filter : filterArray) {
String[] o = filter.split("=");
getFilters().put(o[ O], (Filter)applicationContext.getBean(o[1]));

}
public void setFilterChainDefinitionsStr(String filterChainDefinitions) {

if(StringUtils.isEmpty(filterChainDefinitions)) {
return;
}
String[] chainDefinitionsArray = filterChainDefinitions.split(";");
for(String filter : chainDefinitionsArray) {
String[] o = filter.split("=");
getFilterChainDefinitionM ap().put(o[ 0], o[ 1]);

}

1. setFiltersStr - & & #: # & , & & & L W “ filterName=filterBeanName;
filterName=filterBeanName” ; £ N [543 F; SR 5@ ik applicationContext 3k HX
filterBeanName X IV (1) Bean V1 it #1322 # 2% Map 1;

2 . setFilterChainDefinitionsStr = & # £ # & # ., W& & #% X W
“url=filterNamel[config] filterName2; url=filterNamel[config] filterName2” ; ZA~Z |45

5y i

Shiro & igECE spring-client.xml
PRAE T N B AT Shiro % 7 e B s IX AR T 75 2 AAH N IZAC & B AT 58 1% Shiro (1)

PoE, fife TR E R
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<context:property-placeholder location=
"classpath:client/shiro-client-default. properties,classpath:client/shiro-client.properties'/>

PLAELA 2 i i 1K) properties J& P 3C1F,  client/shiro-client-default.properties & % /7 i i it
(KIERIA B E ; classpath:client/shiro-client.properties & F 178 5 2 i BRIABC &, &% N H Y
IZIRMZ IO E S, ARG RS Y AP &

<bean id="remoteRealm" class="com.github.zhangkaitao.shiro.chapter23.client.ClientRealm">
<property name="cachingEnabled" value="false"/>
<property name="appKey" value="${ client.app.key}"/>
<property name="remoteService" ref="remoteService"/>

</bean>

appKey: fiiH]${ client.app.key} b AL4F e, RIS 2422 11 properties SCAFH L E

<bean id="sessionldCookie" class="org.apache.shiro.web.servlet.SimpleCookie">
<constructor-arg value="${ client.session.id}"/>
<property name="httpOnly" value="true"/>
<property name="maxAge" value="-1"/>
<property name="domain" value="${ client.cookie.domain}"/>
<property name="path" value="%{ client.cookie.path}"/>
</bean>

Session Id Cookie, cookie %5 44 B4R S5 i i B SO e .

<bean id="sessionDACO"
class="com.github.zhangkaitao.shiro.chapter23.client.ClientSess onDAO">
<property name="sessionldGenerator" ref="sessionldGenerator"/>
<property name="appKey" value="${ client.app.key}"/>
<property name="remoteService" ref="remoteService"/>
</bean>

SessionDAO ) appKey, 1 &iEid${ client.app.key } 7478 e, T Ar i & SCHERCE «

<bean id="sessionManager"
class="org.apache.shiro.web.session.mgt. DefaultWebSessionM anager" >
<property name="sessionV alidationSchedulerEnabled" value="false"/>//44 i H:Ath
</bean>
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oAt N FHIC 3 T 2315 B, LA sessionV alidationSchedul erEnabled=fal se.

<bean id="clientAuthenticationFilter"
class="com.github.zhangkaitao.shiro.chapter23.client.ClientAuthenticationFilter"/>

I H [R5 43 A AE A8 ClientAuthenticationFilter, BT 5% & 40 AGE, W< 555 1] 1) Server
FEHRSE ISR GIE, SR I 5 P 2 ) Bk

<bean id="shiroFilter"
class="com.github.zhangkaitao.shiro.chapter23.client.ClientShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="${ client.login.url}"/>
<property name="successUrl" value="${ client.success.url}"/>
<property name="unauthorizedUrl" value="${ client.unauthorized.url}"/>
<property name="filters">
<util:map>
<entry key="authc" value-ref="clientAuthenticationFilter"/>
</util:map>
</property>
<property name="filtersStr" value="${ client.filters}"/>
<property name="filterChainDefinitionsStr" value="${ client.filter.chain.definitions} "/>
</bean>

ShiroFilter 113411 E & X ) ClientShiroFilterFactoryBean, #XJ5 loginUrl (& stHbiil) .

successUrl B skl o BRAA R EESE i hl) « unauthorizedUrl CRIZAER 5E 1) 1) i bk )

T A7 7 T ARG E s 5 4 filtersStr A1 filterChainDefinitionsStr 14245 H 7 75 #5467
AHCE; XFE ] DR N T B X T .

BRIAECE client/ shiro-client-default.properties

#& N H 1) appKey

client.app.key=

HE RS URL Mk

client.remote.service.url=http://local host/chapter23-server/remoteService
HE L

client.login.url=http://local host/chapter23-server/login

HE W Ja, BRINEE [ 2 1 bk

client.success.url=/
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HARPBLEE E ) 2] (1) 1k
client.unauthorized.url=http://local host/chapter23-server/unauthorized
#session id 144

client.cookie.domain=

#sessionid 1%

client.cookie.path=/

#cookie " (1] sessionid 4 Fx
client.session.id=sid

#cookie ] remember me 44 Fx
client.rememberMe.id=rememberMe
#iLJERE name=filter-ref;name=filter-ref
client.filters=

#id kit 4520 url=filtersurl=filters
client.filter.chain.definitions=/**=anon

765 N B E client.app.key. client.filters, client.filter.chain.definitions.
shiro-example-chapter23-app*fitl

A shir o-example-chapter 23-pom itk

<parent>
<artifactld>shiro-example-chapter23-pom</artifactl d>
<groupld>com.github.zhangkaitao</groupld>
<version>1.0-SNAPSHOT</version>

</parent>

#KH shir o-example-chapter 23-client F&EER

<dependency>
<groupld>com.github.zhangkaitao</groupld>
<artifactld>shiro-example-chapter23-client</artifactld>
<version>1.0-SNAPSHOT</version>

</dependency>

& P HRECE client/shiro-client.properties

B 'E shiro-example-chapter 23-appl
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client.app.key=645bab12-370a-43a8-a8e0-993e7a590cf0
client.success.url=/hello
client.filter.chain.definitions=/hello=anon;/login=authc;/* * =authc

client.app.key 72 server B4 vy, B HEAE DL KEIAT; client.filter.chain.definitions & X T
PERESEE; tbwvim/nelo, BELBRIAT,

B 'E shiro-example-chapter 23-app2

client.app.key=645bab13-370a-43a8-a8e0-993e7a590cf0
client.success.url=/hello
client.filter.chain.definitions=/hello=anon;/login=authc;/* * =authc

Al appl 25 1l, cdlientappkey J& server B4 (K, BB UL ok BN AT
client filter.chain.definitions & X T8 #8%; tbinijin/hello, B4R,

web.xml

<context-param>
<param-name>contextConfigL ocation</param-name>
<param-value>
classpath:client/spring-client.xml
</param-value>
</context-param>
<listener>
<listener-class>
org.springframework.web.context.ContextL oaderListener
</listener-class>
</listener>

Fe e 2% i Shiro Bid &', client/spring-client.xml .

<filter>
<filter-name>shiroFilter</filter-name>
<filter-class>org.springframework.web.filter. Del egatingFilterProxy</filter-class>
<init-param>
<param-name>targetFilterLifecycle</param-name>
<param-value>true</param-value>
</init-param>
</filter>
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<filter-mapping>
<filter-name>shiroFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

fit & ShiroFilter £ 5%,

gl

shiro-example-chapter23-appl

@Controller
public class HelloController {
@RequestM apping("/hello™)
public String hello() {
return "success’;
}
@RequestM apping(value = "/attr", method = RequestM ethod.POST)
public String setAttr(

@RequestParam("key™") String key, @RequestParam("value") String value) {
SecurityUtils.getSubject().getSession().setAttribute(key, value);
return "success’;

}
@RequestM apping(value = "/attr", method = RequestM ethod.GET)
public String getAttr(
@RequestParam("key™) String key, Model model) {
model .addAttribute("value”,
SecurityUtils.getSubject().getSession().getAttribute(key));
return "success’;
}
@RequestM apping("/rolel™)
@RequiresRoles("rolel™)
public String rolel() {

return "success’;

}

shiro-example-chapter23-app2 145282248,  role2 J7i2:4# ] @RequiresRoles("role2") i fi ,
R 2,

Al BC B 25 U5
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YUY

1. ZEACE B3 nginx
1. 5t3 http://nginx.org/en/download.html F#%, LhanF F 212 windows A ) ;
2. $RJE40%E conf/nginx.conf e B SCHF, 7E server S8 indn 3845 -

location ~ */(chapter23-server)/ {
proxy_pass http://127.0.0.1:8080;
index /;
proxy_set_header Host $host;

}
location ~ */(chapter23-appl)/ {
proxy_pass http://127.0.0.1:9080;
index /;
proxy_set_header Host $host;

}
location ~ */(chapter23-app2)/ {
proxy_pass http://127.0.0.1:10080;
index /;
proxy_set_header Host $host;

3. HJE At nginx.exe JA 3l Nginx BlIAT

OV I B 41 nginx 175 3] shiro-example-chapter23-nginx #ik ~ F & nginx-1.5.11.rar Bl #],

2. REMH

1. H 4643 shiro-example-chapter23-core fkffi, %I shiro-example-chapter23-core it Fiz AT
mvn install 2% core fitk.,

2. % %) shiro-example-chapter23-client fiitk R iz4T mvn install 2257 F b .

3. JA3) Server iR

#| shiro-example-chapter23-server #& Bt F 12 17 mvn jetty:run Ji B % B He s A
http://local host:8080/chapter23-server/ Bl v] 15 [, Kb J3 80 T nginx, A4 A] DL $2 5 )
http://|ocalhost/chapter23-server/ .

4, J33) App* kR

#| shiro-example-chapter23-appl # shiro-example-chapter23-app2 #H '~ 43 12 17 mvn
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jetty:run g B

[

e

http://local host:9080/chapter23-appl/  Fil

http://local host:10080/chapter23-app2/ Bl 7] 15 1), K J3 30 T nginx, A4 A] LA $2 J5 n)

http://local host/chapter23-appl/#1 http://|ocal host/chapter23-app2/ .

5. FR&-FumdEd

1. Vjla) http://localhost/chapter23-server/;

2. FIANERAIH P 4% admin/123456 5k
3. NMHEH, TN CRUD, FE4EF NV KEY (WbZiME—) NN Z 4, &5
st o] USRS KEY SRR 756k 3 S AR T o

3} “]|'ia
K ki FEET b [l 10 wE
SHEEEE | A ER A B-nTL A= T -RmaE A=A -3 N[ WL AL e L = T AT e a0 TS| R M
AHE-1 Bl g =Sy g e sU=0 A 2t b | abt dabbl-san T -Lh e d-at e 1 (Lo dan= a4 | BRI NIEE
AT 2 BoTiaflT 3T0a oF2l afel $23e72Z00cF0 | GBT4abRT Gael <TEd aTil 9ETleZa023 | ikd RE

A, FRUFEL, AEP LRSS DT A ESIE . SRR St il ORI BT KEY R
JrAASRICE R R A R PR i 1R T

]
tic B it ?ld i
1|+t R admi = [EEFTE G el (B3
b= Al 1 FEdST T, AF BAT AR Hl=
AT R adm FigTEN NEEER [k HHE
B R APP2 v
,EHF' : admin *
RETIFE. ELEER
APPIEER
APP2EES
(dr{¥chi FrEE£E)
&k

6. App*tE & AR K 3ZAL
1. HEARB S T http://localhost/chapter23-appl/hello, & 5] K&
hello appl.

2. BaeHihk & http://localhost/chapter23-appl/login?backUrl=/chapter23-appl, Rl %) )5
5 ][] http:/localhost/chapter23-appl GX AN RHAE, 7 A6 S5 3 Ja 5 5 0] s
b, S SR A A S EE g W) B Server AR E S A -
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)EHF% : ladmin
L2312 ) IR |
BEIER:

BE

3. B XY A, o EE W B MNP S R R M BE TN
http://local host/chapter23-appl/hello, & 21~ K-

hello appl.

M adminEF

’,{Eﬁﬁrolelﬁﬁ.

i Hrole AR

wE 2GR
2. f&: BELEEM
FR LG R

§E. 1. ST EY

4, "JLLE R admin F3k, MHOEEHA rolelrole2 fith; nLAYE server B LR rolel )
B ERN N role2 i (06 7 T AR 1k ;

5. A LL{E hitp:/localhost/chapter23-appl/hello Ui i ¥ & @ Pk, 1 key=123; #:% i1
http://local host/chapter23-app2/attr2key=key it 1] LLUF 2 WIA B & 1)@k, W H K-

hello appl.

T adminE F
T E rolelAE
EBrolel BE

wEESERYE
£, fa: BELSEEM
K Sd

2. {&#: =23 FEERSEEM

FHME app2, I ERAINA role2 fth, 1 rolel fh.

AN E L T, ATEAE MAREISEIL T 21 0 A AR S g B
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2NN HTS

1. KHINMGEAT s

2. 75 P B ORI 23 1 L PR AR A I 25 7 S 15 0] R 5% v s 365 8 IR 25 S B ORI K R )
K i) DL LR AT SRR s 38 SR R ) KRR 2% LRI & A7 IR 454 (W Redis) KAl
ey BRI T A SR SR & e B WA o ARAE, WA HHRIEN AT 75 P A i
vty BRARIE K 1

3y SUEMARRRTERT L P 0 e Jo U7 Wl IS DO #7522 ()20 B e 45 s A3 A%
TAERE IR ATRAZE BTG K It i HRE — ks ih (R 28Xt Shiro il AT 80,
T W AR EPAT S R G SE R, IXFERRGE SR R R —0

4. HEEFIAA G, Bl ID & R —A3 T EREG, a5 8 s % e 4d
CAS/OAUth2 2 53],

JITLASE B i HY N v e 2 ity ZE0E 1, (RS A Z .
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o P IE ALt E

AT T 2 7s MR R AR S ATAE I, AT e 2L AN P R Sss it
IS AL 7 2 SRR Y. (AR 2 7 R R AT — SRR AT

—

AFTRT CGRANE Zia90pl) A,

SR

@RequiresPermissions("session:*")
@Controller
@RequestMapping(*/sessions’”)
public class SessionController {
@Autowired
private SessonDAO sessionDAO;
@RequestMapping()
public String list(Model model) {
Collection<Session> sessions=  sessionDAO.getActiveSessions();
model .addAttribute("sessions’, sessions);
model .addAttribute(" sesessionCount”, sessions.size());
return "sessions/list";
}
@RequestM apping("/{ sessionld} /forceL ogout™)
public String forceL ogout(@PathV ariable("sessionld") String sessionld,
RedirectAttributes redirectAttributes) {
try {
Session session = sessionDA O.readSession(sessionl d);
if(session !=null) {
session.setAttribute(
Constants.SESSION_FORCE_LOGOUT_KEY, Boolean. TRUE);
}
} catch (Exception €) {/*ignore*/}
redirectAttributes.addFlashAttribute("msg", " # il H R ! ");
return "redirect:/sessions’;

}

1. list vk 3L T ORI AL S1G43, il sessonDAO.getActiveSessions() $iHU AT 7
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TELR M43

2. forceLogout 7y % : kiR o3 — A &S0, ﬂtﬁ\/\TT‘éiélﬁﬁPﬁﬁ
Constants.SESSION_FORCE_LOGOUT_KEY &k, 2 Jmifiid ForcelLogoutFilter J|W7 Ifit 47
SR H o

A e 7R 22 TR B R )6 1 : - sessionDAO.getActiveSessions() #i& {1t T 3R EIT A7 7 BR 43 1 4
T WA AN T R AN K, A FEZ ] A2 s (F WSR N HT (AR 2 ] - AR
%, WHIPNEMAGEE T, W5 St TR

Page<Session> getActiveSessions(int pageNumber, int pageSize);

Page X%k T f07% pageNumber. pageSize J& 24, B totalSessions R THHD -
Collection<Session>  CHRETILHZTE)

73 GOSREUN, U2 MySQL XA 5% 3 Bl R A7 i 23 15 LU I, SR AE ] Redis IX R4
JE ] LAZS R IXAF A7k -

session.id=21% 7 54k B s
session.ids=23 1 id Set 7138 (345 7] LAdT A LLEN SRECK B, LRANGE 43 T3k

2UERI N (1 sessionld=123) , JE4 redis Ay A0 TR

SET session.123 "Session J¥ 414k ="
LPUSH session.ids 123

2UEMER I (1 sessionld=123) , JE4 redis ay 40 F Fis:

DEL session.123
LREM session.ids 123

BRI RS 1

LLEN session.ids

I3 VR R 23 1 -

LRANGE key 0 10 #4:HL 54315 ID
MGET session.1 session.2:++++- HIRPE 56— S i 2RI &1 1D JREUS TR B

For cel ogoutFilter
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public class Forcel.ogoutFilter extends AccessControl Filter {
protected boolean isAccessAllowed(ServietRequest request, ServletResponse response,
Object mappedV alue) throws Exception {
Session session = getSubject(request, response).getSession(false);
if(session == null) {

return true;
}
return session.getAttribute(Constants.SESSION_FORCE _LOGOUT_KEY) == null;
}
protected boolean onAccessDenied(ServietRequest request, ServlietResponse response)
throws Exception {

try {
getSubject(request, response).logout();//5% IR H!
} catch (Exception €) {/*ignore exception*/}
String loginUrl = getLoginUrl() + (getLoginUrl().contains("?") ? "&" : "?") +
"forceLogout=1";
WebUtils.issueRedirect(request, response, loginUrl);
return false;

SRR P S, B P & E h fE4E Constants. SESSION._FORCE_LOGOUT _KEY J&f:,
TR B G RAEE 1 T AR5 1T Subject.logout()iB Hy, L E [ RS (EBhPE
|- fourceLogout i K ZH0)

ey

7 LoginController 251 showLoginForm J5 v 5 o s in i~ ALY -

if(reg.getParameter("forceLogout") = null) {
model .addAttribute("error”, "% L2 B B DL am R Y, IEEHTE K",
}

HI G AT 1 sk 24 forcelogout 7 & 8 B D1 s IR 1K), 5 St b o AH B R A5 R

Shiro Ac & spring-config-shiro.xml
122 A7 ME — X 5l /£ 7F shiroFilter H1ff) filterChainDefinitions 2% 28 5% & X WH N T
forceL ogout 2k 25 :

[** = forcel.ogout,user,sysUser
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WK
1. H5EHIN http://localhost:8080/chapter 24/ k4% 315 55 T i % A\ admin/123456 & 5% ;
2. GG, MR SRS, LR RIS TRy K

HuFd a8 1L

bt ieHdt e

I | HFE Tl B3 U el e g R | it
Le2Edzk0-34dal - T e
L - - s . JER i PR
Sk =11 adrin 141001 aiila - il

3. el “BREIE 7 L, AT P S STV 2 BT RS, FR O
R T

CRAFEERRIEY, FENET

P

=,

BIHEF.

BF
heed

FANA S IR ES W I AE 2 ih BRI BE: UserOnlineController.java, HoA# FH %k FEAE 4%
S, O DURIAE LR 51 .
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